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SUMMARY

1. Title

A Study on Mobile Security Ecosystems

2. Objectives and Importance of the Research

The biggest weakness of the mobile security industry in Korea is
that the spontaneous cooperation of the firms that participate in the
value chain of the industry, or the ecosystem of the industry has
not been stabilized. The measures for the mobile security problems
so far have been based on ad hoc manners rather than on
systematic and organizational ones. For Korea to have such solid and
permanent mobile security solutions, we need to build a healthy
mobile security ecosystem at the national level and now it is the
best time to do it when Korean people begin to adopt and use smart

mobile phones in spread dissemination stage.

3. Contents and Scope of the Research

« Mobile Security Industry / Market Trend Analysis and Forecast

— The analysis of the domestic mobile market status and growth

capacity for supporting right and timely establishment of Korean



SUMMARYxvii

mobile security industy policies and strategies

— The survey of overseas mobile security industry market status

and analysis

* Mobile Security Technology Overseas Research and Trend Analysis

— The analysis of the Research and Development activities and the
demand for the mobile security technologies
— Finding out key technologies to develop and enhance a

competitive mobile security industry

* Finding out a mutual win—win framework of the mobile security
industry where all principal market paricipants such as large
corporations, small businesses, consumers and government can

coevolve and get benefits from each other

— Comparison of the domestic and foreign industrial policies that
promote the mobile security industry support

— Mobile Security industry development plan prepared

— The mobile security market expansion and strategic development

plan, including export strategies

4. Research Results

e Mobile Security Industry / Market Trend Analysis and Forecast
* Mobile Security Technology Overseas Research and Trend Analysis

* Finding out a mutual win—win framework of the mobile security
industry where all principal market paricipants such as large
corporations, small businesses, consumers and government can

coevolve and get benefits from each other
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5. Policy Suggestions for Practical Use

For the development of a strong mobile security industry in Korea
in terms of ecosystem, we need to examine the industry in terms of
the three dimensions, 1) the horizontal composition of ecosystems,
2) a competitive advantage for industry to remain competitive, and
3) weak sector's growth and development through the development
of ecological balance. To create an environment for the
industry—wide innovation, levelization in the industrial ecosystem is
the most required fundamental factor and an urgent and sustaining
policy commitment for that is to correct unfair trade practices
between dominent players and weak and small contracting partners

in the market.

6. Expectations

This research provides some inputs to policy derivation for the

Korean mobile securty indsutry.
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(1) Bt BFejst B/

S FEHOR HIHY REFHFol7] W&l
kil St Aol A ZWafiof gttt H<H(Security)S 1
B A AAA &2 HeH(Physical Security)® A X X eH(Information
Security) 2.2 Yol A 4 1 mepA] BRI E S Ed
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ontrol): DLP (Data Loss

@

— Mobile IPC (Information Protection a
Prevention) 2} EncryptionS 3E3F

— MIAM (Mobile Identity and Access Management)
MSVM (Mobile Security and Vulnerability Management)
— Mobile Threat Management,
Mobile VPN(Virtual Private Network)
MOS(Mobile Operation Security)
IDC= °o]gf3t AlFTE 4 ujZdo] 2010@F-E 2015 Alo]o] Azt
it 30% ©1’4e] AFES BY AS=Z SFHAY. ol & <2-2>+
IDC7} Mi&el 7|Eo 2 oAS3 AAA Enpd Bk Aot 4%
’%O]% EO:]TJ— Mqi
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<HE 2-2> MAMHA Ul HotAE o=

Mobile Security Product Sales Forecast(Million USD)

2010-2015
2010, 2011 2012 2013 ZUIJ 2015

CAGR (%)
Mobile threat management 99.1 179.2 28020  350.1 415.2 470.4) 36.5
Mobile IPC (encryption + DLP) | 78.2 140.1 238.3] 3349 405.1 460.2 42.5
Mobile VPN 125.2 190.2. 259.8  330.1 385.2 431.2 28.1
MIAM 438 69.9 1171 164.2 194.8 225.7, 38.8
MSVM | 402 657 94.8 1291 160.5 190.2 36.5
MOS 20.4)  29.7 44.1 53.9 64.9 75.1 29.8
Total Iaos.g 674.8 1,034.10) 1,362,300 162570, 1,852.80) 35.4

Source: International Data Corporation(IDC)
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Aste 5 20099 div] w2 SUHES HAloh



A2 ke ek A 13

M

Ads S AREMMYG] F viEd 1xde "o Adsl
)1\_]__

ZE AR 20099 71FELR 129 AR AYsHA olES B
=, 200098 = IT &3 HEo] A= 719ut =) ZHE =G
Aol =Bl 10dE ol 129 ARZAA 3. A8 U
TUH ANHEHERIAHS 7L A = FEERE 11470 AA S
ez AARh 20109 = ARHESHIY HEEAVEINS F
s S AEERMG dgs AvEd a3 2k

[38 2-1] 20104 e[zt SEEQH 20fE oiEY

-

S EERIMITEHEE MY ©E

i

262 2

<= 9168 2

a2 &

15aza 2l
oo
1Ear faam 2

HEYa 2l AlAE Holma| DM oUY J|EHE
=L ; ol

ojHZEAL WEW Ads] I FEREAIAZS 20099
21.6% 4743 1% 130099 7|20} o]F ARRI AEFREL
A il 21.1% 4338 91689, AR HEQ Au]|x BEL 2389 &
7hek 214691902 27 JAST. RopdE e s &
AHF-(DDoS) A | 2~8l 5 UEL A HE Eofbrf 3246942
B HlTs AT olo] HolEHo]2Kt PCHE 5 7 gL
ARFEUA] BHFEorh 181294, violejs ¥4l Bk A A, <t
El2gtolglo] 5 AJ2E] HQko] 143499, 7|HRE#AY, AP HA

o
1r



A2 kel 2ok

™

DY
—
S

2% § Rgerl 10919902 HE oAt
e S7beol 71 =Y woke FA-Enkd Beto el
Hl 79.3% 74743 2661€= VI5AY. 53] FAd-Eubd Hob &5
e F8(31.3%)% FF(29.5%) EokollA Fa7F B )
o 719 (13.5%) = %Xé—“%% Ta7F = AOR UEyt B

= A=
PA-EHARCe] A% obf AF FRE A AW HZ 2nE
£ AUpC B9 nEos Qs BE YAAAE OIP HAET
48 ILHE 5 A3 T FIHE FAAn 243

Ao 7 04%1}&13]- B 31X+= DDoS X]-‘?:’r/‘]i'lﬁ—l o] 20075
218 MaE A ABYNE BFEL, HA A
gglon, doar B ARl dAEE Aol

oy
=
e
kT
2
>
ol
o
[-'O
o
NIt
—
wW
ﬂ
R
1o,
oX
o)
]
o
b
> 9

(@2}
(@]
(@)}
12
(o
=
o
>
o)
o
o) {
oX
o
pa)
o
fu
I
>
>
o)
_E

o |t

2 S

Ll

we a4 o

Z to o
O

<
N
(o
o
HI
[‘O oX,
_VL
D)

2 o35l ol
a2 FJ(DRM A 242} 1
1

N ﬂ![O

7.8%, 14.9%, 142%4 NLES B
o2 Yeiygt. v, 438 HYHE(0TP) #oke A% 26.8 %
S Hoj 2015349 A the] (9953005H) 721 717to]

ddd 2GS FAHAT Aoz A3 PC W3y wmEx
23.3% 31, 20159 Fdd= Ad & 2799R Y 2099 7=
A 7EY AZS AT Aoz AYEHA=d. dEHHE X
%}%f& A8 Het Ve AstE FEd] g AR HE
X71&S Agsts Xo] o5 AS=E qdd ma AZdE F4
o

AME AT olffel® A FAILH T 7P H L
z 7

O

Ny rﬂgﬂﬁ%ﬁdi&rb
ol
o,
i)
L\D o

Wy @ of IU
o rln EVRNE)



24 BHh R R4 15

(38 2-2] 20104 2|Het BHIAEQH 7|2HE D=

[ER SO S H/MHE S JAE 0= Hl =
[ER: =0 HN = A THEE]
40
# 209,56
2 -
18 13.63 135
9.5
a
2.5

: 1 3

i me=; HAE Z40Y JIEF

Al F=A 21% S7HE ASZ YEigen, Al &7 o
oot Adal ) ARE AF &5 Ad vl oF 21.6% =+
7hek 5209 9S 7ISA . AMEA wiEY Vo E2 s, WiEY 9094
ool AFPAIE ] AAFZES 73.5%F AHAISHaL M% Aoz JEh
ok 7IdEEEEE WA 7)Po] A 29 79%2 4119 93007HA S

FE3L o UH R 20% 7HES Iwkridel @Estka lo] WA
ZIdEe] FE& FEFL Je Ao Yeyt $ue FRRE

AFe AU FE72 ol 7Rl dEo=Z Yeged. AA =
o] oF 69.32% 7 YEol1 7E} I/} 12.6%S A3t v)F 9.3%, &
T 7.8% w27 ARG BRuHE dE H|Fo] & Wid, FZe
7.8%° EHstoir FF FHo] FEHHEQL o] AT AL <
Y 71EZAES FHANA FF AAES =Y 287 A Qg

AT



A4 16

<
ol

A

H

ERE

O

A2

=

2|7 o]

[E{Sl AlE of

o
—

1. =29 &M

(1) 74 A8 A1 8% e

A 30% ©]

&l gkoh. 20099

HEDRTS

Gl

UE]_
9. 74 AHY

=
=]

14 g A

[

A=
==

ol A

o R4 QAEY AT

H

A3

A
R

ok
=l

T
2=

o))

Al Z2upd Qe

)

Z 20109H-H 20139714 2uld QQeF 2 g

gl ZHA]

A%

Bl 4+
Aoz gtk At wo] Al WA f

1

2

A B 27}

W)

<
A8

[e]
A

& ar

o]
H

il

78.3%

226.9

155.6

120.1

2008

1.200

1.000

300

600

400

200

[ 244
o LI

20M12E 2013E

2011E
== Growth rate

20M0E

2008
EEMarket size

2007




A27d Entd B EA 17

(32 2-4] B2 2HtY W AR $(20104 TH9| gk
Mobile Music ﬁ 440
Mobile Reservation 101
Mobile Reading 100
Mobile IM 97

Mobile Newspaper | 7
Mobile Email |mm 23
Mobile Cartoon |[mm 15
Mibile Games |m 13
Mobile TV/Video [®m 11.4
Mobile Social Network |® 10
Mobile Payment B 8
Mobile Securities |0 7
Mobile Application Store |0
Tel. Directory Management |[§ 3.2
Mobile Map/MNavigation i
|
|

Mobile Search 1.4
Mobile GPS 3 5
0 100 200 300 400 500
36 BAT BFslel 24 HFFE ArhEE AFAFE
Ado] =, e—dd, A, HIAA, olHld, TV, S48, AFUE, A3

e—
In, AZE, SMS #el, vE 5 2l ojEelAel e R ¢
e Anzs F71sa
(28 2-5] 26t WALBRS Bt

Mobile Newspaper
Mibile Games
Maobile TV/Video
Mobile Application Store v
Mobile Securities
Mobile Email
Mobile IM
Mobile Reading
Mobile Payment =
Mobile Cartoon
Mobile Social Network
Mobile Map/Navigation
Mobile GPS
Mobile Reservation
Mobile Search
Mobile Music -

Tel. Directory Management
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Mobile Newspaper
Mibile Games

Mobile TV/Video
Mobile Application Store
Mobile Securities
Mobile Email |/

Mobile IM

Mobile Reading

Mobile Payment
Mobile Cartoon

Mobile Social Network
Mobile Map/Navigation
Mobile GPS

Mobile Reservation
Mobile Search !

Mobile Music _

Tel. Directory Management
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47% secu ri‘jy
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.29% safety hazard
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280 AL AFY FE53 AFe FE5SEH7] AR
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40 1 459
40.7% 2009-2013E: ’
a5 | a, CAGR of Market Size=227% 340 { 40%

\ CAGR of Uer No. = 15.2%

2007 2008 2009 2010E 2011E 2012E 2013E
 \arket Size (in 100 Million) == | jser Number (in Million)
== Growth Rate of Market Size = Groth Rate of User Number
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w=ukd AJFA 7HHAMESY 30 dEFAE 5444 AE, Tencent,

2)
2 wwy] AzAtels, 33 Ads AAE AT FAAP
GA AAE FE= g Folvh. T Tencent® AHEAFol H53h
B2FAAE o] 43 AFHRES Eorin BAANES dFan 3
o ES 3 e vy AZAE AEAFH 2 JFYe w3
3 AZHFE ATFS 98 L8 JrEeS FEatu Utk

<E 2-3> 2} 22elAH ol cHet HIXFHL|E FX}

Investment
Company Industry Investor Time
amount
SOCQ SOFT Mobile Games 20 Million Green Pine Capital 2009-11-5
Showina Digital Yonghui Ruijin Venture
Mobile Games 2 Million 2009-8-21
Technology Capital

[28 2-8] ZHIY HO|HSL| EHoto4
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W Notcertain, maybe need in
future
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B Rising 2%
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3%
B Kaspersky

348
5%
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463
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B 360Mohile
{including
360Msafe)
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9%
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4901
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<H 2—4> Growth Strategy Excellence Evaluation of Major Security

Vendors

360

) _ |Kings |[Kaspe |360 . Jiang |F-Sec [Syma [McAfe
NetQlin |Mobile Rising | _
oft rsky |Msafe min ure ntec |e

1. Growth
compared to 9 a8 T 8 8 T 6 4 = 4
industry growth
2. Growth
compared to

. 10 9 6 6 7 (6] 3 3 2 4
fastest growing

competitor
3. Global

perspective of 9 a8 T 8 B G 4 10 10 10
strategy

4. Integration of
Competitive
Positioning/Brandi
ng

5. Integration of

Customer Analysis
6. 360 Degree
Analysis (TEAM)
7. Integration of

industry
challenges, 9 Fi 8 10 5 9 9 9 8 9
drivers, restraints,
trends

8. A growth system
or growth pipeline

9. Visionary
leadership

10. Management
team integration
(Growth
Workshops)
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<*H 2-—5> Implenentation Excellence Evaluation of Major Security

Vendors

360

. _|Kingso |Kasp |360 . Jiang |F-Secu(Sym |McAfe

NetQin | Mebil Rising | .
it ersky |Msafe min |re antec|e

1. Team consensus
on Growth Strategy

2_Best Practices
far

. . 10 10 9 8 9 6 4 5 6 7
Marketing/Busines

s Development

3. Best Practices
for Sales

4. Best Practices
for Management & 9 (§] 8 8 7 7 7 8 8 8
Leadership

5. Sense of
Urgency

6. Implementation
. 10 5} 9 9 7 8 6 4 5 6
Training Process

7. Implementation
Discipline

8. The Growth
Environment

10 T a 8 8 7 6 4 3 4

9. Internal
Resistance: NIH,
Corporate
Antibodies, etc.
10. Strength of
Management Team 9 3 8 6 8

-
[=2]
wm
(=]
=S

to Dnve Change
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=X
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B33 glom
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[O2l 2—-15] GEM Matrix of Major Security Vendors

Kaspersky 9

&350 Mobile

* Kingsoft
#3680 Msafe

& MNetgin

Growth Strateqy Excellence

5
hMcAfes s
F-Secure gp Rising
Syrmantec®

Jiangrmin 4

Implementation Excellence

<FH 2—6> The Analysis on Competitive Advantages and Dsiadvantages

of Major Vendors

Competitive Advantages

Competitive Disadvantages

NetQin

Broad product lines with perfect
functions

Strong ability in market promotion
and muitiple channel
development

Stable SaaS business model
Greater investment in R&D with
multiple technical patents
Supporting various smartphone
systems with stronger adaptation
Perfected after-sales service and
dedicated customer service team
Committed to mobile security,
earlier entrance in market with
first - mover advantage

Global market development
capability with 51.5 million
accumulated subscribers

The mobile security market is
during the introduction period,
clients are more willing to use
free software, but the idea of
“free basic service + charge for
value-added service” is still
facing difficulties.

The lack of market advertising
leads to low recognition of
brand by customers.
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Competitive Advantages

Competitive Disadvantages

A large scale of PC security
software users, high recognition
of the brand, positive effects on
the mobile security producis

The acquisition of Msafe is helpful
to separately position the brand of
360 mobile safe and the brand of

A new enters to the phone
security industry, limited
experience for this industry, low
R&D, less patent technology.

Stronger internet channels
Internationalhized brand with
higher popularity

Stronger financial ability

360 “Free” business mode cannot
360 Msafe according to the :
; guarantee the consistent
different future needs of i
development, stability and the
customers y
: : investment of technology R&D
Pay attention to the interface R ——
design, and care about the pelly
feedbacks of customers
Strong media advertising
No pressure for relying on the
E X g Functioning only as AV
return of phone security products i .
ST software, which is not meeting
and no liquidity pressure, more
; user demands
attentions to the feedbacks of Mot iomatsd as fnal
KingSoft products and public praise. i d[:n: 5
The apparent brand effects P .
; Lack of experience for
Have the accumulative ) :
; R developing mobile phone
experience of anti-virus St
technology on PC
Lack of understanding of the
using habit of users; product
experience needs to be
Greater investment on R&D and improved
good effects on anti-virus Not enough details of firewall
Greater number of PC users with and real-time monitoring
possible bundling in sales The standard product pack
Kaspersky

cannot meet the customers’
diversification and
individuation, increase the level
of requirements for new users
Lack of WAP channels

Mobile security is not the core
business for development
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Competitive Advantages

Competitive Disadvantages

Obvious brand effect
Greater number of PC users, with

Slower product development

bl possible bundling in sales and inadequate attention
Rich entity and internet channels
Jiangmin Less occupied memory Functioning only as AV
software, which I1s not meeting
user demands
Offline update only, no
functions such as real-time
monitoring and firewall
Lack of investment
Weaker local channels: No
portal for the download of
mobile version on the Chinese
main website, and no Chinese
F-Secure Stable cooperation with Nokia WAP web page for the
customers’ connection
Functions are not
comprehensive, poor user
experience
Has rich experience for Slow localization, the mobile
Syinatee enterprise-level of securty security research center has
product technology accumulation been moved to India from
and experience of cooperation China
Earlier entry to China market;
internationalized brand populari
Sable cooperation in PCp A:Jf witrt?r Slower product development
McAfee and inadequate attention

China Telecom will bring positive
effect in mobile security
cooperation

Lack of investment

Stronger internet channels
Internationalized brand with
higher popularity

Stronger financial ability

cannot meet the customers’
diversification and
individuation, increase the level
of requirements for new users
Lack of WAP channels

Mobile security is not the core
business for development
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<FH 2-—7> The Advantages and Dsiadvantages of Smartphone OS'

Operating .
Advantages Disadvantages
System
The complete openness of platform and
encourage developers to develop all kinds
of applications and free of charge, low
cost for the developer Each handset vendor of
Emphasis on the feedbacks and Android platform wants to
experience of users advance their product
High degree of binding between Android | competitive advantages by
operating system and the mobile internet | using Android as their own APL
More and more handset vendors They can change some of the
(Motorola, HTC, Samsung, etc) underlying structure to develop
Android introduced smartphones using Android some unique features, and
system. Moreover, e-books, tablets PC accordingly require the security
and other products starts to use Android companies to follow these
system as well. changes to customize the final
The price of Google's android phone is products, which is hard for
dropping very fast, and other R&D and business
manufacturers have infroduced low-end cooperation.
smartphone with Android platform as well,
it is suitable for those young but price
sensitive user focusing on experience of
mobile operation.
Because the most prionty is the users'
experience, products is pursuit by the
global users, simple operation
The global sales of iPhone and iPad is iPhone in China is expensive
increasing dramatically which limits the number of
iPhone App Store has various application for users growth and China
users to download Unicom has in-apparent effects
IPhone OS maybe apen to some extent of promotion of iPhone
(the current degree of openness is as yet
known), which is helpful to enhance its
market share
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<E 2-7> (AD)

Operating

Advantages Disadvantages
System
1. At present, the market share of Symbian 1.  The downward trend of
platform is still the highest and has the market share is clearly
largest number of Nokia smartphone declining
Symbian users. 2. The bad feedbacks from
2. Tostrengthen the development and look Symbian users: dull Ul
for the developer glabally for the purpose and boring operation
of maintaining the market share
operating system and the mobile internet
1. The help from technology, brand 1. The market share of
influence, financial support and other Windows Mobile has been
powerful advantages of Microsoft low all along
2. Windows Mobile 7.0 comes into market, | 2. Too emphasis on the
Windows which is likely to enhance the share in technological and
Mobile smartphone operating system market for professional operation,
WM neglect the experience of

users and gradually being
marginalization

3. Because of the licensing
fee. mobile producers and
developers is easily
leaning to the system with
free of charge due to the
consideration of cost

4. Under the current
circumstances that
competitors are seizing
the market share of
smartphone, WM lags
behind to its nvals due to
the delayed release of
WM7 .0




<E 2-7> (AD)

Operating :
Advantages Disadvantages
System

1. Nokia has the largest number of
smartphone users and strong brand

influence, which is helpful to explore the o
! 1. MeeGo is still a complete
market for MeeGo and gain more user .

] new system, the stability
experience
; . : of the new system and the
2. Jointly build by Nokia and Inter, powerful
y feedbacks from customers
alliance and strong technology. Inter also ) _
are still unpredictable
MeeGo frequently shows MeeGo system - 4 )
: 2. Nokia is facing tough
3. MeeGo as a more open Linux system, R
: : challenges in high,
gained more support from |T enterprises,

the design is aiming at a variety of

medium and low-end
; . smartphone market

hardware platforms of computing facility,
s : segments.
including laptops, netbooks, tablet PCs,
multimedia phones, network TVs and in

care infotainment systems

1. Blackberry has not
officially entered China
due to the lack of user
foundation

2. The operating system is
prohibited to be cracked,

The mobile phones of Blackberry are Ty T
which is still a huge

Blackberry | welcomed by European and Amerncan users, =

: ; : obstacle for application

because of its outstanding business features
development

3. Due to the issue of
network security,
Blackberry is resisted by

many countries and

regions
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<H 2—8> Future Competitiveness of Smartphone OS' and Responding
Strategies of Major Mobile Security Vendors

. The demand for the | The responding strategy of
Operating Future . . ) h
- mobile security each mobile security
System Competitiveness
products vendors
The largest market
share can be In the period of large
maintaining for a long | market share, the To maintain the current R&D
Symbian | time, especially the demand for the mobile | and maintenance, but can no
advantages of market | security product is still | longer only focus on Symbian
share in low-end considerable
market
1. Open platform
leads to more
attacks from The platform of Android s the
hackers, so the priority target for mobile
pace of Android security vendors. Vendors
) facing larg-scale should also increase the level
The openness brings i ;
h i f of threats is faster | of R&D for Android platform
sharp increase o
P 2. Each handset products and concern about
. market share, the
Android i vendors the development and
future outlook is well
. developed feedbacks of smartphone
predicted by the .\ : 2
L personalized with Android platiorm, then
insiders
features on the enhance the strength of
baisis of promotion for competing the
openness, the new smartphone users
requirements for
security is getting
more diversified
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) The demand for the | The responding strategy of
Operating Future . . . .
- mobile security each mobile security
System Competitiveness
products vendors
1. Users frequently On one side, China market
download and use | for iIPhone maintains a high
: various concems, and preparation
Continue to N )
e : applications, so can be expected if the R&D
maintainthe rapid
: : they are deserved | allows fo do so; on another
iPhone growth, but the high . ) . )
£ . more for mobile side, for those mobile security
sale price restricts the ) o I
: = security vendors with international
development in China i . . y
2. The increasing views, the security product for
sales will IPhone is the most important
definitely attract aspects for R&D, especially
attentions to those | ior European and American
benefit-driven markets, otherwise, they tend
hackers to lag behind the local mobile
security vendors.
The effects after Keep attention to WM 7.0, for
Windows Mobile 7.0 is | If the market response | those developers less cost
listing in the market is good, then the sensitive and under the
Windows | can determine whether | market share of WM allowance of R&D, they
Mabile the decision of WM for | can be improve, there should develop security
the competition of is certain demand for praduct for WM 7.0, but do
operating system is maobile security not require put into large
successful or not efforts to R&D recently
After the list of
Fowerful alliance of smartphone with
new generation of MeeGo platform, there | Concern on the meaningful
smartphone, on the is a large possibility steps of the replacement of
MesG basis of strong that MeeGo can have Symbian by MeeGo, grasp
eeGo
support, gradually a large number of the key time point for the
replace Symbian, users , therefore, the investment of R&D efforts
more opportunities demand for mobile
than challenges securty products can
be large
The closed system
Currently do not see establishes a natural i .
) Remain the wait-and-see
Blackberry | any development barrier, causes low i
e : : attitude for Blackberry
opportunities in China | demand for mobile
security
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2008 NI 1393 Smartphone sales
2009 D 1724 (in millions of units)

2010 I 2988

2011 N 467.6

2012' N 652.7

2013 [ 8325
2014'

1 - Estimate Source: Gartner

SHH, 2011 A AlA Bl ESPC Fvll&Fe 63609 2 o=
AT ol 201099 1760RFHA A ¥ 261.4% Y F7Hs ] o]t
TS 201596l 39 26309 tiE2 vt 5o Azt BESPC
AN F43] 4FT AWdS HogFa Qo

(32 2-21] MAIH EHZ3IPC B of (B9l SBiTH)

2008 NA Tablet sales
2009 NA (in millions of units)
2010 M 17.6

2011 N 69.8

2012' N 108.2

2013 N 159.8

2014 e 222.6

1 - Estimate
Source: Gartner
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[O8 2-22] MMA EHESIPC OSE EoHZk of| F(The| SHEtDH)

Worldwide Sales of Media Tablets to End Users by 0OS (Thousands of Units)

0s 2010 2011 2012 2015
Android 2,512 11,020 22,875 116,444
i0OS 14,685 46,697 69,025 148,674
MeeGo 179 476 490 197
Microsoft 0 0 4,348 34,435
QNX 0 3,016 6,274 26,123
Web0S 0 2,053 0 o
Other Operating Systems 235 375 467 431
Total Market 17,61063,637103,479326,304

Source: Gartner

AFAE oz FHo
Q) IDCell waw 20159 A AA ErY ®bA R
47007 @A BlFA S 7]

=3 Aow AWHEI 9o o]F DLP (Data Loss Prevention)$}t
Encryption<S X $3F Mobile IPC (Information Protection and Control),
MIAM (Mobile Identity and Access Management), MSVM (Mobile
Security and Vulnerability Management), Mobile Threat Management,
Mobile VPN(Virtual Private Network) 5©] 2010355 20153 A}lo] 9
AZE F 30% e AFES B A= o FHJUT of [
2—23]2 IDC7} W=} 7|02 o33 HAA Eutd Bt At
o 4% 4R Folg nelF1 3o

ole} A AAA F8 TAVIEH IT 7|HEE F&
g 2ol HAF A4 98 434 Wns @ 2
o o7]ele HPFARER oYzt o]FFAALE ZHAstAL
Symantec, McAfee, Trend Micro, Webroot 5°] ®uld 7173
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2 o =3 b5 F8 o]lFFTAIYGAA AT & T+ H Juniper
Networkset FHAAE A28l vlzy29f 71918 Enpd HtE Z
& Jfsitta HREAh olgA JHE ALAZEJoE &5 TR
H AT & TUEYIE 53 832 2ot 5 A 2 o Fo]

(8 2-23] Z2HIY Eot MEZE MMA EojeH o=
(EH

Mobile Security Product Sales Forecast(Million USD)

2010-2015
2010 2011 2012 2013 2014 2015

CAGR (%)
Mobile threat management 99.1) 179.2 2802  350.1 415.2 4704 36.5
Mobile IPC (encryption + DLP) | 78.2 140.1 2383  334.9 405.1 460.2 42.5
Mobile VPN | 125.2) 190.2] 259.6  330.1 385.2 431.2 28.1
MIAM 438 699 117.1]  164.2 194.8 225.7 38.8
MSVM | 402 657 948 129.1 160.5 190.2 36.5
MOS 204, 297 441 53.9 64.9 75.1 29.8
Total 406.9) 674.8 1,034.10 1,362.3‘11 1,625.70, 1,852.80 35.4

Source: International Data Corporation(IDC)

AT & T Chief Security Officerl Ed Amoroso= E8FY 7]7]7} 24
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= Slencryption)2t = 2 &Hdecryptionoll Al2sl= 212|SE 2lojsn] tE?| &

of% otmelE | 22I&(DES,IDESAES), BH7I2D2IE(RSAE Gamal), RSN 2isunels, Uy
& SHEMDE SHA) S ZXH
ops mapg | ALH USRS Ol B0 OLRE HE 93 Mol ALY 2] Hss ORI &
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N2HEZE FHokAd A4 A]J2" (Vulnerability Scanner), BFo] &
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(1) Wireless Communication ¥8F7} B QFo]4f
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spam messages or mails received 95%

malicious harassment 899

service order without permission 47%
never experienced 2%

other F 2%

0% 20% 40% 60% 80% 100%

Source: Frost & Sullivan; Telephone survey result of 500 valid samples.
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Internet Users’ Awareness on Internet Users of Using the Mobile
Mobile security Issues Phone Security Software

Source: Frost & Sullivan; Telephone survey result of 500 valid samples.
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New mobile phone viruses type analysis in 2010

Malware, 1%

System
Damage, 42%

Data Damage, 3% Trojans, 1%

Backdoor, 3% Malicious service

fraudware, 3% order, 4%

Source: Netqin "cloud safe" data analysis center
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[28 3-5] ZHiUE ZUELE Ho|[H A

Mobile phone viruses platform distribution proportion in 2010

iphone, 0.10%

WM, 0.70% BB, 0.30%

Android, 2.40%

Source: Netgin "cloud safe" data analysis center
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[Od2l3-13] Trust Zone Architecture
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