2021. 1. 29.

Fgulo] IR ATE {3354}

H2ldl | &t=20I0122AZE SHEH =SS Mlol 28t 2020 9 FHE E0A | HOIX 1712



=
=

H A A

)oll =}

o 55

of el o} 2ol AZ

=
=

HaA

—

29 2

1

givl

1=

2021

2020 = EHA 2DA | HOIX 2/12

st

=32 HMlol 2

st=0i0132 &8

bl |



EHEFIETY &8 8A #2020 = FHA B ILA

1 Auk A3 (2020d 12 9 E 7)F)

AREAA 2 AT | Sl ARATE A}
EE! o4 &
REN T AN | Bingl10 W o] 4k (A8 o] &} S B4} WA )

OneDrive/10 78 o] 4} (&3t o] 82} 5= 3| A} 717G 1)

AEEFA A2 B A | 1099 o] (H g3t & H2 3|A R4 1)
s R UHZQJIJ

[©]

HY = 5 54 A | Michael Golebiewski
A

o] A2 AT EE oby A 2F 2 238 o] X (child sexual exploitation and
assault imagery, ©]3} “CSEAI")<} T2 X &2 A2l o]n| X F(nonconsensual
sharing of intimate imagery, ©] 3} “NCII”) 3 9] & ¥ 3&35lo] GA} A B AS E3) B9 % o]

AL el ek A FHl= 5o BAE T oS At syt vol AR AT ES

1

CSEAI & ®WA|3}7] 913} PhotoDNA (https://www.microsoft.com/en-us/photodna) 7| <=
< skl o, CSEAI -85 flste] AAMA 7|#=3 D 7|=S 3Fstal dH5Y
t}.

nho] A 2 4 3 E = PhotoDNA £ AH&-38he] ALS] A H] 2 o A CSEAI & ¢14]
ahar ApAI sk w2l vlate], 3] 2nl A AlF 5ol th s 4= L84 7E CSEAL ) 3

=
FE = Ao oA HA AF el M Aag & 5 A=F 228k gl “H ¥ o

=

CHeldl | 8201012 2A0E SHEH =SS Mlof 28 202083 £SEHE E10AM | HOIXI 3/12


https://www.microsoft.com/en-us/photodna

https://blogs.microsoft.com/on-the-issues/2015/07/22/revenge-porn-putting-victims-
back-in-control/#sm.0000csshjolt3ebs10bz63rrsshg6

Search O Cant W

Microsoft | Microsoft On the Issues The Gificial Microsaft Blog  The Al Blag  Transfarm

Related Stories

‘Revenge porn’: Putting victims back in control

Jul 22, 2015 | lacqueline Beauchere - Global Digital Safety Advocate

ine Beauchers

‘Netizens’ highlights the need for

n m n collaboration to fight online

harassment, ‘revenge porn’

When someone shares intimate images of another person online without that person’s consent, the effects
€an be truly devastating. These gross violations of privacy are commonly (and unartfully) referred to as

“revenge porn.” Unfortunately, revenge porn is on the rise across the globe. It can damage nearly every aspect

of a victim's life: relationships, career, social activities. In the most severe and tragic cases, it has even led to

suicide rac 20 | sscauslis

e want to b
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reeds to be done to address oblem. As a fi
ivacy. That's why Microsaft will r
in Bing, and remove access to the content itselfl when shared ¢
by a m. While people have been able to report Lo us in the past, we've set up a
available today, to make it easy for victims to let us know about these particular photos
available in English now and will be expanded to other languages in the coming weeks, When we remove
links or content, we will do so globally

Microsoft study: Online risks that sow
hate and division are growing >

Clearly, this reporting mechanism is but one small step in a growing and much-needed effort across the Microsoft study shows bull
public and private sectors to address the problem. It's important to remember, for example, that removing an issue with 4 in 10 teens i
links in search results to content hosted elsewhere re doesn't actually remove the content from the adults, too

Internet — victims still need stronger protections across the Web and around the world "

ng remains
wvolved;

Microsoft remains committed to continuing to work with leaders and experts worldwide on this evolving
subject, and we expect to learn a great deal as the process mowves forward. In the meantime, our hope Is that

by helping to address requests and to remove these extremely personal photos and videos from our services,

we can better support victims as they work to re-claim their privacy, and help to push just a little further in the Mar 24, 2019 | BradSmith
fight against this despicable practice.

A tragedy that calls for more than
words: The need for the tech sector to
learn and act after events in New
Zealand

For jlobal problem of revenge porr

nore about online safety ge:

At the time of writing of this post, Jacqueline Beauchere's title was Chief Online Safety Officer

More Cybersecurity Stories
Tags: Privacy, Privacy and Secuurity

New steps to defend your data > November

Cyberattacks targeting health care must
stop

Navember 13, 2020

What does it take to fight ransomware
and botnets? A Q&A with a cloud crime
investigator

November 10, 2020
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Digital Safety Content Report

The Digital Safety Content Report covers actions that Microsoft has taken in relation to child sexual
exploitation and abuse imagery (CSEAI), terrorist and violent extremist content (TVEC), as well as non-
consensual intimate imagery (NC!

Download the current report >

Digital technologies allow people across the globe to share information, news, and opinions — which, together, span the full range of human expression. Unfortunately, some people use online
platforms and services to exploit the darkest sides of humanity, which diminishes both safety and the free exchange of ideas

At Microsoft, we belleve digital safety is a shared requiring a lety approach. This means that the private sector, academic . civil society, and and
intergovernmental actors all work together to address challenges that are too <omplex and too Important — for any one group to tackle alone.

For our part, we prohibit certain content and conduct, and we enforce rules that we've set to help keep our customers safe. We use a combination of autamated detection and human content
moderaf remove violating content and suspend accounts.

The Microsoft Services Agreement includes a Code of Conduct, which outlines what's allowed and what's prohibited when using a Microsoft account. Some services offer additional guidance to
show how the Code of Conduct applies to their content, such as the Community Standards for Xbox. Reporting violations of the Code of Conduct is critical to helping keep our online
communities safe for everyone. More information on how to report violating content and conduct is included below.

Child online safety Addressing TVEC NCIl reques

Protecting children online

Microsoft has a long-standing commitment to online child safety, and we develop both tools and multistakeholder partnerships to help address this issue. As specified in our Code of Conduct,
we prohibit any activity that exploits, harms, or threatens to harm children across our products and services.

Microsoft . a robust to help find ©of known child sexual exploitation and abuse imagery. We continue to make PhotoDNA freely
available to qualified organizations, and we leverage PhotoDNA across Microsoft products and services. We've also helped develop and share a technique to detect instances of potential online
grooming of children for sexual purposes. This technique is now available at no cost to qualified ™

Collaborative efforts

Microsoft is a member of the WePROTECT Global Alliance, the multistakeholder organization fighting child sexual exploitation and abuse online, and represents the technology industry on the
WePROTECT board. Microsoft also supports the Voluntary Principles to Counter Online Child Sexual Exploitation and Abuse and works closely with WePROTECT to promote them.

Microsoft is a founding member of the Technology Coalition, the tech industry’s non-profit association to combat online child sexual exploitation and abuse. As part of this Coalition, we've
supported Project Protect, an industry initiative launched in 2020 that includes a multi-million dollar investment into research and innova o prevent online child sexual exploitation and abuse.

We also support and/or hold leadership and advisory roles with numerous other child safety including ¢ the Family Online Safety Institute, INHOPE, the Internet
Watch Foundation, the Marie Collins Foundation, Power of Zero, and Thorn, to name a few.

Detection and removal of child sexual exploitation and abuse imagery (CSEAI)

We leverage a variety of tools to detect CSEA, including hash-matching technology (e.g., PhotoDNA) and other forms of proactive detection. Microsoft has also made avallable In-product reporting
for products such as OneDrive, Skype, Xbox, and Bing, whereby users can report suspected CSEAI or other violating content.

Micrasoft remaves content that containg apparent CEAL A% & \.S-based company: Micrasoft repocis sl spparent Caial fo.the Nationai Center for Missing and Expldited Chiidren (ICMEC) via the
CyberTipline, as required by U.S. law. During the period of January to June 2020, Microsoft submitted 32,622 reports to NCMEC. We suspend the account(s) associated with the content we have
(eported to NCMEC for CSEAI of (hnld sexual grooming violations.

For our hosted consumer services and products - such as OneDrive, Outlook, Skype and Xbox ~ Microsoft actioned 84,581 pieces of content and 19,922
with CSEAI during this period. Microsoft detected 99.8% of the content that was actioned, while the remainder was reported to Microsoft by users or third parties. Of the sl susrn.-nded for
CSEAI, 0.01% were reinstated upon appeal

For the Bing search engine, Microsoft works to prevent CSEAI from entering the search index by leveraging block lists of sites containing CSEA! identified by credible agencies and through
PhotoDNA scanning. During this reporting period, Microsoft actioned 718,908 pleces of content, with 99,8% detected through PhotoDNA scanning and other proactive measures.

Note - Data In this report represents the period January — June 2020 and is inclusive of Microsoft consumer products and services Including OneDrive, Outlook, Skype. Xbox and Bing. This report does
not include data representing Linkedin or Github which have their own transparency reports.

FAQ

General questions about this report

Expand all |
> What products and secvices are coversd in this ropon?
> What are Microsoft hasted consumer products?
> What does It mesn when we say “content actined?
> What does an account suspension entail?
> What does ‘proactive dataction” mean?
> What automated tools does Micros0ft use t0 detect potential chid sexual exploltatve content and/or teorist and volent extremist content?
> What s incuded n this report v, whet i included n the Contert Removal Request report?
Questions about Child Sexual Exploitation and Abuse Imagery
Expand al |
> Mow can | report content that may include child sexual exploitation and abuse?
> whatis PratoonaT
> What s a CyberTipline report (CyberTip'?
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