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293 e F9 AAE AT Fo)n weld @A A el Jeeo] v

A Bethe 29 AR E)7HE ] 2ol A AATCE-+F - SIEl 3], 2005).
19961 & #|g] H=Z-(John Perry Barlow)d] 53t “Alojm g o]~ A (A
Declaration of the Independence of Cyberspace)”& o] S3-229] t)31 23] Alg o]},
53] 27] Bl YA A B, TRUF EASE F8A s
S A3 A7) A 3L, o] 5 S8l wTkek Al BARRE
& AHfFEite N7 S oldE Ffrskal ATk

ey QIEYlo] Rstel 7FaA o] x7]¢] AlZke WS g Ed FolEG
R AFEE A freolghe QHUY 54 BAFoE xRl AA Y
ABIE Aol 2 - ZEH Q) QS P el ok 53] 2] Aot -8t
Az el A4, ZepolHAIg YR RT3 55 WUFF AMgY] d4H] F
8 7S HalA 718 8 739 AEE 18T FE] EAVE A,
71&9 AR I7IEAE ofo that YA g TS} A HBagdo] WA
5= Zlofrh. 272 74 (Lawrence Lessig)o] A Ht= “AtolH] F7kol M2 Ak
718 FAZREH Q= Zlo] o™ ofH Ff(a certain kind)e] F7I2HEH &
Zrolekal Blok SHri(Lessig, 2006).
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gAY F 2 3|
Qe Aoz AP EYcKGoldsmith & Wu, 2006). o]A1E 7HF SFH3Ql FAHRF9
A JFAANE, Holr HAiske] AME]H Hart Hesithe AMdole FYsta 3l
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AZE AY9IF 0 ARE S0] ek A A HEH ZE &9 9
Bl ABAS BAF o7k Ak ST AT 2004358 FHAANL F
sl 4771 % QY AAe] ARTAAE AR QL 20079 BREAD

W AR Bl oloh SA1 BATAAE AAlsn Tk B ARIAE B8 04
9 A AR 49 QAER BA WAAES 5 5 Uk deoNE oJd
QAEA o] el F A i

. dAIEA S EA

(1) A&

AEY e A eyt FE EAlol thgk shte] sl AN o JAERA T A
= 5838 ol R R4 v A AU T FRSAEY ol =hE ] 3l
= YA ZA 1998 A E 7= DMCA(Digital Millenium Copyright Act) #12+
Hol A A2 £9%F ‘Notice and Takedown’ AEZE $Eibete] £943F Ao|th
‘Notice and Takedown’ A== QUEJUl ol A AZHSNE T3 27} ISP #H&A A}
AS Am3sd(notice), ISP Al AAES AHA| A (take-down) ke TERE 2=
o} ol SEYle] St ot whe} 2+ A el w3 Aol S B
Tokal 712 PAERe 2= 8l B8] FEete A &t T
gl FA7F Bastte A A 24 FFolA ISPR stodg IR 2XE AT
73 AYS WAAA F(safe harbor) FEHS HETHMoore & Clayton, 2008).
Sl = 2003 AR HH R AE =YPEACH, 2007 1€l TEH
L 7ERE AgE JRFAGHA L Al g E AT

48 AREADY Azolo) 2w ARENGS B Fellolt A4
T Y3 5 DAUNE T DS T ANZATANA AL 2
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2% (Communications Decency
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AR A AT ANAAZANA ARE BA - He) FRG 29T 5 9o
H, AH2ABAE 249 BE 34 Y ANEY 24 - 35S ool 9T

| enms | @A ZAE
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‘ AABE 2L B8 - ANAWSH HY  -=> CIUEE HED 5%
v
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At Ag, A RS olw2 A= A
o2 Ut

2007

2008

74 94 |10¢ |11¢|12¢ 29 3¢

44 |59

6 | 7¥

719 | 426 | 597 | 910 |1,161| 531 | 801 | 887 |1,222

1,229|1,363

1,007/3,035

308 | 0 | 66 |209 | 184 | 89 | 72 | 211|349

236 | 284

139 |1,471

428100 |11.1{23.0|158|16.8| 9.0 | 238 |28.6

19.2120.8

13.8 | 48,5

157 | 114 | 144 | 269 | 379 | 164 | 285 | 252 | 398

594 | 283

286 | 405

157 | 114 | 144 | 269 | 379 | 164 | 285 | 252 | 398

594 | 283

280 | 402

100.0

2kA) 2.7 8] (%) 100.0{100.0{100.0{100.0|100.0{100.0{100.0|100.0

100.0/100.0

97.9 1993
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(Z 4-2) Ulo|(Naver)At RAIZX| &

2007 2008
74 |89 | 9¢ |10¥|11€ (129 | 1€ | 2¢ |39 | 4¥ |5¢ | 6€ | 7€
424 (3,711|2,937(3,105|4,744|5,8945,138|8,927|5,758 5,514|5,645(4,961 | 4,637|5,947
AR A4 (3,646(2,890(3,003|4,632(5,382(5,0158,585|5,480|5,145|5,495(4,717|4,574|5,674
AHA|/ 2.7 W] (%) | 98.2 | 98.4 | 96.7 | 97.6 | 91.3 | 97.6 | 96.2 [ 95.2 | 93.3|97.3 | 95.1 | 98.6 | 95.4
AR Q749 | 222 | 241 | 194 | 207 | 507 | 424 | 378 | 708 | 559 | 761 | 659 | 474 | 484
ARG | 222 | 241 | 194 | 207 | 506 | 424 | 374 | 708 | 559 | 761 | 659 | 474 | 484
AHA|/ 2.7 H](%) |100.0{100.0{100.0{100.0{ 99.8 |100.0| 98.9 {100.0|100.0/100.0/100.0{100.0|100.0
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el 5 FANE 2ke) o Beo] B o] o) AwHoz Aol A
Fe QA8 Adzre g okl =osla Yk

e A (governance)d 2041 7] $/E S0} B8}, FAT FollA AlEA 58
g g oz AR 98, IAA, ALSEA] HALA T leiA el vz
mlgct AHE 2 Jidel ek 2 dele obF o] HAA ke g
S ARSI S, YnbR o2 E gy 22 29 Aides FoE 4 otk
(184, 2002). WA HFeJo] ovjze 24, AFJAIAl, 71 WA S3 BEE
& ddste toket S sk 224 Jidolth ol T J9 UlolA +
el Adste 359 A aS flste] 7ELE] Al oFE A=
WHE uigith o, BejRE B9 #EE ZAE VIAE grlske e R

AL o) A% 4e) 24 0 Hao] BAH FE) BANE 3 2a7] 913

lf
1o

¢

]
oJulehs ol wpAHo g PO ARIY JTE FRAHIAE £FHOE A
e ARl A ARAHA FFIG ] Fofshs 529 SR AT

R, A, AIRARE o) A2 EUNS Axshe ofrZ AR-ET

A A ae ofd Amdzd] 7idS JAEYl B4 Ao 2483 Aoz A,
Atoli] FZE oM =7k A, Y ST E e 9 RES B3 2T a2
o] WHES r|gih

A Avd2 7o) X AHEE dole ole F2 Al =HQl o]Folut
FEMH & HEND J5E 53 22 7€ ol =TS Aolle
2000 S0 Eedk 713 EAY S dolA AHY o] AA a2 3G
A FARLE 7] 9 27l B He NdeE FAEAT UN BHALS] AlA
23] 2](WSIS; World Summit on the Information Society) 2Fs} Q1 Yl A2 9] 1 3]
(WGIG; Working Group on Internet Gevernance)= ‘1Yl Amd2r 9] 7dS “A
7, RIZERE B AIRALS] 7ol o] glo] JIEUle] ANt AH-S FAlStehe

=
& 43, Y, A, AR AEA ) 22a9E JEelal e8she Ao R
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Z5A Bofstal UTHWGIG, 2005; = QlEUIZS-4).

2. QIEfUll HiAA

AU ol M AE F4E A =7% A, 7HQ) 1] 4% B Bdste
dutF oz 471z mdo] AAg=E 4= 9ltiBauer, 2005). AA|, AHE x| wE
(spontaneous self-organization)> =712 /Y40l 7Hg B A2 7)1 o]
A F79 Fol AA F3F FAE Ao R 7HFske Aotk =4, A&/TE
A = e (self- and co-regulation) & AFY F-Fo] AH FHAIE WEo] 7FAY ALY F
&9 AAE QAAN ZR7L AU #8E BAS F e TFeEE BATE
Aolt}. o] B¢ =7t /YFrES AEA A RDH T AT AAF AR
drte e o] Gk HAA A= (hierarchical regulation) wkx| $RA]
o} o] 39E FoiAte] AHAR] A5 AYS MAlste Ao, AR fA=
A2 AR AE WA Hol s7PiY o] AR 4 En npA e R
AR ARNY = (governmental regulation)> =7} A LD} 7o) Ao 24 A9
TAZE AAH o g oA = Ao w, WP FJY, HAAEAH, ZefolwA, A
A A 5 dEA AAge] Bav

o] Bag Aol BT woltt

(E 4-3) QIEul H{HAA HEI(eh

TE | ARE ANRY | AREEFARY | 9AATARD | ARAgtA R
i@ ¥ e 47 E e e
EEFE 3l AEIFETA =A% 74 571 A9
ERERBE R wael
AP AH,
e ola)aA A, BE b ‘Jfg}omﬁ;}m"
Fa | F7el ol Al | elaBAne] ol |95 Feldel| D
54 | 3343 NG | 2A /5 An, | Ad 25909 S
Rnoe=z 714 TAIEE | tg _\—,J/\%—‘;:],yﬂa]_ =R]
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(F 4-4) HE3 PIs RY 2R

AZE e As | A2E B8 s AuA )5
a7, AR olelz | Aolwma, ABUA, | _
WE | R Alub, | el - oz - | BRI
WASRFY 5 | i, aasiags | BRSO FE
. NAHH S
DA A5} 33-?4(7-]]/\]:’1]— L:_HH voo ‘\:x o,
u%qz olol Ao oro = |7 ! s ) H =
EERIEEERER S L A SERREEL

©]/32/(2004)2 “Atolw} W FEO = F 1157 FHE At
7, vpolg 2 F¥, 2AW Y F3F, QEYl A7), ofolt/FHITEHS
i

i, Aol 43)E, Aol 2E7, S9IRR -, Ao]ul &AM, SeAtolE

(ARSI IDNN Bhe) & JREAG WA NE HREAYS
Eo) B3, 2, 8% 34 52 ol8dld] Bl Hel A el 3
92 Afolu PelAal = Ao}, Afolmmal sl Alolul 8, Alolu 451, A}
oJHAEA S 4714 A HEE AlolwA Hale] TAH g HASL A
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2474 Aol FHANLAED XM= Aol HHEZE A AolwH 2 = 9}
J 2= AbolHEH ¥
HEl sgste, A7), s, EHEAL AR e, BlfeiAtelE, Aol
HAEY] 58 dvitolHRFE BRsla stk

N TEIUl AL (WGIG)= ABUl Avd 2ot e 2 3344 49
oltE A /HAE ERFstL ok A= A el dzetel 2] #
gl Bk Aoz Tl o]F, Sl Z2EF, FEMMY, 7IERFT Fo| Itk =
A= AEUS AFH o] &3} #H3 20T A, YIEHA Kl Atoly B
ol azlelth AAe el #EE] AN Bk e JFES /A
A= ol E A, FA wIEA Fol Ak vRATeE EYl Awds
o] AXFH wAGNT AEE Aog /eyl UEYA JF 43 74
0] 1A °]t} Bauer(2005)= WGIGOIA] AIAEE o] ES 21709 AlF olrZ A
glsto] 7} olpdE Avds Rdae] WAE vt Zo] At
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(F 4-5) QlEHl A

ol AR AT AAE (AR

AA B | AR | FARD | AR
e =8H, dolF o + ~ ~ —
Z};E u WET 453 + + ~ —
A 2d At + + — —
=9l Wl tHE) o3t + + + N
T d=e} i A& + + + —
TERE + + + —
AAIAY + + + +
py—— UES]A, HRA2E Bt — + + —
FA=E A A= — =+ + +
= v, 1P F2 ~ + + +

1) http://www.nuricops.org
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ol AnA [ersE] A4 [4533
AH 2R | A | FA R | A 2
FEMN 4 — |+ + T
o Apol =] - - n n
FARY skl — | -+~
VolP - - + +
AR, W3}, A — — — +
REERD) - - S -
LA WE, TejoluA] — - - n
HHA Auj~ — — ~ +
oa S — — ~ +
5 A%
T_?;JES ks + ~ — +
=7} 44 8 A — | =1 =71 +
el o o+ 7Fss A9, - PN Adpdoln] e~ deAA] e

A& Bauer(2005) A4

. fevete] A

g JIEYl #3190 553 54 $9 sl o]|8uk XI-o|BaL o= 449 A
o|Eo] A the] o] 8tk FEIL JFH Uvke AbdoltHE A, 2008).
=9 QIEYl YL o] 821e] AH ] et F&g, FR| o]§, A4 T&F/L e,
ZIFdA el 0] o] FolAE Z() 22AM FA Aol Fre) ikt Sk
B Egetal ok x22 ofu] gk QB Aol B wE e TS ¢
of, A9 RE AHIFo] XPL 7o FPHu Qlrk w3 ¥HS RS
o}Fa1(search), A3}l (storage), SIAISFIL(link), ¥l 3E3}=(distribution) FH o=
&3] e o] FEA AC|ETH ] 48R gFetAl H Ukl 2008). -
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et QYA ke tEse) olge BASS TR volH, the St
e Y FF LA Y LolH, A FAY SHHI BEE G4 of

9 29 Ao|Ed] FHH FolA H3rh
wepd] B AToAE AT Seue TRAA NESD E ARRE o]k we,
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1. Hojl g

7y R

Uz o 2 wol'd Algho] ALS AN TR E THA] 52 AR Q1A Z] THA|
o thgk AbS] Uuke] H7FE oW gheh(o] A%, 1996). AFE-E AKSle] he e
EFH JAAZ G T 7RO A 22 e wol] ARSjell A A A g A

& Gt BA) v = glou R, o] 7HXE e iks woll= ALY A
SR Agstal wHs U rFsAE A He etk

Hell o] W&o FAe B4 WA e, &4 e, 283 HeAge Al 7HA
2 Urol AEH T vk W3 W (innere Ehre)@ Algho] 713 e 9149 W)
52 712 2 AAE w3t ole 5 7HEXAAIS 7ER o] Algho] SAYd] &)
o 7HAA Ha A3 AT 5 fle AdF7EX otk €14 Hdl(auBere Ehre)gh Al
o] A A 7px|9} 19 YA LS A 9o tigh ALS] A HrhE wett) W7y
(Ehrgefiihl)o] & 2}71¢] Q1A 7hA] o] tigk 247] AF,] 9] 3291 H7F WA= 24
S ou)git) o]FelA o glEH oM Bastaat she el 93 Wdge
ol o]2(5im)el fih.

l

o

Y

2 A7 ofstol A Wdol #EF F o] F4d.8.7(Tatbestand)= 7783k 9l

ot W gERe] 712EY ARTERANE FAs] AMES AASANALY) &
sl 51919 AMdE AAte] Abe] Wl E g B(A2d) e A S
I slom, A30sxoM = FA3] 9] AHS AHAIs ARRK(SLE) S Wl E F
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&8 799 AW FAL T Ak o7 Bake Al FAY ALE T
SHEIThs Aol B4, Belo) aolth, A0z E ZBEo o7 Holslé

FHE rgstaL et A B 5Hog A, A, e gyL Ve 24
=l ofste] 23072 A1} HE W A I AES s Uk

3H ol FlEF ol deto] FH A0z A3072E AL BH7F DA A
AEA LZA 39 o|<fol Ak o= AWHA| ofgith ekl st 543
HAZAHE A8 F2 ATk A1 Helle BaEojof shARt o] Wz 7
ol ek S A4% vld7kA AT o= Aol BAst = d& ARs

FouEHA & 7hsAdol i ARA R RIFFoo] HHS AT 4 V] v

_

o

T 5909 APIS NSl Eele] WelS 4 F A0 dhsh M) A 3

o thair= FRFAGH] ¢4 2

= =
HE Z®

A7 (PN A1E) DA APLS A Ao WelE (6T e
24 olsfe] oot Fa w5000 olate] Mol Hrh<A

- 1995.12.29>
| @zas 9919l Aag Ak e BS e A 5 o))
o] 49, 109 o|sle] A4AHA EE 11T o]ste] Mol Ageh)

7 1995.12.29>
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Ashod ApAe] Hel

A3082 (AFAF] Wl Fl<E) T3] 519 AMdE A
E 500kl ofste] Mgl A

ol

&g A= 29 olste] Aol gL e
3o} <7i A 1995.12.29>

309z (EH=T gt e d&) O RS HgE 5202 A1E, 4
EE g 7|e 2B oste] ARTEAITY HE W A= 3
ojale] Ao} Fi TE 7007+ olste] W] 3ch<riA
1995.12.29>
@A1Ee] o R ABoTEARES 2HE W A= 7d olste A9,
104 o]ate] AAAA e 135007 o)ate] Wl A<
1995.12.29>

3102 (1439 174) A3072A13He] F97E 2T A EA 22
339 ololo Ak wjole AW3tA| o gt

ABLLE (2E) T4 l AbES 283 2= 19 oate] Aot gl Ee
2009+ o]&fe] Mo A gtth</iA 1995.12.29>

A312% (24sh afate] Al D308} AILLZS] HE 147} §lo]
of 345 A7IE F AUrk<siA 1995.12.29>
@A30729} A|309x9] = daf2te] BAI oJate] whste] FAE A
718 & gloh</lA 1995.12.29>

A0z (FF) OAFES v 5208 HYRFADS Foto] 393 A
S AAsl] BRI B E s A 39 o]k AYot g &
= 247 o]5}e] W A3t
QAFFE vHker Bzo g AHEATW

BEREAWH | HAs BRI W& A& Z}~
A H= 53R olste] Mg ﬂ@u}.
@A B A28 A= Hsate] WA Aol whste] FAE A|7E
T itk

[A61Z A ©]%F <2007.12.21>]

hu

F_Lu m[o
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of
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o
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ol

L AbolH Hef g 57

Aedlolgte wiA o] 54 wiol] AlolH FztellA o] W&ol lojMe 58
o] A}-(freedom of speech)9te] F= EA7F o HdshA =8UA "ok £d89 &
Freke] Aol SlolA, 719 Wl dlE el AtolH AeME adE A8E
AEA Aol A5 oA tigo] At FH A& FAkE YA E <
ElYl F3tel tigk WEtAle 382 & glow, Edo] 7HAE aad st i
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o2 Qs 71 iAok 2] A4l g FEste B9l tig whato] A
7Fesiths wiA 5A4S 1ejsior 3t S ST A, 2006). HHE Alolw| ¥

Tt A o] e dleS FAAAL Hwd W) 1 87} £7hAolar F9lEH] W&
o ®ell#lE A9 Aol o A1 wEkA 719 RErt A E A& ook

(F4-7) YoHIEEYTET SEAHIL TS S

o g EELEs
v Boldle@s) | A% ~E7) 71et

2001 1,054 278(33) 204 22 550

2002 3,616 1,248(115) 224 53 2,001

2003 4,217 1,916(894) 557 95 1,649

2004 3,913 2,285(979) 322 81 1,225

2005 8,406 5,735(1,802) 889 193 1,589

2006 7,050 4,751(1,641) 968 184 1,147

2007 5,599 3,780(1,257) 392 186 1,241

A 33,855 19,993(6,721) 3,556 814 9,492

Ag: (T)AREAE299 3]
A EAE
vlFe] 79 Heldlen AT We vFo] YFoeR SYsHARE BE

H(common law)’de] AF oz oty & 4 e, vl5S IS HIES
Hol S vlwsiA P dl<a gesh Yol thad =3 o] 54o|t. o] vl=

o] A A|1Z(First Amendment)o| A A& 2] A}-f(freedom of speech)E 53] 7
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nade] Hejdidle 224 QAT EAH(libel)F T2A A=
‘Z3(slander)’ o] Ut} EAHIEL AlEolY A 58 X3 HEH nitiofd] F
on, 4L gres) AyuAe 3 FAdS 23 g
Zt7] M 471A19] 2310] FFE oo} st=H|, AR €
she zlgo] glofok 3k, =4, o] zl&o] AAle]ojof 3H, AR
= JNAA HE Y3l =7t lofof gt} vpAZtoE o]
A&l AL & 5 AU 55 & A= dg= ook sthpublished). =g+ %4
o] FMAN)Y ZAF-ele “AAA sli(Actual Malice)'7F $lofof ok 12t
Hol| g FEd YRl Jhve FEEook sk, i A HoE
A7 B de. RET” 59 18] AYE A= A3 wet g
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At 196413 AR A(U.S. Supreme Court)2] New York Times v. Sullivan #H2-&
A& Aot HellFlEY #AS B3] st Holl 2 9% 7IATE Sullivan
detulel(Alabama)F 3-am|2)(Montgomery) Al 9] FEME #dhe FF-Hole
), FA wEEd 2 TadE AEAME vidss Bals Algen, o] Fatd=
Zaung] AZA7E G B35S 3ZF 1 viel FE Z(Martin Luther King, Jr.)
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mjao A 9] Wi Ao R A8 He Flo] oyl 7 F(state)7} o] & #
Aslal A= o] EAolzt sHTE “Violence Against Women and Department of
Justice Reauthorization Act’7} o2 A& = 7] A7kA] vj=r HYe] #A L Fojrg

sl T gk Aol PRk ¥ 4 9k,

A 2006 Z W= 93 JHUS B3 HOE IF 3] =(annoying) HAIA
E AAAY oL S Bl AS EHOE s WS EHAH T, A FA
5ol o] Hete] Mystoza WA 8-S YA HAUTE S WL 2E
E270 BRRIS HIete S5 AAsttets 4o g s Hd FARES v
AR o] & o= a1 HW HAY I} He Aot o] 232 A dF

sk “Violence Against Women and Department of Justice Reauthorization Act’e] YF-2

AYHJED, olF 012 A% WIF WA Arh 249 YIS WL SE Yuk
et o] Wte] BAhe e wAS ob/IShIE Hed, 7l anoying'o) WIS
7 oA oSl BAROE AMH T ek 3 olF WHhE AYES

oWl ARt A= “annoying’ 3t WIAIA7E T Abgell A= ‘annoying’stA] &
1om, o] Mt FHAY A1z A9 Aot e Htolde F4S
AL ek 2 o] g vt 1 2] ARl A= o] et FHE AU
A Sl d 2o e e 984S AL )tk o5 o] Weke ©A aEet &
Ago] oW 7129 8% (harassment)7} QAEHlT} ol dol] HEH A Wolgh=
AslE i ek

o9} A A AL S|(FEC; Federal Election Commission)= X2 270 7
g EE2AS0] AN FA A HAE st=d el 7AE 7HE AS st
Atk 2yt oleldt aele AAIE HIRste Ao gk BR] A= HA

o]

4 K
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(1) Cubby v. CompuServe (1990)

WA 199013 9] Cubby v. CompuServe 2L Q1YL Aol Hd|3l<o] w3 %29
wolgtar & 4 9t} o] FA A HAL CompuServes UEHloA ] HRE A
gate A2Al(distributer)ol] 43822 CompuServeE £33+ Hd|3&0 A7} G55
A& CompuServe7}t FAA Favt ¢ty HA3M9Th = CompuServes S1E]H
AN frE&H= AR w3 AHpublisher) 7} oh 7] Bl HeFlE FolA izt
g 71 fitke Aolth o9 e #ALS A 19961 FAIE-$]H(Communication
Decency Act)®] 230%] 9Jaf thA] SRIH7I%E ot o] A& JAHUlelA 3]
&0l idete 22 &9 Al tig REolgp|Eos olF dgdte AR A

W2 ABA 290 AR Aol @ Aolth Thee) AL el 2ke) B3

¢

rr

—_

(3) The Ampex case
Melvin v. Doe #HE¥= JHdl2 A 2001 Az]EUo} F HYdE, 3]

h
b
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&S S 2ol 2= E HAAR e YA=AE
AmpexAh= 3 9] QIEIYl o] 8417} Ampexst AR B S F&sitia F

Bago, WAL ol i FAZ $EHTHe o f2 A1) A

(4) The Sue Scheff case
A 2006 S22 HYe AHUS Fall 9l Sue ScheffS “AM7|Er S
Bk Fo]z|ofute] Carey Bockoll Al 1,130%F E2lof BAdHS AT A
o} o] TAL A Al A ] W gl sl o] 7MY E A
2k 70|, dFolM e o] o] stog AT AEUld A B3
253 Bste] 7k Fo HeEo] Fud At @ Aog oS3 Aok o]
A E ZZgthe] AL Q& Sue Scheff7} Fo] A ofLte] Carey Bocko]2te o

=
H=Hl, Carey Bock> 1149 F o}5& 7|&8taE AR &17]

it

B
o
oH.,
o,
;%

r=

o

A

o
iy
sk

rr

i)

3]l ‘Parents Universal Resource Experts’eh= 7148 AHIAE %93k Sue Scheffoll
A ALES JFsd oy, do] WP HA Sue Scheffll Al EXHS 7171 Carey

Bock-S- Fornits.como]gh= IAe]E o) Sue ScheffE Hldals 28 23

I

ZHEURE Qlsf 2 7€ < Js HIsiv

A3, AU MBAF B 7 WEAL HIEE AeE 5 v Ae dale

gty 1P s BFala Sue Scheffe 117} o] A%< 73l
7

=
AL ABUE Bl the AgolA FHA 2 He she Aol
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(5) Stuart Pivar v. Seed Media (2007)

Stuart Pivar v. Seed Media 22 =3k 1| Jlol| X 9] B3] taf) & FHY B
FaE AFslEe #HEZ olad 4= 3tk o= Seed MediaZ} JIEYl HE7121 PZ
Myersoll Al Stuart Pivar BFAFe] <1 “Life Code: The Theory of Biological Self
Organization”o]gl= <] H|H S 9] F]F=d|, MyersE £Z 1 ScienceBlogs.comel A
PivarE “H ¥ 2Q] v AP o2 AL, Pivare ol tisl] e dlE &5S Al

.
718 Aotk 74 F WA Myers7h A17HeE 2491 T3 o) o] A giuie) 7}

Z, % 10 BRE o] oA 5008 gl gk AT AT EASs U
I wAsha A, 5005 2o A EA3 W Fls, ARk AN F del, B &
Aol disll Mk @S BT As A8l

o gl EHE A vel A9 B HaFEdl g A= A

FE7b oA Sle Ao] FAlZta & Aot &8 dolA AwE Violence

ol

Against Women and Department of Justice Reauthorization Act= JEHS 53t ¢

d -
of Ho#lis EHOE FASAA, o] Hete] FAMHoE dnivtEe] &Y
Aeka & Aeolt}, o] “annoying”oll 3+ Hol7} HEkalA] ¢

tlo

" AR o} w]

2w ojeh AR ve] GAlsh Pl e SHBY A1 FFH 2
WS Qo 5 Q) MRl ol Ha W P g AWHA el

American Civil Liberties Uniono] o] {<tel tigh gt Wit oAts Fr g Ao
Me 2 Stk b ol MO YRstETaL stugte o] A &
A U717F & ARtelzta & 4 Slk 28tk A JIE oA o3&

71&] Wl FEE ks AU Ago A&ste R A7t
F2 o)2 Ao Hth a1ty sEls &) Sue Scheffe] TAA B A
H, 2 7Y HASS &5 AU B & tisl] FAE B AT
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2. Z2lO[B{A| El5H

7} N
AE B R R 53 #AE3 == BAF ZElo] WA (Privacy) HolE= 7Y

< 4% ]E}(Solove 2008). Tl ZEtolHAIS} BEE vkt AW AR
‘AYEe] WD A 23] W8 diaiME B33 A Ee] EAFTHH DA,
1996).

URkAo 2 vt A BAgE ] e AMIEY] BiE g 2] A W&
S F= AMEY HE e BIHRE, AMIEY] AR E71RA, 2Ea B EARS] Y
Cefjol wet 53 A7 B A He] ok g Solove(2008)= Zetol A7}
X238 4 Qe eSS A ARG (information collection), 73X 3] 2](information
processing), “d X %1l (information dissemination), A X.o|¢] %% (invasion)2] 47}A] 2

FESAPA ERs ek

@G Zepol A Halol il o WESIA AY 2L FHSHT
Stk A P AIUEE BF 7IE MILIN AL AR, BA, 23} EE A
A% 5 EEATSE J1%H S o185l 1 8-S Tobd A A
she HRAsAE TS Atk AREAPY A9RE FTEA FHEAYo)
SJstel e - Heh TE ASHE B PR ALAG B DL 3
3 - £8 mE FUstelNE ohlfithe sol MUREFRE T o, ¥



Abae] Azolu Aatde oles fste] 4 AR sk A9l i A e

(Z 4-8) 222l dof =Z2jo|HA| Al 23 HEZE
¥ A
A316z (I As)) D& 71er vIBAA Ale] A4, #M e =3
2 A%@ A 39 ojske] Aot Fa i 5007He olske] W]
. 31ch<7) A 1995.12.29>
[S}

%3 718} v A S Abge] A A, 74, &3 e AR ES
A 715-S 7S TS o]&dte] 1 W8S dohd A% A1 3
3} 2th<AAd 1995.12.29>

A9z (MY 59 E3F) FrEA FERFAY st AR
AFE = BRI ARE F&sAY RIS vE S el &8 %
st A= ol HTh

A49z2)2 (&ole ol g3t MRJAAFRY FHFA 5) OFT+EA A
HEALS 53t &ole 9= O A BRE F A, AT
SIEE Rt e ofHrh

DARE /ﬂﬁ]/\zﬂ"‘x}l: xﬂl‘d]-,] TS ks AP S WS ufjo)
B 3 EEA9938 e BRadEdd Ausieiol dh <7iA
2008.2.29>

QHUIEEANYI] e H3ATHL A28t [FA WE AT E WA
U AlLge) 8L ke AME S 9A B ASole o 2 59 He
3t ZX)E Hslook ek <A 2008.2.29>

1. 99k Abado)] At R 3 K}
2. A D3lol tit B AR
3. AEFAARI A ZAL g H&EAHR] A 5 A
A& gt 1F=EA
[EZ414 2005.12.30]
A1z (82]) o 72 39 o= st sgshe A= 59 olste] A
e 5T olske] WEd A3ch</lA  2002.12.18, 2007.1.26,

2007.12.21>
6. Ao AL Aol piele] A AL Hele v
e wd wE TS A

[A62Z A % <2oo7 12 21>]
A12z% (Ha*%) @1‘4~ 7t 59 o= hte| gl A= 39 olste] A
9 T 3T o]k "o A3t <714 2005.12.30, 2007.12.21>
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3. A9z o2AI1Ee] 8-S fAukste] BRI AIARE F33 #
@A1FAN 5 v Adgith <AlA 2004.1.29>

[A63F0 A ©]%F <2007.12.21>]

A3z (d %) q& z¥ EA °1L shute] aigete A= 2id olste] A
TE 13Uk osle] W] A3k </ 2004.1.29. 2004.12.30,
2005.12.30, 2007.1.26, 2007 12 21, 2008.2.29>
6. A9z 2413 78S Sinlste] AAFRY A& FUg

[AE717 2002.12.18]

[Ale4zol A ©]F <2007.12.21>]

N

}

A3z (B4 2 dgude 1) DA o] B FAkads TE
AR ] Aol <f3tA] OM"o‘b_” SHEY HEA7BA 7
Ee BARMEERIZAE Y AFS AU /A of gt EPJ{PO
35 = Ev AFA Btk ol o 459 A9ole Bel |
o] Asl= wlo] <dth <7l 20001229, 2001.12.29, 2004.1.2
2005.3.31 2007.12.21>
1. 3RS HEZ A SHY A28 A322% A352 A36ET] F3

ol 40}04 E*ﬂp}%i %ﬂ%xﬂ%ﬂ £ Adrka 4*‘54% AXSAE

© 19} AR SHES X35 S Fske A 300A ag

& 4 gAY T4° Ol FHE AR SHES Y % oAl st

7%, Bl FaAYe] FEtE SHERA 30 FHE AR

st RSk wo] 1 FAAHYS ¢

7120 & SR EFSHES A= B¢
2 HEo| th3h HAL : BAY A|256%A1257% 5 el 9

21x 9] €] %{ o ok FIHAEA}

= B9F A}%ﬂ gt B2 AR AL, FARY
A131%, TFo] oY & FEALe Hgo A HE, A1z x1143
Adaz D FYFH A2 A6 TFHN I3 7 e
A3l Akl dist 54l #e

4. AN E e o] tigh F4l 0 TR} S|4 9 gkl B HE
A\4gaz 4 ﬂ%ﬂ o oJste] BAMTE WL Ao Al HUY S BAIS
AR Qlo] FHdRs A

5 ENAASE fﬂ ATpEA] - My Al49x WA Al51Z2e] A
ofst E2AAGT AFAAFAE S A 9] B¢

@9HEY AE T A8 H(0]8) “BAlAstz=A"E} )

WA AL e 37RIFAEAS fl5te REHQ £ o] grofof

st 7R1e] FAalulgel gk Haj7t HAge] X =5 =gste{of g

t}. <214 2001.12.29>
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7 v I FE FEL FUSE JE - ASTIE AR - dEMl o]& A
B o8 4H 5 AQYEY FoaE HAM 75, FAP IR o3 flg R
TE 5ol Atk Rt FEo A% F I oz AJAGEY A3A AlE B 4]
=3 T4, 99 F49 Fad AE 3 2
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o
%9,
i
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R RO OlF Yl Al ESL 39 719 A] vl 2AE o] &ekue B3 701
B HEAR HeF BA, Rl A 2
A FAAA 5 A AEE]
A Y AASe 2 HFL Yo
i W8S F2 AQAR, Puo) B8, A8 RUHY T3 #AF PRoz @
gsfel wlamal ugith WA S EAL £ QAL vjoluist vk, e
9] A AL E F P Ee AAARES 7L U A S Bl B
3, theo @ F9] thEAQ A4 UEYA A|ESQ Mo]YE2), nlo]2H o]
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2) http://www.cyworld.com
3) http://www.myspace.com

4) http:/www.facebook.com
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a3 LA} df
Pillai's Trace 376.000
Wilks' Lambda 376.000
Hotelling's Trace 376.000
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Hotelling's Trace 1124.000
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T &5 I ;
Hotelling's Trace .042 1.777 9.000 1139.000 .068
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ohe EE 7 8% ¥ 8 A FEE Aol dEoR mud etk

csme) | BEIT | BEID | WA | EE | fo | S0 AATD
e ) Q) (b)) | & | FF | et | e
1ol HA3 718 | -0.4995* | 0.1862 | 0.0076 | -0.8656 | -0.1334
7
b Hl& b2 N -
E50)4 7 j}»ﬂ 0.4294 | 0.2672 | 0.1089 | -0.9548 | 0.0960
AL

[¢]
3/ 2% |-0.7088* | 0.3123 | 0.0238 | -1.3230 | -0.0947
7HQ1 E3o]A] | 0.4995* | 0.1862 | 0.0076 | 0.1334 | 0.8656

g 7 | 00701 | 0.2980 | 0.8142 | -0.5158 | 0.6559

xﬂg}—ﬂx;] %711_ ¥¥ | -0.2093 | 0.3390 | 0.5373 | -0.8759 | 0.4572

)&t 774 W91 E|o)A] | 04294 | 0.2672 | 0.1089 | -0.0960 | 0.9548

A 7| HAE 74 | -0.0701 | 0.2980 | 0.8142 | -0.6559 | 0.5158

370 9 | -0.2794 | 0.3895 | 0.4736 | -1.0452 | 0.4863

7§91 #Ho]x] | 0.7088* | 0.3123 | 0.0238 | 0.0947 | 1.3230

T 4 | #4443 7h9 | 02093 | 0.3390 | 0.5373 | -0.4572 | 0.8759

AE 718 | 0.2794 | 0.3895 | 0.4736 | -0.4863 | 1.0452

1 * p<0.05
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Filtering by state
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Evidence of filtering

Suspected filtering

No evidence of filtering

Azerbaijan
Bahrain
China
Ethiopia
India

Iran

Jordan

Libya
Morocco
Myanmar
Oman
Pakistan
Saudi Arabia
Singapore
South Korea
Sudan
Syria
Tajikistan
Thailand
Tunisia

United Arab Emirates

Uzbekistan
Vietnam
Yemen

Belarus
Kazakhstan

Afghanistan
Algeria
Egypt

Irag

Israel
Kyrgyzstan
Malaysia
Maoldova
Nepal
Russia*
Ukraine
Venezuela
West Bank/Gaza
Zimbabwe

*Testing in Russia was limited to a selection of ISPs in Moscow; these preliminary results may not extend

beyond this sample.
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(O gex—2) ZE cjd 9o

a =

Categories subject to Internet filtering

Free expression and media freedom

Political transformation and opposition parties
Pclitical reform, legal reform, and governance
Militants, extremists, and separatists

Human rights

Foreign relations and military

Minority rights and ethnic content

Women's rights

Environmental issues

Economic development

Sensitive or controversial history, arts, and literature
Hate speech

Sex education and family planning

Public health

Gay/lesbian content

Pornography

Provocative attire

Dating

Gambling

Gaming

Alcohol and drugs

Minority faiths

Religious conversion, commentary, and criticism
Anonymizers and circumvention

Hacking

Blogging domains and blogging services
Web hosting sites and portals

Voice over Internet Protocol (VOIP)

Free e-mail

Search engines

Translation

Multimedia sharing

P2p

Groups and social networking

Commercial sites
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o 44 o7 4EE BAE AY 4% ATk

o), F, ALy Tioletulole] A5 FAS) WS} $70] BF $A Uehgow
#, Qe B F7ke] BAZE 4R AF FAEDE S 5 Aok BT B )

A WA HAE @A 54 FAd h3) v B Awe AYL 1 ALS
B odon ojs FE dEA EHHL e IE APo]EEo]h
(08 HH—-3) Zofd ZEE el &
*IR
.8
+CN
6 +KR
=
[ +5Y
° 4 eVN < AE
.ET *pK +TN
.
vz, MM
9 oTH ¢ 0™
*YE
BH + 5D
L\f3
0 T T T T T
5 10 15 20 25
Breadth
Figure 1.1

Comparing the breadth and depth of filtering. AE—United Arab Emirates; BH—Bahrain; CN—China;
ET—Ethiopia; IR—Iran; JO—Jordan; KR—South Korea, LY-—Llbya; MM-—Burma/Myanmar; OM
Oman; PK—Pakistan; SA—Saudi Arabia; SD—Sudan; SY—Syria; TH—Thailand; TH—Tunisia; UZ
Uzbekistan; VN—Vietnam; YE—Yemen. A number of countries that filter a small number of sites are
omitted from this diagram, including Azerbaijan, Belarus, India, Jordan, Kazakhstan, Morocco, Singapore,
and Tajikistan.
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*
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Political filtering

-
|

eLy YE  AE
«BH sp ** *om
0 —*KR +TH
T T T T
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Social filtering

Figure 1.2

Political and saocial filtering. AE—United Arab Emirates; BH—Bahrain; CN—China; ET—Ethiopia; IR
Iran; JO—Jordan; KR—South Korea; LY—Libya; MM-—Buma/Myanmar; OM-—0Oman; PK—Pakistan;
SA-—Saudi Arabia; SD—Sudan; SY-—Syria; TH—Thailand; TH—Tunisia; UZ—Uzbekistan; VN-—Vietnam;
YE—Yemen. A number of countries that filter a small number of sites are omitted from this diagram,
including Azerbaijan, Belarus, India, Jordan, Kazakhstan, Morocco, Singapore, and Tajikistan.
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AEUS EAlSHE WhdlE dg 717} glen, & b el AE Tk ol
o hal cakat o) Sl ALET Aoz EYd AYskE &

2 ISP @AM Jidste BH I JAEU W2 (backbone) ol A= ©AIZ}

A 3

71 7rast ZE e e IPE AP blocking) DNS A|HE Z2ZHDNS
. e} & AlEdhs 7L Uil IP 22704 A3
A = o 533 PHOE Yopre Zlo] AukAQl Aol ONIS| ZALE 7o
naW F59 A9 Aok 3007 o] IP FAE APl Qe A0E JEhk
T DNS A{H & Alo] E€] &<l o] §3} IP FAE AZAATFE 9T st 219
l, DNS 229 - o] 827} g AHE o] §3te s HFHE 24FoZHN &
A 37t 7Fssivke AR o] Sith

(08 ¥

o2

—5) ZE2! 2P blockingZt DNS tampering)
IP BLOCKING DNS TAMPERING

EES : = IEHET WEB BROWSER ISP INTERNET

v | [ OHsServer | [ DS Server | \ — 2|
| 1 | { | | User | DN Server DNS Server
1 1 » -2 1 { sasasale
P— ' [~3 :
\ - I
1.4 ; : | \
! L
or

Wbsene| T
e E r

1. Ut requarith wive gximnple g page henl 1, Lier recpaests wim exarmishe o page beml

2. 05 lookup for www eampie.ng 2. DS neiuoni mow gl oo does net et
3. Lookep response: wwweample.crg bs 15002166

&, wwweexample ceg s 19201166

5. Get Web page: vl oy pagehim a2 19202166

6. Rowster deops all packets 0o 1920 168

7. Browser concudes that wiew examgple ong s naccessibie
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LA (proxy) Aek R 5 AHY FAE ZEA] AH G ApdeA
A B3 Al 54 719EE

Itk ONIS] ZAF A3t o] 73] 7IHER o] AdH = w7k {IIA
1 Z3, old, o] A% THQl o]Eoluy URL A9 719ER &S Adsial

(O #HE-6) ZEHZ ZH(Proxy blocking)
NORMAL WEB BROWSING withpry ~ PROXY BLOCKING

WEE BROWSER INTERNET WEB BROWSER 5P INTERNET
[ Proxy Server | ( DNS Server | [ e | [ PromyServer | ( NS Server |
-2
L S 1 1 — ] L
¢ Web Sarver | [ Web Server |
-
1. Ut recuests wvw saamghe o page i
L, Ui ety worw meaeobe oy pasge bewd -
2. DS Rsclkup for wwm enamplesvg L bhoch e
1 Lockup seponue: werwenampieong i 1920 2168
L, Goet Wi page: wvevm mampe.oegpage himi at 19002166
bl

7P JEYl FA 7S Blashd o3t 2.
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Blocking technigues

DNS
IP blocking tampering Blockpage Keyword

Azerbaijan X X

Bahrain X X

China X X
Ethiopia
India X X

Iran X X
Jordan X

Libya X

Myanmar X

Oman

Pakistan X X
Saudi Arabia

Singapore

South Korea X X
Sudan

Syria

Thailand

Tunisia

United Arab Emirates

Uzbekistan*

Vietnam X

>
XK XK XK K KX XK X X =

=

Yemen X

Blocking behavior included in this table may include international gateway level filtering, and filtering tech-
nigues used by different ISPs.

*In Uzbekistan, the blockpage does not clearly indicate that filtering is occurring but rather redirects users
to a third-party Web site.
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Comparing filtering regimes
Transparency
Concealed and
Locus Consistency filtering accountability

Azerbaijan D Low Medium
Bahrain C High Yes Low
China CandD Medium Yes Low
Ethiopia C High Yes Low
India D Medium High
Iran D Medium Medium
Jordan D High Low
Libya C High Yes Low
Morocco C High Yes Low
Myanmar D Low Medium
Oman C High High
Pakistan CandD Medium Yes High
Saudi Arabia C High High
Singapore D High High
South Korea D High High
Sudan C High High
Syria D High Medium
Tajkistan D Low Medium
Thailand D Medium Medium
Tunisia C High Yes Low
United Arab Emirates D Low Medium
Uzbekistan CandD High Yes Low
Vietnam D Low Yes Low
Yemen D High Medium

The Locus of filtering indicates where Internet traffic is blocked. € indicates that traffic is blocked from a
central location, normally the Internet backbone, and affects the entire state equally. D indicates that
blocking is decentralized, typically implemented by ISPs. (Note that this study does not include filtering
at the institutional level, for example, cybercafés, universities, or businesses.)
Consistency measures the variation in fittering within a country across different 1SPs where applicable.

Concealed filtering reflects either efforts to conceal the fact that filtering is occurring or the failure to
clearly indicate filtering when it occurs.
Transparency and accountability corresponds to the overall level of openness in regard to the practice
of filtering. It also considers the presence of concealed fitering, the type of notice given to users regarding
blocking, provisions to appeal or report instances of inappropriate blocking, and public acknowledgement

of filtering policies.
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Summary of filtering

Conflict and Internet

Political Social security tools
Azerbaijan °
Bahrain [ 1] . °
Belarus o] o]
China ese [ 1) [TY] [ 1]
Ethiopia [ 1] ° L] °
India L] °
Iran ese (1 [ ) oo
Jordan °
Kazakhstan o]
Libya [ 1)
Morocco . °
Myanmar ooe [ 1) [ 1) o0
Oman o0 (1]
Pakistan . [ 1) [TY] °
Saudi Arabia [ 1] oo [ o0
Singapore °
South Korea . (YY)
Sudan o0 (1]
Syria [T1} ° [ o0
Tajkistan °
Thailand ° [ 1) °
Tunisia ooe oo [ o0
United Arab Emirates ° (113 ° [ 1]
Uzbekistan [ 1] [ 3
Vietnam ooe . (1]
Yemen ° (11} . [ 1]

eee Pervasive fitering; ee Substantial filtering; e Selective filtering; © Suspected filtering; — No evidence
of fitering.
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