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Q1. What ICT Dbusiness and
consumer trends we should
observe in Korean market?

Al. As of March 2016, Korea's

smartphone and high-speed
internet penetration rates were 91%
and 94% respectively, which were
the highest in the world. The
average speed of
29Mbps

(global average is 6.3Mbps),

access
high-speed internet is
and
Korea has continuously maintained

the fastest speed since 2014.

Accordingly, convergence services
are growing significantly with

transitions to a smart society
where most Koreans can conveniently
use smartphones and have access
to high-speed internet. As seen in
the development of smart -cars,
smart homes,

smart healthcare,

smart grids and smart education,
ICT

rapidly across every sectors and is

convergence is expanding

improving quality of life for

Koreans.
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UHD, with

resolution of traditional HD,

four times the
and
other next-generation broadcasting
services are now being realized
and new forms of advertising,
such as VOD, are coming to the
surface.

Furthermore, by providing a
variety of movies and dramas
online, OTT services are fulfilling
viewers’” demand to watch only
the media content they want at
an affordable price. With media
convergence and the introduction
of new market players, operators
are finding themselves in a heated

contest with new competition.

The promotion of new ICT-based

services and expansion of new
broadcasting services are making
consumer protection more

complicated. The rise of broadcasting
- telecommunications  convergence
services has created a regulatory
blind spot for consumer protection,
where harm to users in this new
area is not regulated in either

field.
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Services that wuse personal data
such as IoT, cloud and big data
are growing at a fast pace.
Although technical and institutional
standards to protect personal data
are in place, there are continuous,
large-scale personal data breaches
due to the lack of effort and

investment.

» Companies that have invested 5% or
more of their IT budget on data
protection: 1.4% (2015, KISA)

= The percentage of managers for
data protection: 3.8%; the percentage
of companies with a designated
team for data protection: 7.9%;
companies that have held data
protection training 14.9% (KISA, 2015)

= |_grge—scale privacy breaches:
Interpark (27 million individuals, May
2015), Three credit companies (85
million individuals, January 2014)

Additionally, the surge of cyber
fraud like smartphones infected
with  malware (malicious apps),
pharming, phishing and mobile
phone  bill fraud (small-amount
payment fraud) is a serious
societal issue costing the economy
hundreds of billions of won every

year.

* Damage from voice phishing fraud:
244.4 billion KRW (2015), 87.9 billion
KRW (Jan.-Jul. 2016)
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Q2. In order to respond those
trends, what are the important
policy and regulatory issues to
be tackled in coming few years?

A2. First, spectrum is the source of
competitiveness for ICT services.
Korea needs to respond to the
increase in traffic and to supply
sufficient spectrum when needed in
order to promote technology
development.

The Korean government supplied
spectrum for the 5G pilot service in
January 2016 and conducted an
auction of the 140MHz LTE

spectrum band in April 2016. We
are planning to secure and supply
more than 300MHz of spectrum
necessary for new services such as

IoT, drones, and self-driving cars.

Specifically, in light of the
urgency of new  technology
development like 5G, the
government drew wup the b5G
Master Plan in January 2014 and
proposed a roadmap  which
includes a Pre-5G demonstration
in December 2015, pilot service by
December 2017, and  full-scale
service by December 2020. We
will make the necessary policy to
develop technology according to
the roadmap and provide services
in due time.

_7_
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Second, we are planning to

introduce and promote
next-generation broadcasting. In
July 2015, we secured 30MHz of
spectrum from the 700MHz band
for terrestrial UHD broadcasting
and allocated 6MHz each to five
terrestrial  channels. We also
recently decided to adopt the
North ATSC 3.0

standard for UHD broadcasting.

American

terrestrial licenses

When UHD
are approved this month, we will
launch the services in the Seoul
Capital Area next February. By
December 2017 we plan to have
terrestrial UHD available in the
Pyeongchang region, where the
2018 Winter Olympics will be
held, and then realize nationwide
broadcasting between 2020 and
2021. To achieve these goals, we
will invest 51.1 billion KRW in
2016, and a total of 6.8 trillion
KRW in UHD

equipment and content production

broadcasting
over 12 years.
Third, we recognize that current

with

services

regulations are limited

respect to new media

based on the Internet and mobile
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Thus, we are

such as web content.
drawing  up

measures to promote these new

services. We will remove current
technology - based regulation
which distinguish between

RF-based cable/satellite service and

IP-based IPTV service to promote

competition.
Fourth, the advent of diverse
telecommunications services and

new forms of services has also
inevitably caused harm to wusers.
a need to

There is strengthen

users’ capacity and to form a

protective  environment.  Korea

plans to a new law
so-called the

Telecommunications

legislate
Broadcasting and
Users,

Protection Act in order to

combine  protection causes in

separate laws and to strengthen

relief for users.

Lastly, we will relax the strict
opt-in rules on the vast amount
of data that 1is continuously
collected and used on the
condition = of  de-identification
through telecommunications services
like IoT. Instead, we will put in
place regulatory measures like
“opt-out” to strike a balance
between protection and use of
personal data.

_9_



In this regard, the KCC drew up
the “Guidelines for Big Data
Personal Information Protection”
in December 2014 and the
“Guidelines for Personal
Information De-identification Measures”
in June 2016. Furthermore, we
will actively pursue joining the
EU’s adequacy assessment and
APEC's CBPR in order to
strengthen  international  policy
coordination on personal data

protection.

_10_
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Q3. Data protection may require

striking a balance between
privacy and business activity
including  data  transmission

across boarders. What is KCC’s
perspective for privacy and data
protection in the era of Cloud
computing, Big Data and IoT?

A3. In response to the rise of

new services that wuse personal

data, such as cloud computing,
big data and IoT, the KCC is
striving to gain the trust of the
people through strengthening personal
data protection while also finding

ways to use personal data safely.

First, in order to strengthen the
concept of “protection” and keep
accountable, the
has the

systems for legal compensation for

companies

government introduced

damages (May 2014)* and punitive
damages (March 2016)** as well as

recommendations for disciplinary

action for executives
CEOs (March 2016)

*Relax the rules requiring service
users to provide evidence of the cost
of damages when their personal data
is leaked

** [ncrease the compensation companies
must pay up to threefold in the case
of personal data leakages caused

including

_11_
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intentionally  or  due to
negligence

«x|n the case of personal data
leakages where the company was
found to not have taken the
appropriate personal data protection
measures, the company shall be
fined equal to or less than 3% of
its sales

gross

In this vein, the Guidelines on
the Right to be Forgotten* were
in June 2016. These
provide
have lost the right

over their own online content, for

announced
guidelines support to

users who

example after deactivating their
membership to an online community.
They can now request their

previous posts be deleted from

the community.**

* Guideline on the Right to Request

Access  Restriction on  Personal
Internet Postings
= Following implementation in  June

2016, as of August 12, 570 out of
839 requests have been approved.

Furthermore, building upon
strengthened personal data
measures, the government drew

up the ‘Guidelines on Personal
Data De-identification Measures”
(June 2016) to ensure that anyone
who to use

attempts personal

information without user approval

_12_
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take strict de -

identification measures.

must first

*Remove all or part of the data that
identifies a specific individual or
replace it with something else, then
carry out an adequacy assessment

Additionally, the KCC is pursuing
amending the Network Promotion
Act regarding opt-in regulations
on personal data such as allowing
exemptions from approval requirements
for cases where use of personal
data is necessary to carry out the
service. Another proposed amendment
adds an exemption for cases
without approval to support the
international transfer and safe
protection of personal data, and
allows international transfer of
data to be stopped when there is
serious concern of infringement of
user rights.

In particular, cloud
and the

brings about not only free transfer

computing
changing environment
of personal data between countries,

but also increasing calls for
strengthening protection measures
and users’ right of control over

their personal data.

_13_
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The data

transfer between countries cannot

issue of personal

be  resolved by  individual

countries alone. Rather, this issue
requires policy coordination through
bilateral and multilateral cooperation,

and effective

responses require
policy research and coordination
by international organizations like

APT.
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Q4. How do you describe Korean
consumers’ behavior or attitude
in terms of ICT service usage
and privacy?

A4. A survey on personal data
protection carried out in August
2015 found that 96.1%

users

of internet
take personal information
protection and privacy as a
serious matter when using the
Internet. Regarding awareness of
threats

“privacy breaches

to personal information,
and personal
information had the
highest 78.4%,

followed by “financial loss due to

leakages”

response  of

phishing, pharming, smishing etc.”
76.1%, and “harm from malicious

code infection” 74.5%.

The responses regarding severity
of harm from each breach were
data

privacy breaches” (87.7%), “financial

“personal leakages  and

loss due to phishing, pharming,
smishing etc.” (85.3%), and “harm
from malicious code infection”
(85.1%), showing that harm from
privacy breachs

was considered

the most serious.

_15_
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these

issues, Korean users showed great

In order to respond to

interest in issues such as

“concrete examples and related

information on prevention of and

breach”

“information on consultation and

response to and

reporting breach.”

The number of users who have

collected information on and
studied privacy and personal data
issues has increased to 70.9%, by
8.9% from the year 2014, showing
that the number of users who
respond actively to these issues is

increasing steadily.

84.3% of users use data protection
products for their computers and
other devices, and 92.1% of these
product consumers update their
Additionally,

malicious

software.
their

detection programs about once a

vaccine

users ran code
month. To safeguard their privacy
and protect personal data, 70.8%
answered that they don’t open the
attachments in suspicious e-mails
and 67.8% said they do not click

on unknown websites.

_16_
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Lastly, 94.8% of respondents take
preventative action to protect their
privacy and personal data. The
measures they take include being
aware of managing their personal
with

others; not downloading materials

data and not sharing it
from the internet recklessly; being
aware of the risk of financial
information leakage during online
transactions; and not

data

financial
saving personal in public

folders.

_17_
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Q5. What do you think about
APT role and its future for ICT
development in this region?

Ab5. As the only international body
on broadcasting, telecommunications
ICT in the Asia

region, I believe APT has done an

and Pacific
exemplary job in unifying opinion
on issues such as reducing the
gap

member countries and international

infrastructure between

standards.

With the increasing importance of
broadcasting - telecommunications
convergence, building a fair market
environment, and user protection,
APT  provides a
member countries to discuss these
issues together. Additionally, APT

proactively finds and proposes the

forum for

best solutions for these wvarious

issues and serves as the bridge to

facilitate =~ cooperation = between
members.
Thanks to APT’s efforts as a

facilitator and moderator, governments,
enterprises and research institutions
the

have been able to develop new

across Asia Pacific region

broadcasting-telecommunications

_18_
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convergence technology and

synergy
effect to improve users’ welfare.
This has not

economic benefit,

policies, and create a
only  brought
but also has
created a positive ripple effect
across member countries, expanding
cooperation in the areas of

diplomacy, security and culture.

In particular, through work
like the APT Policy

and Regulation Forum, members

programs

were able to share information
on policy and industry that is
both useful to their country and
in line with international standards.
Furthermore, members were able
issues

to exchange views on

where there is a conflict of

opinion.

As with other government agencies
in the region, the KCC is striving
to allocate spectrum to expand and
develop industries related to new
communications and ICT services
and launch next-gen broadcasting.
We are also working to respond
quickly to current user protection

issues.
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I hope that we can solidify the
communication channels between
the KCC and APT regarding fair
competition and wuser protection,
and pursue diverse cooperation
research, forums

through joint

and exchange of personnel.

There is growing interest recently
in security and personal data
protection following the rise of
new  communications  services
such as OTT, web content, IoT
and big data. Looking just at the
recent privacy incidents reported
in the news, it's clear that
there’s a fundamental limit to
how much one country can
resolve personal data issues. We
coordination

need multilateral

and active exchange.
In the stakeholders in
broadcasting,
and ICT will need to take part
in international cooperation in a

broad and

manner, and international bodies in

future,

telecommunications

more systematic

the region like APT will most
certainly facilitate this shift.
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Lastly, I'd like to emphasize that
the KCC is firmly committed to
sharing ~ with APT  member
countries and researching the
outcomes from KCC-APT cooperation,
both positive and negative, as
well as the areas which need
further work. By building upon
this foundation, together we can
create a smart society even more
developed and human-centered

than before.
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Opportunities and threats
in the Era of loT and Big Data:

Korean Cases

October 11, 2016

s j Lee Kijoo,
| Commissioner, KCC

CONIENES:

I Current ICBM Trends
Market Trends in Korea

Korea's Efforts to Expand ICBM

I\'f Closing Remarks
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Current ICBM Trends

A

& ICBM (loT, Cloud, Big Data, Mobile) is being
highlighted as a new growth engine around the world
and the Internet-based convergence industry is leading
innovation and growth

& The paradigm of ICT utilization is shifting from HW-
centered - installed SW - era of cloud services using
HW/SW as a service

o The lean startup model, where SW startups utilize
the cloud to reduce initial costs, is also emerging as a
new trend

Market Trends in Korea(1)

A

€ With competition to commercialize the Internet of
small Things, the demand for IoT lines is exploding

€ After the government announced plans to foster IoT
at the end of 2014, the number of IoT mobile
telecommunication lines leapt by 42% from 3.47

million in December 2014 to 4.93 million as of July
2016

€ Thanks to IoT, there are almost 10% more mobile
telecom subscription lines than the total population,
and the number of mobile telecom lines is growing
dramatically
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Market Trends in Korea(2)

A

@ Korea‘s three telecos (KT, SKT, LGU+) have built networks
and competed to discover smart services over the past few
years

= (KT) launched nationwide loT service using the existing LTE network;
announced 150 billion KRW investment plan

= (SKT) As of April 2016, SKT plans to build an loT dedicated network within
the year and invest 100 billion KRW (over 2 years)

= (LGU+) loT service using existing LTE network

€ Through public-private partnerships, leading ICT firms and
the government are expanding creation of loT test beds

=  Samsung and SKT, along with the local government started work to build an loT
test bed in Daegu, an area where self-driving cars are a strategic industry

Market Trends in Korea(3)

€ The government created a national strategy (The Basic Plan for loT) for
enterprises across the ecosystem to develop, cooperate on, and promote
loT products and services, laying the foundation early on to create an loT
market

» In the IoT market, markets led by conglomerates, markets led by SMEs and
markets led by startups all coexist

€ The government formed a New Industry Investment Committee, led by
the private sector, which uses a negative screening approach to innovate
regulations (through deregulation and improvements)

» A Special Law on Regulation-free Zones, which includes the negative
regulatory system and where sensitive regulations are granted
exceptions in the regulation-free zone, has been submitted to the
National Assembly for review
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Korea’ s Efforts to Expand ICBM(1)

A

Strengthen Network Infrastructure

€ (Spectrum management) Korea conducted a spectrum
auction and raised the frequency power limit to respond to
the exponential increase in loT traffic

€ (New technology like 5G) Draw up 5G Master Plan
(an. 2014) = Pre-5G demonstration (reb. 2015) — Pilot
service (pec. 2017)—Commercialized service (Dec. 2020)

€ (Expand use of IPv6) In order to relieve the burden for
firms introducing IPv6, the Korean government is in the
process of implementing tax relief measures for firms that
introduce IPv6 equipment

Korea’ s Efforts to Expand ICBM(2)

Cyber Security

€ (Embedded Security for IoT) To consider security
weaknesses when designing and building services,
Korea has released the IoT Information Protection
Roadmap

®» The roadmapincludes active support to use an information security pre-
assessment and an loT security test bed to ensure that “security” is considered
throughout the entire development process of loT products and services

€ (IoT Security Alliance) Formed to share experiences
related to new IoT security risks and cooperate on
embedded IoT security
= |oT Security Alliance is composed of approximately 40 entities includingloT

manufacturers, service providers, security firms as well as academia, and
public institutions (June 2015)
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Korea’ s efforts to expand ICBM (3)

A

Privacy Protection

€ (Establish Standards for De-identification Measures)
Announced “Guidelines on Personal Data De-identification
Measures”(un. 2016) for personal data protection and the
development of new industries like IoT and big data

€ (Relax Opt-in Rules for Personal Data) Pursue
legislation to relax strict opt-in requirements, such as
exemptions for when personal data is necessary for
provision of services

€ (Improve international personal data transfer) Pursue
legislation to add exemptions for international
personal data transfer and allow transfer of data to be
stopped if there is concern of severe infringement of
user rights

@

Closing Remarks

A—

@ The rapidly changing ICT environment and issues of
securing trust, such as cyber security and privacy, in
a smart society cannot be addressed by individual
countries alone

@ These issues require policy coordination efforts to
make regulations uniform through bilateral and
multilateral cooperation

€ Korea will contribute to these international efforts
and will cooperate with international organizations
and individual governments, enterprises and
academia
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Bl Korez' s loT Market Trends

& With the competition to commercialize the Internet of small Things(osT)
intensifying, IoT lines accounted for 8.2%4.42 million) out of total mobile
communication lines as of February 2016. On average, there are 100,000
more dedicated IoT subscriber lines every month, and the demand for IoT is
exploding in various aspects of daily life.

The background for Korea's acceleration towards a smart society can be
explained by the following.

@ First, Korea's three telecos(KT, SKT, LGU+) have built* a network for the
Internet of small Things(oST) with small-size data transmission optimized with
various sensors and remote metering systems.

Furthermore, they are taking advantage of new opportunities for value
creation as they compete to discover consumer-oriented services such as
smart home and smart healthcare.

* [oST network development: dedicated network (LoRa), non-dedicated network (LTE-M, 5G)

@ Second, in March 2016, Samsung, the teleco SKT and the local
government started work to build an IoT test bed in Daegu, an area
where self-driving cars are a strategic industry. This is one example of
efforts to expand IoT infrastructure and service.

® The Korean government created a national strategy(The Basic Plan for IoT) to
lay the foundation to create the IoT smart market early on and promote
relevant services.

New Industry Value Creation through loT

& The Korean government and enterprises are encountering new challenges
and crises as they actively work to quickly transition to a smart society
where all things are connected.

@ The efforts to create new industry value through IoT can be characterized by
the following four areas: @ Strengthening IoT infrastructure, @ Regulatory
improvements for new industry, ® Embedded IoT security through industry
cooperation @ Balance between use and protection of personal data.
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1. Strengthening IoT Infrastructure

@ Network infrastructure must be sound for the safe provision of smart services.

@ First, with respect to spectrum management, Korea conducted a spectrum auction
of the LTE 140MHz band(May 2, 2016, total of winning bids amounted to 2.1106
trilion KRW) and raised the frequency power limit of the 900 MHz band
(March 15, 2016) to respond to the exponential increase in IoT traffic.

By supplying the mobile telecommunications spectrum when needed, we were
able to increase speed and encourage telecos’ investment in networks.
This allowed us to create the foundation for a new form of a nationwide
dedicated IoT line, with low-power and long-distance capacity.

@ Second, in order to achieve high-speed, low latency, hyper-connectivity,
there is a need for policy which promotes development of new mobile
technology like 5G.

To this end, the Korean government drew up the 5G Master Strategy
(January 2014), and proposed a roadmap including plans for a Pre-5G
demonstration in December 2015, launch of pilot service in December
2017, and commercialized service by December 2020.

2. Regulatory Improvements for New Industry

® New industries such as remote medical services and self-driving cars are
known for conflicting with existing laws and regulations, and there are
increasing calls to improve current regulations to provide more innovative
services. However, reaching a societal consensus is proving difficult.

In this case, after observing how new convergence services impact the market,
the government can adopt a hands-off approach towards regulation. Another
effective option is interim licensing to support initial entry into the market.

@ The government formed a New Industry Investment Committee, managed
by the private sector in March 2016, which uses a negative screening
approach(principle abolition and exceptional explanation) to innovate regulations
(through deregulation and improvements) in an expedient manner.

@ Furthermore, a Special Law on Regulation-free Zones (which includes the
negative regulatory system and in which sensitive regulations were granted
exceptions in the regulation-free zone) was submitted to the National
Assembly last May, where it is currently under review.
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3. Embedded IoT Security based on Industry Cooperation

# In today's environment, more and more IoT sensors and devices are
connected to provide customized services. If these sensors or devices are
infected by malware, this could lead to data leaks or service failure, and
even threaten the life and safety of the user.

In order to strengthen the security of diverse and complicated IoT services,
close cooperation between manufacturers(of sensors, for example), telecos, service
providers and security firms is becoming essential.

@ (IoT Security Alliance) In June 2015, Korea formed the IoT Security Alliance
composed of approximately 40 entities from industry, academia and public
institutions, including IoT manufacturers, service providers, and security
firms. This voluntary alliance seeks to share experiences related to new IoT

security risks and cooperate on embedded IoT security (draw up the 7 common
IoT security principles).

@ (Embedded Security for IoT) Acknowledging the importance of considering
security threats and weaknesses when designing and building services,

the government is providing active support for data security
pre-assessments and IoT security test beds to ensure security is embedded
throughout the entire development process of IoT products and services

4. Balance between use and protection of personal data

4@ Customized and personalized smart services collect and analyze personal data
to provide service based on that data. This often leads to excessive use of data,
which may cause privacy issues. Accordingly, the most important principle in
protecting consumers in a smart society is minimizing collection of personal data.

@ On the other hand, it is also important to use personal data to promote
new services and foster the relevant industry in a smart society. Ultimately,
amending the relevant laws and regulations to strike a balance between
protection and use of personal data is necessary.

Building upon strengthened personal data protection in June 2016 and
in order to promote safe use of personal data:

@ The Korean government announced the “Guidelines on Personal
Information De-identification” on June 30, 2016. Under these guidelines,
any entity that wishes to utilize data with personal information without
approval must go through strict de-identification measures.

* Part or all of any information that identifies an individual must be removed or
replaced, and then followed by an adequacy assessment
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@ Additionally, the government clarified the scope of personal data in a
Comprehensive Manual on the Personal Information Protection Law (June 30, 2016).

Furthermore, the KCC, which is responsible for personal information
protection policy online, is carrying out the following:

@ Relax opt-in rules on collection and use of personal information*

* (1) When use of personal data is unavoidable for provision of services (2) When there is no
opportunity to receive approval, and personal data is necessary for benefit to life or property.

@ The KCC will allow exceptions for transfer of personal data without user approval
for the free international transfer and safe protection of personal data.
At the same time, when there is concern of serious infringement on user
rights, the KCC will allow for international transfer of data to be stopped.

* (1) When special regulations exist in the law or international treaties (2) In unavoidable cases
when the data to be transferred is made public for the provision of services (3) When
the recipient of international transfer has received a certification designated by the KCC

In order to promote both industry’s use of big data and protection of
personal data, the KCC is pursuing amendments to the Network Promotion Act.

IEB Proposal

« The rapidly changing ICT environment and issues of cybersecurity in a smart
society and personal data protection cannot be addressed by individual
countries alone. These are issues that require policy coordination and
creation of uniform regulations through bilateral and multilateral cooperation.

Exchange of information and mutual cooperation between international organizations
and regulatory bodies is crucial to effectively respond to various cyber
security issues (including misuses of personal datam cyber fraud and other online crimes)
and promote global business with IoT services.

In particular, with respect to international transfer of personal data, we need to form
consensus like the EU adequacy assessment and APEC's CBPR to find realistic solutions
for personal data protection in a smart society where all things are connected.

Furthermore, by expanding opportunities to promote these activities and
further our mutual understanding at multilateral events like the IIC Annual
Conference, I believe we can multiply our joint efforts and their impact.
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