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SUMMARY

1. Title

Research on Efficient Authentication System for Machine-to-Machine

Communications

2. Objective and Importance of Research

Machine-to-Machine Communication(M2M) is a communication between
machines without or least intervention of people. M2M is expected to be used
in various areas such as public SoC service to prevent disaster and to measure
various environment, intelligent vehicle service including ITS and VANET,

smart safety service, and so on.

In Korea, Korea Communication Commission(KCC) selected M2M as a 10
Future Service’” in 2009, and announced ‘Plans to establish the foundation of
M2M’" on Octoer 2009. In this plan, KCC decalared to establish foundation of
M2M until 2012.

As M2M is a s a communication between machines without or least
intervention of people, and it is expected to be used in the sector that safety
is most important, security is the first element to consider. To verify the
message is came from valid device, and to verify authenticity of the message,

authentication is the most important factor. In this project, we researched



authentication protocols that can be used in M2M environment, and draw the
requirements of the authentication protocol in various M2M use cases. Also

this paper suggests law and policy measures to regulate M2M authentication.

3. Contents and Scope of the Research

To achieve the aim of this project, we deducted 3 tasks : (1) Research on
the M2M technology and trends, (2) Research on the requirement of
authentication protocols in M2M environments, and authentication protocols
that can be used in M2M, (3) Research on law and policy measures to regulate

authentication in M2M.

4. Research Results

As the characteristics of M2M equipments, M2M equipments require to be
small, able to operate unattended by humans. Also, M2M equipments are
typically deployed in the field for many years, and after deployment, tend to
require remote management of their functionality. These requirements
introduces vulnerabilities of M2M : (1) physical attacks, (2) compromise of
credentials, (3) configuration attack, (4) protocol attack, (5) attacks on the core
network, (6) user data and identity privacy attack. To prevent those

vulnerabilities, security measures including authentication are needed.

Requirements of authentication in M2M environments are : (1) device
authentication, (2) server authentication, (3) message encryption, (4)
non-repudiation, (5) compatibility, (6) efficiency, (7) minimize human
intervention. Also there are other requirements by the characteristics of M2M

use cases.



In M2M environment, ID/PW based authentication, MAC address based
authentication, Cryptographic protocol based authentication, PKI based
authentication, Authentication using Identity Based Encryption are anticipated
to be used. ID/PW based authentication can be used in various M2M
environments, but ID/PW list should be managed by human. MAC address
based authentication is fast and easy to deploy, but MAC address can be
forged by program and also MAC address list should be managed. In
Cryptographic protocol based authentication, cryptographic protocol can be
selected by consider the environment that M2M is used. But the safety of
authentication depends on the cryptographic protocol that is used, and the
possible cryptographic protocol has to be light-weight protocol due to the
characteristic of M2M equipments. PKI based authentication offers strong
authenticity, and also it provides non-repudiation. But the process of issuing,
renewing device certificate should be managed, and the management of CRL
list is critical in PKI authentication. Authentication by Identity based Encryption
used public information such as ID, email address, so it does not need key
distribution process. Also authentication by IBE needs less computing power
than other authentication algorithms, so it is suitable for M2M environment,
and provides non-repudiation. But the concept of IBE is relatively new, and
research of IBE and authentication by IBE are not sufficient than other

authentication protocols.

There are many policy issues such as privacy invasion and forged devices
in M2M environment, a communication between machines without or least
intervention of people. But the liabilities of those potential threats on M2M
communications are belong to the people, because machines cannot be the legal

subject. As this characteristic of M2M communication, authentications of not



only machines but also people are needed to provide safety and reliability in
M2M environment. Meanwhile, authentications of machines’ safety and
functionality are also needed as requirements of reliabilities. Therefore,
authentication of M2M should provides answers for those three questions : (1)

Who owns the machine?, (2) Who made the machine? (3) Is the machine safe?.

This research does not suggests the policy of regulate one authentication
technique, but suggests the policy of deploy the most adequate authentication
technique to each M2M environments. In addition, this research suggest other
policies to provide efficiency of M2M authentication policy, such as regulation
of preserve authentication history evidences and constitute a evaluation
committee of authentication techniques. Also, the research suggests principles

and elements of the law that regulates M2M authentication.

5. Policy Suggestions for Practical Use

The results of this study can be used to develop guidelines and standards
of efficient M2M communications authentication systems, and these guidelines
and standards will guarantee the security and reliability of M2M

communications systems.

6. Expectations

The results of this study is expected to be a useful reference for
development of M2ZM communication authentication systems, development of
MZ2M communication promotion policies, enactment of M2M Communication—
related legislation including M2M Authentication laws, and formation of secure,

safety and trustworthy national M2M communication systems.
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Any TIME connection
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« On the move
+ Outdoors and indoors
* Night + On the move
*Daytime + Qutdoors

« Indoors (away from the PC)
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ra Any PLACE connection

= Between PCs
» Human to Human (H2H), not using a PC

» Human to Thing (H2T), using generic equipment
+ Thing to Thing (T2T)
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User interface to application
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o

o] Y E] W3k -5 (Mitigation Technique) 2.2 MAC Address= E3F A
(Mac Locking), MAC 4 #Z & $3 ARP Hol& #g, 28l 2 Y&
daslolt o= & AT dst FAoE SCADA Al2He] HES 9]31d
dastrtar AlA e AT

lo

o

sulEneEs J)E ARG [T714S §@ekel, 438 FHAst 24 2ol

34) US-CERT, INL, Common Control System Vulnerabilities, 2005
url : http://www.us—cert.gov/control_systems/pdf/csvull105.pdf
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TEO g2 o] @ol ALEEHE P Y HAS, WENA A3t 9@ A

Mgl QA el B e BAE 5 Fa JhS

SCADA A 2=le] 7
ol A ARgE AL lom, AntEIEe] A9 dEgow Ivle] iy} A=
Fa7IukA] o)t} o] ¢p e SCADA Al2®l3 ~AntEdg]= A 2Ee F2z7}
tel deldgom Alojg stA "k ol w7HH AYoR ool HAow
155l wet 2 ojd AR ZEd lFe] e anfEaR= oA
2utENEH e % 7 vt A Hy, BYE o] 7hEE 3ol AXHY] wiE
of ¥ Hgo] folsith. wEbA 2mtERE7 ] Fe A H P =
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35) Zarko Sumi¢, “Hype Cycle for Intelligent Grid Technologies”, Power Systems
Engineering Research Center - Executive Forum on Smart Grid Deployment
Strategies and Business Opportunities,, 2009



A 2 A ID/PW 7|8k §

ro
o|N

ID/PW 7|8k Q157+

flo

As 7lE < /M 712490 QIS Ao R F2 A
H/ZEelAE QIS AR = Z]Eelth A IEteldE] F =
E %

o PWE A4stn glon, Feolql

Al 1D
RS A% A G Febol

G5 PW7E A7t A%eka Qi DS PWSH dA sk A delshe el
Foluh.

o

P, Alice’s stored password
Pass: Password sent by claimant

Bob
Alice (verifier) Password file
{Claimant) [User D ‘ Password l
E_. Alice :
i —»  Alice Py
| pﬂl
Alice, Pass ———>—® Y
A
Pass * \/\Sa.mc?/\&} Grant
\\\ .//
INO
Deny

(249 21) ID/PW 815 =4 =

Z A1 Forouzan, Cryptography and Network Security, 2007

ID/PW 15 7l&2 ABel == 2| 2e7 AFEBR M AFd F

=

doloEe] dafe Piest wFd 49 AFo] R Stk utebA] of

P
T

it

g WASs) skl Aol WA E AZE W A FEF Fshel 4

e ARSI, A% AET} ol Fold A Au

36) Hash Function, 48 kel dis] 454 a4 @S 83 g2 22 949 gl o
A A s =8 99 #ol ZEoldE ¥ AL &9 #e Hde tE

H
e Fdse 44 2 ¥



A4 AHEE de ID/PW 7IEE QIS Alzdle “oFgk 915 (Weak

jutit}

Authentication) A]Z=®l”o]t}, ¢k3l <l Al2d"o]@ A3 &2l 7] #(Trusted 3rd

Party)oll 9|3l ¢tar, Abdel] wF{7F gle Ay 548 3 A5 Z2EF
S on| 3D Ik ol F A" UEYIN TEFo aYR =F
=

S, AANEE dEe o @ A PR BAAL A4%e B
%

“ZFak o= ANxd”o 2= EKE(Encrypted Key Exchange) ZZEZ,

DH-EKE(Diffie-Hellman Encrypted Key Exchange) ZZE& %S°] dt}l. EKE

ZREZLS HA2Ee] AF A, gAY s AR 7] G S A
HAYUES Sate] A3 Fl 71 flole kS AFsid, Abd F4d Zet
549 zketh H3 0|3 DH-EKE Z®EZ-S Diffie Hellmano] A|¢Hsh 7] wgh
WAoo 7|We EKE Z2EZE, 7] g Z2EZAN EujEs Jfagex uA
A7} s stE o] BalstE wAle] g EZo|ty w3k Diffie Hellmane] 7] w3k

of 7iWtelm  AlA 7](Session Key) AATFE E3lo] dA2gsrt AAHEE

SPEKE(Simple Password Exponential Key Exchange)”} %o] Al¢t= 1 it}

ID/PW 713 9% Axde YESD 52 56 A48 71F du= @40
A Al AEE I Qe FAlolth @Al AHEH R = IDPW A A% Auss

e gen .

7}. SSID(Service Set IDentifier) = 7

37) Jari Arkko et al., Weak Authentication: How to Authenticate Unknown Principals
without Trusted Parties, Lecture Notes in Computer Science, 2003



T U EYA stAA FoldE AP(Access Point) 7F 41 A, B4 4

E9 A 2 IDQ SSID(Service Set IDentifier)S &3t ATk Walo|oh
olg]dt S|4 SSIDE & A AFHA B FHoldET HET 5 e &
A7} Qo] SSIDE FATE 7152 Secure AccessE o435t o5 SSID +

a1 gt} SSID #49 A9 SSID9| o5 oA X Af A4 F+ 9l
2 W Qbdsith. 2elu APoF SEtolAdEZ Falo]l dojuil 9l FobE
23 (Sniffing) & & A$ SSID7F =&+ HALAdol Ao AH AFolgtxn

& gl
. 74 fulo] 29 AP(Access Point)zt WEP7| o] &

WEP(Wired Equivalent Privacy)© ¥4 I8 %S A3 & IEEE
802.11 okl Al WAIEtaL = F4 LAN Q15 WAooz Fa tulo]xek AP
AT AL, M= WA 7iNke Fa e AdFWA otk WEP W& RC4
Stream CipherE o] &3 ds=ZREZ WAo]xw WEP 7| (Key)dt= BE AR

E Tt WA IDPW F7Eeltal Be A= vt

WEP 7] 1% w2l AP7F tynfo] 2o Al Challenge 7S Hujal, tinjo]x
7} &ulE2 WEP 7|5 HF3tal oW ol& Fd dHa9=g tasiste thA
APZ ResponseZ 3= Challenge-Response W21 £3&to] ¢l1Z3ht) tjuto]l A7}
FE¥ WEP 715 7FXa AY WEP 715 7FAla A fud, 4%
Response® A/d3k#] Xste] el At s

38) A4HE, 4 oF(Wireless LAN Security), 4R R 5259, 2002



i §
[_reess [enc b—(%)
Wireless Station Access Point

(Z¥ 22) WEP 9% =4 %
=2]: AirTight Networks WebSite

et

. PAP 95 ¥4

PAP(Password Authentication Protocol) 15 W22 o © B 9
(Point-to—Point Protocol) &, Unix AlZ=®lolA Auje} ZFElo]dETZ AZF A ALE
Y ZEEZo|th PAP ZREZFS FEoJAECA & AAE A= =E
o] g3ste AFoR TS AT IEolth FEolAEE A4l 1
Aol Bula, AW el BAsta Qe ID/PW Fre} Has Fate] ATse W
2ol TR EFHo|t},

5
B
-
=
il

Password Authentication Protocol (PAP)
PAP 2-way handshake

Usemame: HQ
1 Pazzword Cizco32l

il
-4
2

Accept/ Eeject 2
HQ Remote Router

(2¥ 23) PAP UF =4 %
%] Orbit Computer Solutions WebSite



PAP Z2EZ& Av-Fao]dERT ofyz}, AW AWIte] Fell® ALE
=i vk AH-AH - E QlE A Aw-FEeldE WA ik R
to, T2EUYI PW HHo U] oy
2 5 Fets Waolt & UEYA 3ol A PAPE E3le] &0

ol 7+ Fs QA5 A, S2EUUI PWE Sate] 435 AFo] 7hesttt

ol
o

Challenge-Response 2o 2 <=8

m

2}. RFID #l2¢ RFID 49 3t A% (EPC Global)

RFID(Radio Frequency IDentification)= RFID ©Ejz2¢} @}, gl A=A
= 4% o] vk RFID ®fi= wime] &3 AL, 8o A8 59 A=
dte] AjH oz Aatwo] A QF ZREIZS AlESof ) o]Z
RFID #74elA sBlzst gd b 5 A= B2 e 715 ol &sto] IS
t}. o83k RFID 9% =ZREZFJ+= Hash lock, Randomized Hash lock,
Hash-chain 7|® o] 2t} Hash lock 1522 B9 Fdg vd7]E 4
53t metalDE E3 o] FolXlth Y= B 19 metalDell s|EsteE HIEI] @S
A 25 A< =t} Randomized Hash lock Q15H2]& EjLo| A ofolr] o]
Qo A S AdEste] oA Hule] ATt WA etk Hash-chain <l
A= Bel A4dE WE7]E Hash-chaing ©]&3to] o] F= w4
& o]&3k3lrh o2l RFID efz-2t] 7t 15 WS efjzel] A%d ofolr] &
© W= ol&ste] TS FHsty] Wi o] ARV} =EHA FEF dfjof

@k EmF B Aagse et guECluE FAJE el A AxA=

39) %3]4] RFID¢} /A AR B S, <IT Solutions> Z#, 2005
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A 3 4 MAC Address 718 A&

1. 71 &

MAC(Media Access Control) Address= UESZ Qg o] 2o Sty If
o] AW F4=2 OSI 29 Media Access Control Protocoldll A4l AF&®th MAC
Address= VEY A QAdHH o]~ F=(Network Interface Card, NIC)2| | ZA}ol
ojgte] AWM, st=dofol AR = ¢l A& wWEZelth upghA
MAC Addresst 259 ¥ F4E Ho @3 uwgl MAC AddressE 3
150l 7hs ettt

MAC Address 718 Q15 %22 F2 JEHY FHdA HE]A HA ]
£ fste] AFgHE T MAC Address 15 WAl UES A A4 Ags o
o] MAC F4£5 A3AHd 531, dhide] YESA HE 23 A o] die]
MAC Address7t AlBell S50l Y& A5 A4E Fdste FA oty webA
71719] MAC Address& Abdel] AWel FZ3sioF stw, A= 717159 MAC
Address Hlo]| &g e afof gt

MAC Address ## % F3t+ IEEE(Institute of Electrical and Electronics
Engineers)oll /] A& ¥ 31 it} IEEEE MAC-48% %E3lo] MAC Address &9
xS AASAY. MAC-482 2+ NICH=Z 01-23-45-67-89-ab9} o] 2x-g] 9
167052 FAE 6 E5S 53l MAC AddressE #7|8t=% A A
A 717154 S 2 ALEEAL B T AREo] Ul AZAE Zow
=gl wet IPv6el t]Eo] MAC-482 MAC addressE =5 @33t7]o] H=

g Aow oAFHH, AEZE MAC address ¥21S A oF & ool A7)



- 6 bytes .

offset: 1 2 3 4 5 6

3 Gthbyte | Sthbyte | 4thbyte | 3rdbyte | 2nd byte | 1st byte E
8 1st octet | 2nd octet | 3rd octet | ath octet | sthoctet | 6thoctet | &
[ T
v, 2.
S o :
o 3 bytes - - 3 bytes——= ::r
0

ﬁ-" Organisationalgumque Metwork Interface Controlleq g
3 Identifier (OUI) (NIC) Specific =

8 bits \

b8|b7 |b6 b5 |b4|b3|b2| bl

L_ 0: unicast

1: multicast

0: globally unique (OUI enforced)
1: locally administered

(¥ 24) MAC 429 T4
%] Wikipedia, MAC address

olo] wzlA < EUIl(Extended Unique Identifier)ES M= JF3 sl EUI-48,
EUI-64% %3te] MAC address®] M2¢ E#e 748 2ol A %

3. AAEEA dF A9 MAC Address 7|9 9= 71&

MAC Address 7|8t 1% 7|&2 g4 AHE ID/PW 1% 7|€RY HuF

st 2% wao= Aol Adrt A v MAC Address €l

o
N
49
=)
>,
1o
0,

o

22l MAC Address’t 717] afre] AEWsegs 542 - MAC Address
Z7F 7Vl ugl AFAA MAC Address 719 152 FHofslota Aty
= dH"olth =38 MAC Address 71¥F Q152 AW 7} MAC Address HolE=
e aoF ghol wet 71715 FkskAY FAol S AF HEdel oHeel 9

Wl
]



o}, wabaA] H ko) _Q_?QU:L AFEre]l slelo] WlAlE ALY HAsE A}

o] 24 MAC Address 7|9+ Q1% 7|&& 44



ds TREZ VN AF7Ee 3] VN 4E 52 o
2 MAE AFehe ZEREFS Uit g5 TREFL2 T2 FAJHY H
ZzegolA AREH I Atk FAQIE U] Bl gl we} IEEESH 2fe]v}o] ¢
31(Wi-Fi Alliance)= 41 IEUl &t AHEA 15 41 has) 7les 4

I EE NETFAL AGFH] olF F4HES Anstm Yk,

ol W2S [EEE 802.1x EAP(Extensible Authentication Protocol) AF&=F <1
=3 WPA v A2 A= 9= AES(Advanced Encryption Standard) ¢33} &
43 CCMP(Counter mode with CBC-MAC Protocol) 71 &2 %24

Atk o5 Tl AFEATE 7l AXE AP(Access Point)E 3 AbuEE A
HApbe] EMAow HIstAy FbedA 71U Ads 4 ARE VtRAEE

NEAAE ed 5 9

7}. 802.1x

802.1x¢] 9% AL Sy e ddo 3}AHS Faho] o] FojH}
E ¢ A (Wireless Network, ©]3F WN)o| HZ3H AP7F WNe| olo|t]E& Q%

1
o
=

oL
rot

th WNel Q1557 el EAPwe] 7Festtt. el EAPw= PPPelA AE-5E
)l 7l=olth. PPPoA = ofelt] A2 =s HASH] 918 PAPY CHAP <15
of AFgH U ofelt 7t dFE H AT o] Al WN3F AP Aol A



45 E T2 EFL EAPOL (EAP encapsulation Over Lan)th. AP= EAP WA A
£ THAl RADIUS WAoo = Adastst FHeol <1541 (Authentication Server,
Fetell APE ©@ed] WNZF AS Abolol #71S A3}

= 9gSs & Wolt}, oFo] EubdH ASTF A WAA Zo Ag wAAE AP
ANA ALFch 28 B ZA APE WNE ¥ E F£5S 713
@\Te‘ggs—r\!ejw&%
= g Authentication Server
s . (RADIUS)

¥ ®
a’ *
-’ L

M

Internet or other
LAN resources

(¥ 25) 802.1x9] UF H4 4

=3 IEEE, 802.1X-2001

802.1x°= PAP(Password Authentication Protocol), CHAP(Challenge

Handshake AP), RADIUS(Remote Authentication Dial-In User Service) -
RFC2865, 18 12 WEP(Wired Equivalent Privacy) %o] A&5 1 gt}

. 802.11i

FAR SR 9

o|N

9 o353 A EFS IEEE 802.11b¢] WEP, 802.11i¢]
WPAZ} diaz Aol 1990dd] el A &H o= g8t 4% 802.11a, b, L&
I 20030l 802.11b¢] &4 7o w wrEold 802.11gel E&H 9= WEP 7%



2 RC4 ¢ugF 7Ivtez AdE 715 tdsh Aoz dolHE dasiss
F WEel SR dF deoly Funt st
do] 7bedk RebF kS zta Jdrh olE s A A

=1
e 20043l ®Bh ZEE ®Wel weks ©& [EEE 802.11i% <4 fivt. ahA v

= stedold oz A Tk A EEsE TR Wi-Fi 3+ 80211
Eol ¢huE] Ao 802.11b Anjet ko] rbee o 802.110 VEs A
2003 2€¢ IEEE 802.11i Draft 3.0& 7I¥te2 WPA HZAUWPA)S slAd o=z
WEdth 1 o]F 2004 7€ IEEE 802.11i7F 9 E WA &d E5S WPA2Z
dadlel =gt WPALe] Ao]d 2 <ts Wl oz CCMP7F F7k¢ Aot

802.11x XM= FH71(Shared Key)tt PSK(Pre-Shared Keys), 802.1x
EAP (Extensible Authentication Protocol) 153 WEP, TKIP (Temporal Key
Integrity Protocol), CCMP (Counter mode with CBC-MAC Protocol) ®219] <F
33t V=S ARSI 7P FHA A 802111 AW HeFEFAA = Wi-Fi
Aol WEe AT AHEA 1, Est 14 WPAS &FES kil 3l
olg]gk ol fr wiitel] RERT, A|LFALFZ 2EF ofFHIYEYSA FFH
= FAd SR04 = WPAS] PSK, 802.1x
EAP, TKIP, ¢4%3 ¢3uz&<2d AES 7|¥te] CCMPE A Ystx vl 802.11i¢]
A FFeHS TKIP(Temporal Key Integrity Protocol), CCMP(Counter Mode with

sEH s, Bz ol FF

ol
rir

CBC-MAC Protocol), 802.1x Port-Based Network Access Control 52 & #3573t
T Stk

t}. WPA(Wi-Fi Protected Access)
A AZE 802.11i7F ¢h5E wi7bA] ZIg"E 7F §lAl, Wi-Fi g3l 3

o] A= EE WPAES i3It 71&F9 802.11 &H| 7} WPAC 49 =
aflof 7] o, 7|EHor2 WPAE TKIP+802.1x W4& Al&3th. WEP

M ooX

Jfu
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A5 A JASA 7|9t AF

Signature) & %3to] St WA AFVNER, AFAM AAAMEES 9 A
BHE $£E3lo] o]F V|t g dFsE 7EeS ouldit. ¥ 7we) gE

< & FAVE Bedwre] & 4 glE B™E 7| (Private Key)E A e, old o83}
7M7) (Public Key)E AAdte] ol& F/4sts A4S Sl 45s %

ek, &, 3 FABIZE e FAA)ANA 2 FAWe] & £ UEE 5o
HAA S Bol & A4 o] FA(A)Z} AT FANE Bt Fadlete] A
gttt o] FABEFEH dasd HAAE Gt FA(A)E Aol HAe 1)

D715 S8t o vAAE 52ed 5 vk

rlr

AR S B AF WAL o 7 FEALWL o §3te] AZehe 1

O+

Aolth, & Qe Wik sk FA9) A1 (Claimant) 75 AF(Verifier) ol Al 915
S 93 HAIRE 2A3Y. AFA+= A S v A R (Challenge Message)S 4 1219l
A AESTH o] & Falgh 1S olE Alvke] v T2 Q& st A ApA
of A5 WIAAE dsstete] tAl ASAANA dEg o] dsstd
A

.
WA E 528 AEAE A FTde] FAT FAANR o] HMAAE B53



Bob
Alice {v_ﬁ:nhcr)
{claimant) |

Alice

|
Lai]

F

Rp

R,, Bob, | Sig (Rp. Bob)|

Signed with Edl
Alice’s private key

Alice, [Sig (R, Alice)

rs

Signed with
Babh’s private key

(2¥ 26) AAAES BT AT

23 Forouzan, Cryptography and Network Security, 2007

Ty 19999 AAAMEHE AR oH, Wzt A AREshE FRlQlSA
g AA 2 #elek #EE s mhEskdh o] AAE HA A5
Root CA(Certificate Authority) 3}l &AAZ7|#S T2 o] 7|AES B3l F
AJASAE Eusts AAlelth, AAMEY 22Dz LAG] =yl
(Korea Internet & Security Agency, KISA)S A <¢dZF7|Bo2 AAsIL
FTHAEJZ(F), (F)A2F, a84A4d, FTHAARJNFT(F), FaFAA1LEA, g
TARALS XN EAS AAEY A4z AN A8 FleFr|Hor AT}
ATk S A HANS] S U 2008 6¥€ S AFRAZT(F)E ol HE o] AA 5709
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IBE Key Server

Master Secret —

Public
Parameters
Send Receive
Identity, Private Key
Authenticate
& ;E;E g 8
- _-I L3

Public Parameters Bob's Private Key
alice@a.com bob@b.com

(¥ 33) IBEE °o|&3 AA AF ==
%] Xavier Boyen, An Introduction to IDentity-Based Encryption, ICE-EM RNSA 2007
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ololt] 7|Wk &5 7% % 2000t Zuto]l AHE olE H y|Ew tE QAdF
7ol nlste] AH oz Hale v]golt) ololt] Wk 4F7|ES o83 AF

71 olo  wgl HT  Hess's Algorithm(Single Domain), Lynn’s
Algorithm(Signcryption Scheme, Single Domain), Gentry and Silverberg’s
Algorithm(Hierarchical Domain), Chow's Algorithm(Signcryption Scheme,

Hierarchical Domain) %5 IBEZ ©]&3}l= <15 Schemeo] 53 3ta Ut}

47) Patil and Willis, Identity based authentication in SIP, 2008
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BlackBerry+= Hythe] 417171 AlZ A RIM(Research In Motion)9] 2=

nfEX o7 olHd F4 S AHAS Hol: H|EUA AulEEo|t} BlackBerry
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(Defence Research and Development), 2] 1 w1 =¢] =& <tH 5 (Department of
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<Al HIPAA(Health Insurance Portability and Accountability Act)e] Security

48) Government Purchase Guide, Case Study : Security-Enhanced BlackBerry Trial,
2007
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1) EU Electronic Commerce Directive
frae] dAFA AR AR Ao Aok P9 E FHEsta om, At
Aol m2w HAREe A4S ASsE A4 doldER o g3t @S]

g oo geda 43 Qo

2) UNICITRAL Model Law on Electronic Commerce (1996)
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3) U.S. Uniform Electronic Transaction Act 1999

26) 1 AR ololAEE Aol @ AEL @9l glo] WA Fe yEAo
2 AR7) Sl fael dgetr] g% ANE Aelr] ge) BAHoR o
8% AFY Zaay Fo

14 : Q1zto] A% AolAES] Ak BAANE AXHAY HERA £
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5) U.S. Uniform Computer Information Transactions Act, 1999 (UCITA)
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8

Aletdvh. 3 AAA ol M HFE 2] Azt Aol e HFH A

A
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gz ddsta k.
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