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SUMMARY

1. Title

A Study on the Policy for the Preventing Digital Service User Harms and Protecting
their Rights

2. Objective and Importance of Research

As the digital ecosystem develops, various digital services emerge and their structures
become increasingly complex. In this environment, concerns about damage to users of
digital services and the need to prevent damage are also becoming increasingly important.

In an environment where the influence of digital services and the need for user
protection are gradually increasing as the use of digital services increases, this study
seeks to conduct research to prepare policy measures in response to new user damage
cases emerging from digital services. In particular, we mainly focus on the damage to
users related to the use of subscription services, user damage issues related to live
commerce, and cases of damage to users of digital services due to dark pattern design,

also called deceptive design, were investigated.

3. Contents and Scope of the Research

This study identifies trends in the characteristics of digital services and changes in the
usage environment, identifies domestic and foreign policy trends related to the protection

of digital service users, and protects users of recently emerging digital services such as

— xiii —



subscription service cancellation, live commerce user protection, and dark patterns.
Through literature research and status survey on the issue, we identified user protection
issues and analyzed response measures according to changes in the digital service

environment.

4. Research Results

In the case of subscription services, interference with cancellation of subscription
services and user notification of regular payments are major user damage issues. In order
to respond to these issues, it is interpreted that it can be regulated by citing acts
prohibited by the Telecommunications Business Act under existing laws, but more clearly
In order to regulate prohibited acts, it is possible to consider creating a new type of
prohibited act for notification of regular payment facts and simplification of cancellation
procedures.

In the case of live commerce, although the market is still in its early stages, the
number of users is gradually increasing, and user protection issues were pointed out
through government inspections. However, since the market is still in the process of
growing and it is difficult to say that significant cases of user damage have appeared, it
is necessary to consider user protection policies through self-regulation methods such as
guidelines rather than revising laws.

In the case of dark patterns, various academic discussions are currently underway, and
cases are continuously being discovered and discussions are taking place actively.
Considering the characteristics of the Telecommunications Business Act and the
Information and Communications Network Act, future regulations on dark patterns need
to consider ways to comprehensively regulate service design and information transmission

in a form that distorts or limits user choice across digital services. .
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5. Expectations

It is expected to contribute to the establishment of policy measures for regulations on
prohibited activities and market monitoring in relation to new types of user damage cases

such as subscription services, live commerce, and dark patterns.
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