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SUMMARY

1. Title

Research on measures to enhance legal system in response to deepfake technology

2. Objective and Importance of Research

It is obvious that deepfake technology benefits mankind and thus, development of the
technology cannot be blindly forbidden and regulated. In a situation where deepfake
technology is developing rapidly, it is desirable to find a direction to reduce social
side—effects caused by deepfake technology and further promote positive functions. To
this end, legislation and systems to handle deepfake technology should be fully
supported. In order to materialize ongoing legislative discussion and policies and
establish new or amended bills, which are able to apply to responding to and regulating
deepfake, research on technology and current status of overseas legislation in relation
to deepfake should be preceded. Moreover, it is necessary to address regulatory gap
and remove blind spot of regulations by identifying legal issues concerning deepfake

and domestic regulation systems established previously.

3. Contents and Scope of the Research
- Analysis of the trend of technology development and tendency of responding
including legislation, with regard to deepfake technology
— Research on-analysis of trend of latest deepfake technology in foreign countries
and Korea

— Research on-analysis of legislation and policies in response to deepfake
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technology in major foreign countries

- Suggestions for enhancement of legislation regarding deepfake technology

— Research on-analysis of current status of legislation concerning deepfake
technology in Korea

— Presentation of directions of enactment - amendment of laws regarding deepfake
technology in Korea

- Suggestions for improvement of systems related to deepfake technology

— Research on-Analysis of current status of systems related to deepfake technology
in Korea

— Suggestions for improvement of systems and establishment of evidential regulations
regarding deepfake technology in Korea

- Presentation of forming pan—departmental consultative committee to discuss overall

regulation systems regarding deepfake technology, etc.
— Tasks and operation of pan—departmental consultative committee concerning

deepfake

4. Research Results

As many of the issues with regard to deepfake are being resolved under existing
domestic laws, it seems that there is no critical legislative gap. However, it is deemed
that deletion or maintenance of the purpose provision under Paragraph 1 of Article
14-2 (Distribution, etc. of Fake Pictures, etc.) of Act on Special Cases Concerning the
Punishment, etc., of Sexual Crimes and new establishment of provision of act of
possession in Article 14—2 thereof are necessary to be reviewed. In addition, while the
issue of deepfake is being discussed actively in the part of the election act in foreign
countries, noticeable revision has not yet proceeded in Korea, and thus additional

review seems to be required for the matter if Public Official Election Act in Korea is
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needed to be improved in light of overseas examples.

There may be a distribution report-permission system, as a pre—regulatory measure
for deepfake but it is not easy to be proceeded since it falls under pre—censorship
under Constitution. As ex—post regulatory measures for deepfake, adopting systems
which oblige people to display watermark and items changed at the time of distribution
after generating deepfake video can be considered, and it seems that it can be
implemented by establishing evidential regulations under Act on Promotion of
Information and Communications Network Utilization and Data Protection, etc.
Operation of platform waiting systems and designated platforms, etc. can be considered
as other ex—post measures but it is not likely that those can be easily implemented due
to the fact that deepfake detection technology has not yet been completed and has not
become commonly available to all, there are concerns that it could be changed into a
system requiring prior permission to operate, etc.

Meanwhile, as a measure to strengthen remedies for deepfake victims, enhancement
of the victim's right to request deletion and utilization of the system to designate a
proxy in Korea can be considered. Moreover, in order to develop deepfake detection
technology, designation or establishment of institutions for deepfake detection and
verification and support for deepfake detection technology at the government level can
be considered.

Lastly, designation of a responsible department for the purpose of handling various
tasks regarding deepfake comprehensively such as grasping the state of
utilization/abuse of deepfake, monitoring, management of systems including a system to
oblige people to display watermark, regulation of distribution, coming up with policies to
popularize detection technology, proposing relevant bills and enactment-revision of
laws, distribution of technology and support for being ready for the public, preparing

reports, etc. can be considered.
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Furthermore, it is required to form a pan—departmental consultative committee for
deepfake technology consisting of Korea Communications Committee, Ministry of
Science and ICT, Ministry of Justice, National Policy Agency, etc. to ensure unity of
tasks proceeded by each department in relation to deepfake technology and to study

and push ahead with effective policies through coordination between departments.

5. Policy Suggestions for Practical Use

This research can be utilized as materials for actual legislation by fully covering and
analyzing legal issues concerning deepfake in Korea which have not yet been reviewed
in earnest, and finding legislative gaps in current laws and suggesting legislative
improvements.

Currently, systems and policies regarding deepfake are not implemented in Korea and
are in the stage of review for introduction. In this study, however, as evidential laws,
relevant institutions, ministries, etc. necessary for reviewing and introducing deepfake
systems available to introduce in Korea are presented, it can be utilized as materials in

the stage of planning of systems further.

6. Expectations

This research has provided guidelines for legislation regarding deepfake and it is
expected to be legislated without a regulatory gap. In addition, in this study,
deepfake—related statute in foreign countries are reviewed in detail, and thus, it 1s
forecast to contribute to enhancement of domestic legislation and systems. Finally, as
opinions on development of deepfake detection technology and strengthening of
remedies under statute are presented in this research, if legislation and systems are
improved in the direction suggested in this study, social side effects will be minimized

and victims will receive remedies promptly and effectively.
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CONTENTS

Chapter 1. Introduction

Research on measures to enhance legal system in response to deepfake technology

Chapter 2. Objective and Importance of Research

Deepfake, a combination of the words Deep learning and Fake, which is made with
artificial intelligence—based technology, refers to fake videos and voice files that look
real. Such deepfake technology gains a reputation as a revolution of videos and is being
utilized in commercial movies, medical videos, etc. At the same time, however, it causes
social controversy by being abused for illegal and harmful information including
producing pornography using celebrities and false news.

It is obvious that deepfake technology benefits mankind and thus, development of the
technology cannot be blindly forbidden and regulated. In a situation where deepfake
technology is developing rapidly, it is desirable to find a direction to reduce social
side—effects caused by deepfake technology and further promote positive functions. To
this end, legislation and systems to handle deepfake technology should be fully
supported.

In Korea, even though it has been several years since deepfake technology has
emerged, legislation regarding deepfake has not been discussed for very long, and
starting with establishment of Article 14—2 of Act on Special Cases Concerning the
Punishment, etc. of Sexual Crimes in 2020, some of provisions in Act on Promotion of
Information and Communications Network Utilization and Information Protection, etc.

have been amended recently. Fortunately, legislative discussion on deepfake are quite
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ongoing compared to the past but further discussions for new legislative bills and
amendments are still necessary.

In order to materialize ongoing legislative discussion and policies and establish new or
amended bills, which are able to apply to responding to and regulating deepfake,
research on technology and current status of overseas legislation in relation to
deepfake should be preceded. Moreover, it is necessary to address regulatory gap and
remove blind spot of regulations by identifying legal issues concerning deepfake and

domestic regulation systems established previously.

Chapter 3. Contents and Scope of the Research
This study aims to identify technology trends and overseas legislation and policy
trends in relation to deepfake and reflect them in domestic legislation and policies and
present balanced directions for enhancement of legislation and policies by
comprehensively considering a decrease in social adverse effects caused by
development of deepfake and criminal punishment for deepfake and remedies for
victims. Details of the study are described as follows:
- Analysis of the trend of technology development and tendency of responding
including legislation, with regard to deepfake technology
— Research on-analysis of trend of latest deepfake technology in foreign countries
and Korea
— Research on-analysis of legislation and policies in response to deepfake
technology in major foreign countries
- Suggestions for enhancement of legislation regarding deepfake technology
— Research on-analysis of current status of legislation concerning deepfake
technology in Korea

— Presentation of directions of enactment - amendment of laws regarding deepfake
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technology in Korea
- Suggestions for improvement of systems related to deepfake technology
— Research on-Analysis of current status of systems related to deepfake technology
in Korea
— Suggestions for improvement of systems and establishment of evidential
regulations regarding deepfake technology in Korea
- Presentation of forming pan—departmental consultative committee to discuss overall
regulation systems regarding deepfake technology, etc.
— Tasks and operation of pan—departmental consultative committee concerning

deepfake

Chapter 4. Research Results

Technology to generate deepfake is utilized as a useful technology in the area of
cultural content, medical care, etc. but there are possibilities to be abused for digital
sex crimes including pornography, defamation, election offenses, etc. Such technology is
rapidly developing on the back of its effects to create profits. However, development
of detection technology is slow in progress. In order to reduce side effects caused by
deepfake technology and to prevent damages, deepfake detection technology is
required to be supported at the national level.

For the purpose of reducing social side effects on deepfake technology, foreign
countries have prepared bills preemptively and relevant laws have already come into
effect in some of those countries. The country that the most actively legislating
concerning deepfake is the United States and bills, which are being legislated at the
U.S. federal level, are quite specific, but it has not yet been enforced in earnest. In
addition to the bills at the federal level, each state of the U.S. is drafting laws or

proceeding legislations by approaching to deepfake on the basis of various topics
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including pornography, privacy, defamation, personal information, responsibility of
platform providers, election, false news, etc. Other countries do not have independent
bills which deal with deepfake directly but legislation is being proceeded or relevant
laws are in effect with regard to specific issues such as online content, platform
business, election, prevention of distribution of incorrect information.

Deepfake technology is related to legal issues such as pornography, defamation,
publicity rights, violation of portrait rights, copyrights, voice phishing, deletion of
victims, demands of actions including suspension of processing, obligations and
responsibility of information and communication service provider, election and
currently, in Korea, no bill has been proposed solely for deepfake but starting with
recent establishment of Article 14—2 of Act on Special Cases Concerning the
Punishment, etc. of Sexual Crimes to regulate pornographic videos produced by
deepfake technology, several provisions regarding deepfake are introduced in Act on
Promotion of Information and Communications Network Utilization and Information
Protection, etc. and are in effect. In accordance with Act on Promotion of Information
and Communications Network Utilization and Information Protection, etc., the Minister
of Science and ICT or the Korea Communications Commission shall formulate policies
for deepfake—related technology (Subparagraph 7—2 of Paragraph 2 of Article 4), an
information and communications service provider over a certain scale shall designate a
responsible person to prevent distribution of pornography produced with deepfake
technology (Article 44—9), and is responsible for preparing and submitting reports on
various matters regarding prevention of distribution of illegal photos and videos,
etc.(Article 64-5)

As many of the issues with regard to deepfake are being resolved under existing
domestic laws, it seems that there is no critical legislative gap. However, it is deemed

that deletion or maintenance of the purpose provision under Paragraph 1 of Article
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14—2 (Distribution, etc. of Fake Pictures, etc.) of Act on Special Cases Concerning the
Punishment, etc., of Sexual Crimes and new establishment of provision of act of
possession in Article 14—2 thereof are necessary to be reviewed. In addition, while the
issue of deepfake is being discussed actively in the part of the election act in foreign
countries, noticeable amendment has not yet proceeded in Korea, and thus, additional
review seems to be required for the matter if Public Official Election Act in Korea is
needed to be improved in light of overseas examples.

As mentioned as above, legislation concerning deepfake technology has been
progressing just recently, and although obligations to develop deepfake detection
technology and to formulate policies to distribute are introduced under Act on
Promotion of Information and Communications Network Utilization and Informatioin
Protection, etc., specific policies have not yet prepared and systems regarding deepfake
have not yet established as well. Therefore, for further deepfake technology, what
systems would effectively reduce social side effects caused by deepfake, and how to
prepare evidential regulations in terms of legislation in order to introduce such systems
are reviewed.

There may be a distribution report-permission system, as a pre—regulatory measure
for deepfake but it is not easy to be proceeded since it falls under pre—censorship
under Constitution. As ex—post regulatory measures for deepfake, adopting systems
which oblige people to display watermark and items changed at the time of distribution
after generating deepfake video can be considered, and it seems that it can be
implemented by establishing evidential regulations under Act on Promotion of
Information and Communications Network Utilization and Data Protection, etc.
Operation of platform waiting systems and designated platforms, etc. can be considered
as other ex—post measures but it is not likely that those can be easily implemented due

to the fact that deepfake detection technology has not yet been completed and has not
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become commonly available to all, there are concerns that it could be changed into a
system requiring prior permission to operate, etc.

Meanwhile, as a measure to strengthen remedies for deepfake victims, enhancement
of the victim's right to request deletion and utilization of the system to designate a
proxy in Korea can be considered. Moreover, in order to develop deepfake detection
technology, designation or establishment of institutions for deepfake detection and
verification and support for deepfake detection technology at the government level can
be considered.

Lastly, designation of a responsible department for the purpose of handling various
tasks regarding deepfake comprehensively such as grasping the state of
utilization/abuse of deepfake, monitoring, management of systems including a system to
oblige people to display watermark, regulation of distribution, coming up with policies to
popularize detection technology, proposing relevant bills and enactment-revision of
laws, distribution of technology and support for being ready for the public, preparing
reports, etc. can be considered.

Furthermore, it is required to form a pan—departmental consultative committee for
deepfake technology consisting of Korea Communications Committee, Ministry of
Science and ICT, Ministry of Justice, National Policy Agency, etc. to ensure unity of
tasks proceeded by each department in relation to deepfake technology and to study

and push ahead with effective policies through coordination between departments.

Chapter 5. Policy Suggestions for Practical Use

This research can be utilized as materials for actual legislation by fully covering and
analyzing legal issues concerning deepfake in Korea which have not yet been reviewed
in earnest, and finding legislative gaps in current laws and suggesting legislative

Improvements.
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Currently, systems and policies regarding deepfake are not implemented in Korea and
are in the stage of review for introduction. In this study, however, as evidential laws,
relevant institutions, ministries, etc. necessary for reviewing and introducing deepfake
systems available to introduce in Korea are presented, it can be utilized as materials in

the stage of planning of systems further.

Chapter 6. Expectations

This research has provided guidelines for legislation regarding deepfake and it is
expected to be legislated without a regulatory gap. In addition, in this study,
deepfake—related statute in foreign countries are reviewed in detail, and thus, it 1s
forecast to contribute to enhancement of domestic legislation and systems. Finally, as
opinions on development of deepfake detection technology and strengthening of
remedies under statute are presented in this research, if legislation and systems are
improved in the direction suggested in this study, social side effects will be minimized

and victims will receive remedies promptly and effectively.
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Entire Face Synthesis Attribute Manipulation

A& : Ruben Tolosana, Ruben Vera—Rodriguez, Julian Fierrez, Aythami Morales, and
Javier Ortega—Garcia. “Deepfakes and beyond: A survey of face manipulation and
fake detection.” arXiv preprint arXiv:2001.00179, 2020.
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=t a2z oy, FHZoe Jeds ol&ste] AEshe Mol FE AREEAL Qi &
< 5o gHlo]la &2 F=2 o|7 EH(binary classification) 7|REC.2 o] Fo A=
), ol= 98 @7do] AA F4UA o Helo|aE 2AE JUAA F Y F
i FEehs WS Aulgit) ANk o2 W Z47te] Fef] st B

& %ol HelEE Sqsler BAE 45T 4 At vl Uk Bslolag Fo &



v G Ul AR AE vHtE Aolr] Wi g Q4 &
FRol 7158 4 9o} ol AE FaceNetd} & dF <14 <&
= HEo AL AR YETHS),

[T 2-11] &H S&(ZHot ZEE JeH(2)2 H]

- oo

Z}5 : Zhou et al. (2017)

w3t HA=A(Lip synching) & &-831 w1920 o)} A EE WE] #Al(Support Vector

Machine; SVM)eleh= 771 7|8t 94 F4 W7t Sagss ol&eh W2l 3

18) F. Schroff, D. Kalenichenko, J. Philbin: FaceNet: A unified embedding for face
recognition and clustering. CVPR 2015

19) J. S. Chung, A. Senior, O. Vinyals, A. Zisserman: Lip reading sentences in the wild.
CVPR 2017

20) S. Suwajanakorn, S. Seitz, I. Kemelmacher—Shlizerman: Synthesizing Obama: learning
lip sync from audio. ACM Transactions on Graphics (TOG), 36(4), 2017

21) D. Wen, H. Han, A. K. Jain: Face spoof detection with image distortion analysis. IEEE
Transactions on Information Forensics and Security, 10(4), 746—761, 2015



Bolola G4 AFe 2 HAE U4 GRoENE 54¢ FEeA o B
72 $UFoRA o|FolAth ol £5719] Yol N 5L Aol PR
P AT AT Sl AF AARE o§3hE AT WA vt

F& g FEoe Aol F(Siwei Lyn) w4 A7E Huo]2Z2 o] &dfo] vt

o171 gz 939 vl YA AAl(head pose)E ©]&3te] o] gido] dAvht A

o

Ao} o] AA2~2 RS SYM(MEE #E A, Support Vector Machine)< ©]&-3}
of ¥dste Mo r Haola 9dES AEstat stk
T 2E"(two—stream) A178H-E o83 Hillo|a G4 AF dagEs Ast 7

=& Stk 7 Y] 2EY Ul stue IS EFeke ZEE I gl IR
Q17 ol 7121 S, X E)Z8 ~E ™ (patch triplet stream)< |27}
2 G Wl EAlste ANA oW tE oA 7HHE ZRIA(FS 223 A
AA)) FHsl= TS Frje2), ol [28 2-12]90A $1Zo] o] FARAA] 713l

Ag TESE $ES G, ofehEe] 2t AL olnlA) el N AQ2HA 2A)

tlo

(38! 2-12] & A=2] AHYS 0I8% Lulo|3 AE YAl
~ ,/—-l o Fm:e Classification Stream’
A7 ®
%4 et gy =
[[TH ® .
ESGESYIN
J i | | e ®
7 L ' ®
\L - - )
Fusion
g Patch Triplet Streﬂm\
Steganalysis 5 i
feature  |m ¢ | || : ﬂ -*[E
extractor >

08 : a0,

A}Z: Zhou et al. (2017)

22) P. Zhou, X. Han, V. I Morariu, L. S. Davis: Two—Stream Neural Networks for
Tampered Face Detection. CVPR Workshops 2017



Haola FF4 el 22" F9 ARH Aol PojXivke el 2gtato]
CNN(AEZMG AlA" convolutional neural network; CNN)Z}F RNN(A A2 21727
Recurrent Neural Network; RNN)& &4l AR&-8t] Hufo]la 594 AEo] S3t€
AlEE REHE LS 7Isk AHRd). o] dargjFelMe (29 2-13]3) 2ol ¢
A FGR v ZEdoRRE dEs AEsia oo fXE & B ¥
Zy ol HEE 425 CNNoll 3HAA 7 429 54 HHE 2L o5 A

=

&

=)

]
2 AZBENNY 7 Alcel)o] AT 2342 B2 HFH O JAERE 5ol
AR QAR A G BRI,

[O2! 2-13] CNNZ} RNN2 AKR3Sl01 EH0|3 SYAME ZEs= L12|1ES
o

T

ret

Manipulation Detection

Preprocessing

Face Detection,
Cropping and

Manipulated/_ |
Alignment

Pristine

Z}E: Sabir et al. (2019)

pe=Ne)

off

=9 HEW 1 )& vf= 2o} (Marc Stamminger) W Q7R &= o], dFY
A FEe EAEY d#HA &L Holu xH =2 7I8ety Fx3t 55 o83}

23) E. Sabir, J. Cheng, A. Jaiswal, W. AbdAlmageed, I. Masi, P. Natarajan: Recurrent

Convolutional Strategies for Face Manipulation Detection in Videos. CVPR Workshops
2019



X (logistic regression)©]
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of HHlo]2E AEs|= st 732 2A2H 3
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v 249 9

2—-1419} 2ol 3719

SEAA HEA SR ol 534
574U ©JALL o] A (Isao Echizen) m4 A7 olA b [ ERR-EPAR-S

7@-@‘— ‘_]_7:]\:']-24 R
Ae L5 283 AR 7GR e AEE 29" (routing) 25 dh= 53
e dugEs At
[O8 2-14] Wz MEY 0|8si0 =AE SPAS AEsk= 2ol Jie
Pre- Capsule Post- o
processing —> Vo019 =% Network | processing >
R
——
Dynamic

) 2D—com->mts | routing
/ ponﬁng-blb-m‘\ Real knage

2D-conv -> stats Capsule
m'ﬁm Fake Image

2D-conv -> stats / Copmiln
‘pooling -> 1D-conv |

Z}8: Nguyen et al. (2019)

NIPS 2017

24) S. Sabour, N. Frosst, G. E. Hinton: Dynamic routing between capsules.
de oY N BE F ¢ 7P BEE AR S gtk

) AR 2 &
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29~ Idiap A4 | P. Korshunov and S, Marcel,
ded F4 Y ‘Deepfakes: a New Threat to Face
EUAE o] g3t ARE=EIQE PE2AL | Recognition? Assessment and
Kdge] A7l Detection,” arXiv preprint

(Sébastien Marcel) | arXiv:1812.08685, 2018.
F.  Matern, C. Riess, and M.
T AV, HRALE, =9 A2 e | Stamminger, “Exploiting Visual
—‘Eo<1/} ALRS wa go] wo Artifacts Fo Egposi DeepFakes and
nAe 5 55 Face Manipulations,” in Proc. IEEE
o] &3t 7 (Marc Stamminger) | Winter Applications of Computer Vision

Workshops, 2019

4
ShUF Yl
Aol & m%

(Siwei Lyu)

X. Yang, Y. Li, and S. Lyu, “Exposing
Deep Fakes Using Inconsistent Head
Poses,” in  Proc.  International
Conference on Acoustics, Speech and
Signal Processing, 2019.

gEr2 ts

S. Agarwal and H. Farid, “Protecting

d= &89 World Leaders Against Deep Fakes,”

=AY E o] &gt Y gEl= w4 | in Proc. IEEE/CVF Conference on

Fag! , Computer ~ Vision  and  Pattern
(Hany Farid) Recognition Workshops, 2019.

T. Jung, S. Kim, and K. Kim,

Az et “DeepVision:  Deepfakes  Detection

Using Human Eye Blinking Pattern,”
IEEE Access, vol. 8, pp. 83 144-83 154,
2020.

ekl
t] o] Ef o] 229
9Y9dS 183t
A |3 7
PFE e

ek

(Isao Echizen)

H. Nguyen, F. Fang, J. Yamagishi, and
I. Echizen, “Multi—task Learning For
Detecting and Segmenting Manipulated
Facial Images and Videos,” arXiv
preprint arXiv:1906.06876, 2019.
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Video Authenticator)"gh= G#|o]a 287]|&S YR o] vlo]ZAZE H|TIL of
ABAHE 28 ARlelu BT QS E48t] mitojrt 9] der 24s = &5
EE AF s AT 7 Ao T3 AF AdEHE St 7 ZgdelA o
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5 FEAelE

o] Zleole F 7k 2471 ok A ¥MAe = AR ZElzd] "Ad o
Aok JISME F71E & JEF Sk vho|A2AZE Azureo] WAHE Eolt) a4
o} AFAM e Fr=7E 2ERIA oY= o]Fshe HEHHO|HEA Fel=e} 3
A9t 7 HAle BebeA A e 02 JEHE AT 7 e ASHE Z4

HAS dAATIH, FRH=IF AFola MAHA =S AEIA w2 4

il

gt oA 54 SAEZ BAEL gelo]aY vlEE sHold FE 1o AAY &
29 E AAE AAst FEdtt o] 7lEL Ay vio]A=AZEC Responsible
Al 83} mlo]m 242X E Q) AETHER (Ethics and Effects in Engineering and Research)
A 3]9} fHste] rlo|ARAZTE XA AM LT

33. o] Y J|=2 28t Hlo[EHo[A &
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B9, Golol 9 P Jlee] WAL 93 o FAS0] 44 34 Peo)

2 GREL o183l 4RF M YL AFHE Holelo) g TE3te] AT

Of

TEdMeE 2AHA &2 9 2 SaYFE ol INGY % "ol
O~

A 1E)ES o] g3l JAFS Eshel= dlojEfu| o] 29 Ho)2¥ A A (FaceForensics++) &

AZSL glrp2o)



Ta2 Ho]AX A (FaceForensics++)2 A&Z 02 u|olE slal 1=d], 2019. 9.

A&l A3 7 Gt Eete Helol2HE A (Deep Fake Detection Dataset)
S 27} gT2n), 2020. 7. 15.90E 7)1E 712 E817) olgE g3e=Ql o)~
A|3ZE| (FaceShfter) & 2]-8-gt H|o|H28) & F7} sl AT}29).

npo]AAXE  Hte ofdlHAClHE Ads| 8del opfelHE B I/E
FaceForensics ++ : & ® &7 oJu|X] 7+A] k5 (FaceForensics++: Learning to
Detect Manipulated Facial Images— t=)'2] 37 Ho|EHAEE A18-3lo] vhEo]H T
LYk Adel 12€8E Ad 39 319744 F w1009 29 tREE A" doja
A% AYA(DFDC) HoJHAHENAN 4F HIZEE Wit

Ho]2E-2 2019. 12.5F 2020. 3.7}A] vlo]A2AZE olulE & MIT9 g5t
DFDC(The Deepfake Detection Challenge)dbe HH|o]=2 G4 7 di3E 73
AL, ti3je] AREE Hlo]Huo] 23D B SRl A" Ao Zx e Huo]a 7 &
o} A2FE320E dA I ok

& e FH s Aol F ag AFE A 20199 Celeb—DFeh= Ho]
EjHo] 25 FIHE up QU

26) A. R7ossler, D. Cozzolino, L. Verdoliva, C. Riess, J. Thies, and M. NieBner,
“FaceForensics++: Learning to Detect Manipulated Facial Images,” in Proc. IEEE/CVF
International Conference on Computer Vision, 2019.

27) https://ai.googleblog.com/2019/09/contributing—data—to—deepfake—detection.html

28) https://lingzhili.com/FaceShifterPage/

29) https://github.com/deepfakes/faceswap

30) https://www.aitimes.kr/news/articleView.html?idxno=17581

31) https://ai.facebook.com/datasets/dfdc/

32) https://github.com/selimsef/dfdc_deepfake_challenge

33) Y. Li, X. Yang, P. Sun, H. Qi, and S. Lyu, “Celeb—DF: A Large—Scale Challenging
Dataset for DeepFake Forensics,” in Proc. IEEE/CVF Conference on Computer Vision
and Pattern Recognition, 2020
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35) Adg, A8F R A BEAQ 248, , Bygdd, 2018, 12. 10.
36) https://www.sciencetimes.co.kr/news/%EB%B8%94%EB%A1%9ID%ECH%B2%B4%EC%ID%B
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37) https://ambervideo.co/#



ZFE: https://www.buzzfeed.com/

4. El#o|3 7|=0f cHst E7t

4.1. g#H0|3 7|g9 R8¢

(motion capture)®} AFH 1Y 7eS AFst 343 Fsht AEA] 3l
e 7P AHEHE wEAY, 33 29 T AP wlet sk Ads A
I, Oy wlg-9 d=S Al wijY 22 XFSAY, F3te] HgH A ¢ w)
59 Yolg 2Fst= 5o kst FejY 23S P ghedl, ol A49E |
Fo]AE o]gst] A tdstA 3L F ]l

B35 J3h =diebe] SAEE wi9E 7MY WHoE AL dete AlES
2 uAgto g ghe] JiRlstd Aa"o] e Uk s BAREY Tk

38) AZAL Y], ™AFAVE 53, 2019. 2.
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Haflol ol Wig AW=ert 7P A o] FoA e e mFEolth I 9
EU 8 #d=7h 35, 48, &5 SoM "ol el ofgA AWMz ds

stal A A,

2.0l

l"_l.,

U2 geolaz g MARAS ZetolwA] B 3 W, i) &4 AL

olE A Fo U HIaAgo, A2 Wololawg AR A S
Qo] welE g Faolt A2 el WAL Fololae] FAUY, st

H
&, B, WA, SAEAAS AR Sl Dol 4T FAH

oJFNE Tlstel Yool B A FF Ul DPUET T WEZ o]

A Ent
2.1. YRR HuHo|3 2 Y HE
2.1.1. SAZeHa =222l Hojo] EXY

EAZ (47 U.S. Code § 230. Protection for private blocking and screening of



offensive material) > Z#F AXE AAZ v JEI}T TAEHE 45 ZRE 7

Q2] Aelel Bslel s Aok

NEE EAE 7199 TLH WAL FHHT gdo] AP S WAz

2 SR AREYI} olFolA FTHEY (o).

§ 230. Protection for private blocking and screening of offensive material

(c) Protection for “Good Samaritan” blocking and screening of offensive mater
1al

(1) Treatment of publisher or speaker

No provider or user of an interactive computer service shall be treated as the publis
her or speaker of any information provided by another information content provider.
(2) Civil liability

No provider or user of an interactive computer service shall be held liable on accou
nt of—

(A) any action voluntarily taken in good faith to restrict access to or availability
of material that the provider or user considers to be obscene, lewd, lascivi
ous, filthy, excessively violent, harassing, or otherwise objectionable, wheth
er or not such material is constitutionally protected; or

(B) any action taken to enable or make available to information content provide
rs or others the technical means to restrict access to material described in
paragraph (1).

olof 2018. 4. 11. /1AL &3t (¢)(2)(A)3DE A9t AuvlH (sex trafficking
law)40) Ao o] Q=S = FAHS AlAdsta, vl #d FIHEF AFGANA

49¢ A% & A= FHEZ (e)(5)).

(

)=
243

r-{n:

39) (0)(2)(A) e ZHF 7IYolv ARAE F85 Toll id A2 T 7S A
A&l d<f(in good faith) 2 AP 0 2 (voluntarily) Fg+ EE ZX]of tjste] RIAA IS
X]X] °“"ﬂr" T ol

40) BAEAY § 230 (e)(5)9 ‘sex trafficking law'= &2kl Aviu} EX%(Allow
States and Victims to Fight Online Sex Trafficking Act)E <w]3ic}.




§ 230. Protection for private blocking and screening of offensive material

(e) Effect on other laws

(1) WA (4) =

(5) No effect on sex trafficking law

Nothing in this section (other than subsection (c)(2)(A)) shall be construed to impair
or limit—

(A) any claim in a civil action brought under section 1595 of title 18, if the conduct
underlying the claim constitutes a violation of section 1591 of that title;

(B) any charge in a criminal prosecution brought under State law if the conduct und
erlying the charge would constitute a violation of section 1591 of title 18; or

(C) any charge in a criminal prosecution brought under State law if the conduct und
erlying the charge would constitute a violation of section 2421A of title 18, and pro
motion or facilitation of prostitution is illegal in the jurisdiction where the defendan
t’s promotion or facilitation of prostitution was targeted.

Y BAEZ9H § 2307F /RAE 2018, 4. 11.3 & g 28l Auja) EXH(Allow
States and Victims to Fight Online Sex Trafficking Act)o] ¥Ha = lrHD),

<ol Aduiel EXHe 22kl Aduje] dde] o]HAE s FHFH AHIE
(interactive computer service)'®] A& =& o) gt HE = 10 o]s} A4S
of S At glom, SUE ARIAPE 22kl Adufu] &do] o]FojA= S
= AlEd 35 A giido] "ok

SAFAY N oldells, EEHA W

_lr',

FdoR et 22l vl Fand
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41) o] e TUE EE fgiFHo] MEdle FA LEHEE FHolglglen, 2018. 4.
11. Efx giE&Ho] MYsiguh. o] e ‘Stop Enabling Sex Traffickers Act

(SESTA "9} “‘Allow States and Victims to Fight Online Sex Trafficking Act (FOSTA)’
Hete] 3 g3ttt




A2 A 82 SEC. 3. (a),(b)). FeiAks SHE AFGALNAl RIAVE &
i de F7E ¢ Al vl B3 SEC. 3. (o), HeL WdEEE &

o= 7} gtk Auu] EX¥ SEC. 3. (d)).

Allow States and Victims to Fight Online Sex Trafficking Act

SEC. 2. <<NOTE: 47 USC 230 note.>> SENSE OF CONGRESS.
It is the sense of Congress that——

(1) section 230 of the Communications Act of 193442) (47 U.S.C.
230; commonly known as the * Communications Decency Act of
1996") was never intended to provide legal protection to
websites that unlawfully promote and facilitate prostitution and
websites that facilitate traffickers in advertising the sale of
unlawful sex acts with sex trafficking victims;

(2) websites that promote and facilitate prostitution have
been reckless in allowing the sale of sex trafficking victims
and have done nothing to prevent the trafficking of children and
victims of force, fraud, and coercion; and

(3) clarification of such section is warranted to ensure
that such section does not provide such protection to such
websites.

SEC. 3. PROMOTION OF PROSTITUTION AND RECKLESS DISREGARD OF SEX
TRAFFICKING.

(a) Promotion of Prostitution.——Chapter 117 of title 18, United

States Code, is amended by inserting after section 2421 the following:

“*Sec. 2421A. <<NOTE: 18 USC 2421A.>> Promotion or facilitation
of prostitution and reckless disregard of sex
trafficking

**(a) In General.——Whoever, using a facility or means of interstate

or foreign commerce or in or affecting interstate or foreign commerce,

owns, manages, or operates an interactive computer service (as such term

is defined in defined in section 230(f) the Communications Act of 1934

42) BAIEAHY




(47 U.S.C. 230(f))), or conspires or attempts to do so, with the intent
to promote or facilitate the prostitution of another person shall be
fined under this title, imprisoned for not more than 10 years, or both.

**(b) Aggravated Violation.——Whoever, using a facility or means of
interstate or foreign commerce or in or affecting interstate or foreign commerce, ow
ns, manages, or operates an interactive computer
service (as such term is defined in defined in section 230(f) the
Communications Act of 1934 (47 U.S.C. 230(f))), or conspires or attempts
to do so, with the intent to promote or facilitate the prostitution of
another person and—-—

**(1) promotes or facilitates the prostitution of 5 or more persons; or
**(2) acts in reckless disregard of the fact that such conduct contributed
to sex trafficking, in violation of 1591(a), shall be fined under this title, imprisoned f
or not more than 25 years, or both.
**(c) Civil Recovery.——Any person injured by reason of a violation
of section 2421A(b) may recover damages and reasonable attorneys' fees
in an action before any appropriate United States district court.
**(d) Mandatory Restitution.——Notwithstanding sections 3663 or 3663A
and in addition to any other civil or criminal penalties authorized by
law, the court shall order restitution for any violation of subsection
(b)(2). The scope and nature of such restitution shall be consistent
with section 2327(b).
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SEC. 2. FRAUD IN CONNECTION WITH AUDIOVISUAL RECORDS.

(a) Definitions.——In this section

(2) the term “deep fake' means an audiovisual record
created or altered in a manner that the record would falsely
appear to a reasonable observer to be an authentic record of
the actual speech or conduct of an individua
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SEC. 2. FRAUD IN CONNECTION WITH AUDIOVISUAL RECORDS.
(b) Offense.——It shall be unlawful to, using any means or
facility of interstate or foreign commerce——

**(1) create, with the intent to distribute, a deep fake
with the intent that the distribution of the deep fake would
facilitate criminal or tortious conduct under Federal, State,
local, or Tribal law; or

**(2) distribute an audiovisual record with——

**(A) actual knowledge that the audiovisual record
is a deep fake; and
**(B) the intent that the distribution of the
audiovisual record would facilitate criminal or
tortious conduct under Federal, State, local, or Tribal
law.
**(c) Penalty.——Any person who violates subsection (b) shall be——

**(1) fined under this title, imprisoned for not more than
2 years, or both; or

**(2) fined under this title, imprisoned for not more than
10 years, or both, in the case of a violation in which the
creation, reproduction, or distribution of the deep fake could
be reasonably expected to—— (

**(A) affect the conduct of any administrative,
legislative, or judicial proceeding of a Federal,
State, local, or Tribal government agency, including
the administration of an election or the conduct of
foreign relations; or

**(B) facilitate violence.
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SEC. 2. FRAUD IN CONNECTION WITH AUDIOVISUAL RECORDS.
(d) Limitations.——

**(1) In general.——For purposes of this section, a provider
of an interactive computer service shall not be held liable on
account of——

**(A) any action voluntarily taken in good faith to
restrict access to or availability of deep fakes; or

**(B) any action taken to enable or make available
to information content providers or other persons the
technical means to restrict access to deep fakes.
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SEC. 2. DEFINITIONS.

In this Act:

(1) DIGITAL CONTENT FORGERY.—The term “digital content forgery” means the
use of emerging technologies, including artificial intelligence and machine learning te
chniques, to fabricate or manipulate audio, visual, or text content with the intent to
mislead.

(2) SECRETARY.—The term “Secretary” means the Secretary of Homeland Securit

9 Mok HE F 1d o), oF wid 5 Bt HElola Ve AdEet 283
s Wkete ATARE RuAEsg, 343 AT As FallgeR s stk
(SEC. 3 (a),(c)). =B 38l7|&E . X}¢(Under Secretary for Science and
Technology)S A FEQRE A7 (Secretary of Homeland Security)©] B.iA] ZHA
FA 7 "),

SEC. 3. REPORTS ON DIGITAL CONTENT FORGERY TECHNOLOGY.

(a) In General.—Not later than 1 year after the date of enactment of this Act, and
annually thereafter for 5 years, the Secretary, acting through the Under Secretary f
or Science and Technology, shall produce a report on the state of digital content for
gery technology.

(c) Consultation And Public Hearings.—In producing each report required under subse
ction (a), the Secretary may—

(1) consult with any other agency of the Federal Government that the Secretary con
siders necessary; and

(2) conduct public hearings to gather, or otherwise allow interested parties an opport
unity to present, information and advice relevant to the production of the report.
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SEC. 3. REPORTS ON DIGITAL CONTENT FORGERY TECHNOLOGY.

(b) Contents.—Each report produced under subsection (a) shall include—

(1) an assessment of the underlying technologies used to create or propagate digital
content forgeries, including the evolution of such technologies;

(2) a description of the types of digital content forgeries, including those used to co
mmit fraud, cause harm, or violate civil rights recognized under Federal law;

(3) an assessment of how foreign governments, and the proxies and networks thereo
f, use, or could use, digital content forgeries to harm national security;

(4) an assessment of how non—governmental entities in the United States use, or cou
Id use, digital content forgeries;

(5) an assessment of the uses, applications, dangers, and benefits of deep learning te
chnologies used to generate high fidelity artificial content of events that did not occ
ur, including the impact on individuals;

(6) an analysis of the methods used to determine whether content is genuinely creat
ed by a human or through digital content forgery technology and an assessment of
any effective heuristics used to make such a determination, as well as recommendati
ons on how to identify and address suspect content and elements to provide warning
s to users of the content;

(7) a description of the technological counter—measures that are, or could be, used t
o address concerns with digital content forgery technology; and

(8) any additional information the Secretary determines appropriate.
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SEC. 2. TRANSPARENCY REQUIREMENTS.

“§ 1041. Advanced technological false personation record

(n) Definitions.

(3) DEEP FAKE.—The term ‘deep fake means any video recording, motion—pictur
e film, sound recording, electronic image, or photograph, or any technological repres
entation of speech or conduct substantially derivative thereof—

“(A) which appears to authentically depict any speech or conduct of a person who
did not in fact engage in such speech or conduct; and




“(B) the production of which was substantially dependent upon technical means, rat
her than the ability of another person to physically or verbally impersonate such per
son.
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SEC. 2. TRANSPARENCY REQUIREMENTS.
“§ 1041. Advanced technological false personation record
“(a) In General.—Except as provided in subsection (j), any person who, using any m




eans or facility of interstate or foreign commerce, produces an advanced technologic
al false personation record with the intent to distribute such record over the interne
t or knowledge that such record shall be so distributed, shall ensure such record, co
mplies with—

“(1) the watermark requirement under subsection (b); and

“(2) (A) in the case of an audiovisual record, the disclosure requirements under sub
section (c);

“(j) Exceptions.—

“(1) DISCLOSURE.—The requirements under subsections (c), (d), and (e) shall not ap
ply with respect to any advanced technological false personation record—

“(A) containing alternative disclosures regarding the falsity of the exhibited material
activities which a reasonable person would deem to be more prominent than those r
equired under subsection (c), (d), or (e), as the case may be;

“(B) during the process of producing such record, provided the ultimately distributed
record is in compliance;

“(C) which primarily contains images or sound recordings of actual persons, such as
performing artists, and have not been substantially digitally modified;

“(D) created in connection with editing a motion picture, television, music, or simila
r production or creating a derivative production thereof, the original content of whic
h was created prior to the enactment of this Act, in which the person appearing pro
vided consent to their original appearance;

“(E) appearing in a context such that a reasonable person would not mistake the fa
Isified material activity for actual material activity of the exhibited living person, suc
h as parody shows or publications, historical reenactments, or fictionalized radio, tele
vision, or motion picture programming; or

“(F) produced by an officer or employee of the United States, or under the authori
ty thereof, in furtherance of public safety or national security.

“(2) WATERMARK.—The watermark requirement under subsection (b) shall not appl
y with respect to any class of advanced technological false personation records whic
h the Attorney General determines by regulation should be excluded from such requi
rement.
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SEC. 2. TRANSPARENCY REQUIREMENTS.

“§ 1041. Advanced technological false personation record

“(b) Digital Watermark.—Any advanced technological false personation record which
contains a moving visual element shall contain an embedded digital watermark clearl
y identifying such record as containing altered audio or visual elements.

“(d) Visual Disclosure.—Any advanced technological false personation records exclusi
vely containing a visual element shall include an unobscured written statement in cle
arly readable text appearing at the bottom of the image throughout the duration of
the visual element that identifies the record as containing altered visual elements, an
d a concise description of the extent of such alteration.

“(e) Audio Disclosure.—Any advanced technological false personation records exclusi
vely containing an audio element shall include, at the beginning of such record, a cl
early articulated verbal statement that identifies the record as containing altered aud
10 elements and a concise description of the extent of such alteration, and in the ev
ent such record exceeds two minutes in length, not less than 1 additional clearly arti
culated verbal statement and additional concise description at some interval during e
ach two—minute period thereafter.
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SEC. 2. TRANSPARENCY REQUIREMENTS.

“§ 1041. Advanced technological false personation record

(f) Penalty.—

“(1) CRIMINAL PENALTY.—

“(A) FAILURE TO DISCLOSE.—Whoever knowingly violates subsection (a)—

“(1) with the intent to humiliate or otherwise harass the person falsely exhibited, pr
ovided the advanced technological false personation record contains sexual content of
a visual nature and appears to feature such person engaging in such sexual acts or
in a state of nudity;
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“(ii) with the intent to cause violence or physical harm, incite armed or diplomatic
conflict, or interfere in an official proceeding, including an election, provided the ad
vanced technological false personation record did in fact pose a credible threat of in
stigating or advancing such;

“(iii) in the course of criminal conduct related to fraud, including securities fraud a
nd wire fraud, false personation, or identity theft; or

“(iv) by a foreign power, or an agent thereof, with the intent of influencing a dom
estic public policy debate, interfering in a Federal, State, local, or territorial election,
or engaging in other acts which such power may not lawfully undertake;

shall be fined under this title, imprisoned for not more than 5 years, or both.
“(B) ALTERING DISCLOSURES.—Whoever knowingly alters an advanced technologica
| false personation record to remove or meaningfully obscure the disclosures required
under subsection (a) with the intent to distribute such altered record and—
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SEC. 2. TRANSPARENCY REQUIREMENTS.

“§ 1041. Advanced technological false personation record

(f) Penalty.—

(2) CIVIL PENALTY.—

“(A) FAILURE TO DISCLOSE.—Any person who violates subsection (a) shall be subje
ct to a civil penalty of up to $150,000 per record or alteration, as well as appropriat
e Injunctive relief.

“(B) ALTERING DISCLOSURES.—Any person who alters an advanced technological fa
Ise personation record to remove or meaningfully obscure the disclosures required un
der subsection (a) with the intent to distribute such altered record shall be subject t
0 a civil penalty of up to $150,000 per record or alteration, as well as appropriate i




njunctive relief.
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SEC. 2. TRANSPARENCY REQUIREMENTS

“§ 1041. Advanced technological false personation record

“(g) Private Right Of Action.—

“(1) IN GENERAL.—Any living individual or affiliated corporate or other entity who
has been exhibited as engaging in falsified material activity in an advanced technolo
gical false personation record may bring a civil action before the appropriate Federa
| district court for damages under paragraph (2) and injunctive relief under paragrap
h (3) against a person who violates subsection (a) or alters an advanced technologica
| false personation record to remove or meaningfully obscure the disclosures required
under subsection (a).

“(2) DAMAGES.—Damages shall consist of the greater of—

“(A) actual damages suffered by the living person or the affiliated corporation or e
ntity, and any additional substantially derivative profits of the person who violated su




bsection (a) or altered an advanced technological false personation record to remove
or meaningfully obscure the disclosures required under subsection (a);

“(B) $50,000 per record, if the living person or affiliated corporation or entity exper
lenced a perceptible individual harm or faced a tangible risk of experiencing such;
“(C) $100,000 per record, if the living person or affiliated corporation or entity exp
erienced a perceptible individual harm or faced a tangible risk of experiencing such
and the record purported to depict extreme or outrageous conduct by the living pers
on; or

“(D) $150,000 per record, if the advanced technological false personation record con
tains explicit sexual content of a visual nature intended to humiliate or otherwise ha
rass the person falsely depicted as engaging in such sexual acts or in a state of nud
1ty.
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SEC. 2. TRANSPARENCY REQUIREMENTS

“§ 1041. Advanced technological false personation record

“(k) Advisory Opinions, Waiver, And Standards.—

“(1) ADVISORY OPINIONS.—The Attorney General shall—

“(A) establish a process by which any producer of audio, visual, or audiovisual cont
ent may seek an advisory opinion regarding the legality of their proposed production
under this section;

(3) WATERMARK STANDARDS.—Not later than 1 year after the date of enactment o




f this section, the Attorney General shall issue rules governing the technical specific
ations of the digital watermarks required under subsection (b) which stall include, if
such is determined appropriate, a requirement for such watermarks to contain embed
ded metadata.

“(0) Reports.—The Attorney General, in coordination with other relevant Federal ag
encies, shall submit a report to Congress 5 years after the date of enactment of thi
s section, and 5 years thereafter, describing trends related to prosecutions and civil
penalties pursued under this section, and recommending any updates to this section
necessitated by the emergence of new technologies.
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SEC. 8. CONGRESSIONAL NOTIFICATION.

The Secretary of Homeland Security, on no less than an annual basis, shall provide t
he Committee on Homeland Security of the House of Representatives and the Commi
ttee on Homeland Security and Governmental Affairs of the Senate with a classified
written notification and, upon request, a briefing regarding any known attempts of f
oreign states to use deep fake technology to influence or otherwise interfere in an
official proceeding within the United States, including an election.
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SEC. 7. DETECTION OF DEEP FAKES.

(a) Establishment Of Task Force.—The Secretary of Homeland Security, in coordinatio
n with the heads of other relevant Federal elements, shall establish a task force wit
hin the Science and Technology Directorate, hereinafter referred to as the Deep Fak
es Task Force, to—

(1) advance efforts of the United States Government to combat the national security
implications of deep fakes;

(2) as appropriate, research and develop technologies to detect, or otherwise counter
and combat, deep fakes and other advanced image manipulation methods and disting
uish such deep fakes or related forgeries from legitimate audiovisual recordings or vi
sual depictions of actual events;




(3) provide support, both administrative and scientific, to other Federal elements rese
arching such technologies;

(4) encourage efforts of the United States Government to adopt such technology; an
d

(5) facilitate discussion and appropriate cooperation between the United States Gover
nment and relevant private sector technology enterprises or other nongovernmental
entities, including academic and research institutions, regarding the identification of d
eep fakes or other advanced image manipulation methods.

(b) Private Sector Collaboration.—In the event the United States Government develop
s technology to reliably detect deep fakes and distinguish such from legitimate audio
visual recordings or visual depictions of actual events, the President shall, unless he
determines such is contrary to the national interests of the United States, endeavor t
o make such technology available to appropriate United States private sector internet
platforms, including social networks.

(c) Annual Report.—Not later than one year after the date of the enactment of this
Act and annually thereafter for a period of five years, the Secretary of Homeland S
ecurity shall submit an unclassified report, which may however contain a classified a
nnex, to the Committee on Homeland Security of the House of Representatives and t
he Committee on Homeland Security and Governmental Affairs of the Senate describi
ng—

(1) the activities of the Task Force;

(2) as appropriate, technological progress related to the detection of deep fakes;
(3) new developments related to the national security threat posed by deep fakes or
related image manipulation technologies, which shall include a description of any effo
rts of the Russian Federation and the People’s Republic of China, and such other s
tates or groups as the Attorney General determines appropriate, to distribute unlawf
ul deep fakes in the United States or other democracies; and

(4) related efforts of the United States to combat and counter deep fakes or related
image manipulation technologies.

(d) Definition.—The term “deep fake” shall have the meaning given such term in
section 1041 of title 18, United States Code, as added by section 2 of this Act.
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PURPOSE OF BILL

To create a right of publicity for deceased individuals and a registry to publicly post
such interests upon thereby giving notice to people who may seek to use an individu
al's right of publicity in New York State for advertising purposes, or for the purpose
s of trade. In addition this bill addresses the ability of technology to create digital a
vatars and makes regulations regarding their use.
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§ 50. Definitions.

For the purposes of sections fifty—f, fifty—g, fifty—h, fifty—1 and fifty—one of this artic
le, the following terms shall have the following meanings:

2. "Digital replica" means a computer—generated or electronic reproduction of a livin
g or deceased individual's likeness or voice that realistically depicts the likeness or v
oice of the individual being portrayed. A digital replica is included within an individu
al's portrait.

§ 51. Action for injunction and for damages.

3. Digital replica for purposes of trade in an expressive work.

(a) Use of a digital replica, as defined in subdivision two of section fifty of this artic
le, of an individual shall constitute a violation if done without the consent of the ind
ividual if the use is:

(i) in a scripted audiovisual or audio work, or in a live performance of a dramatic w
ork, in a manner that is intended to create, and that does create, the clear impressi
on that the individual represented by the digital replica is performing, the activity fo
r which he or she is known, in the role of a fictional character; or

(ii) in a performance of a musical work, in a manner that is intended to create, and
that does create, the clear impression that the individual represented by the digital r
eplica is performing, the activity for which he or she is known, in such musical wor
k; or

(iii) in an audiovisual work, in a manner that is intended to create, and that does cr
eate, the clear impression that the athlete represented by the digital replica is engag
ing in an athletic activity for which he or she is known.




(b) Consent for the use of the digital replica of an individual as provided in the pro
visions of this article shall not be required if such use is:

(i) for purposes of parody, satire, commentary, or criticism;

(ii) in a work of political, public interest, or newsworthy value, or similar work, inclu
ding a documentary, regardless of the degree of fictionalization in the work; or
(ili) de minimis or incidental.
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§ 51. Action for injunction and for damages.

4. Digital replica use in a pornographic work.

Use of a digital replica of an individual shall constitute a violation if done without th
e consent of the individual if the use is in an audiovisual pornographic work in a m
anner that is intended to create and that does create the impression that the individ
ual represented by the digital replica is performing. Nothing in this section shall limit
any other rights the individual may have against any party relating to such pornogra
phic work.
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§ 51. Action for injunction and for damages.

6. Action for injunction and for damages.

Any person whose persona is used within this state for advertising purposes, for the
purposes of trade without the written consent first obtained as provided in the provi
sions of this article is entitled to maintain an equitable action in the supreme court
of this state against the person so using his or her persona, to prevent and restrain
the use thereof; and may also sue and recover damages for any injuries sustained in
cluding an amount equal to the greater of seven hundred fifty dollars or compensato
ry damages by reason of such use and if the defendant shall have knowingly used s
uch person's persona in such manner as is forbidden or declared to be unlawful by
the provisions of this article relating to the right of privacy or the right of publicity,




the finder of fact, in its discretion, may award exemplary damages. A violation of an
individual's right of privacy or right of publicity may occur without regard to whethe
r the use or activity is 30 for profit or not—for—profit.
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Section 1. The civil rights law is amended by adding a new section 50—f to read as
follows:

§ 50—f. Right of publicity. 1. For purposes of this section:

()

c. "digital replica" means a newly created, original, computer—generated, electronic p
erformance by an individual in a separate and newly created, original expressive sou
nd recording or audiovisual work in which the individual did not actually perform, th
at 1s so realistic that a reasonable observer would believe it is a performance by th
e individual being portrayed and no other individual. A digital replica does not includ
e the electronic reproduction, computer generated or other digital remastering of an
expressive sound recording or audiovisual work consisting of an individual's original o
r recorded performance, nor the making or duplication of another recording that con
sists entirely of the independent fixation of other sounds, even if such sounds imitat
e or simulate the voice of the individual.
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Section 1. The civil rights law is amended by adding a new section 50—f to read as
follows:
§ 50—f. Right of publicity. 1. For purposes of this section:




)
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Any person who uses a deceased performer's digital replica in a scripted audiovis
ual work as a fictional character or for the live performance of a musical work shal
1 be liable for any damages sustained by the person or persons injured as a result t
hereof if the use occurs without prior consent from the person or persons in subdivi
sion four of this section, if the use is likely to deceive the public into thinking it wa
s authorized by the person or persons specified in subdivision four of this section. A
use shall not be considered likely to deceive the public into thinking it was authorize
d by the person or persons specified in subdivision four of this section if the person
making such use provides a conspicuous disclaimer in the credits of the scripted audi
ovisual work, and in any related advertisement in which the digital replica appears, s
tating that the use of the digital replica has not been authorized by the person or p
ersons specified in subdivision four of this section.

()

9. Nothing in this section shall apply to the owners or employees of any medium use
d for advertising, including, but not limited to, newspapers, magazines, radio and tele
vision networks and stations, cable television systems, billboards, and transit advertise
ments, by whom any advertisement or solicitation in violation of this section is publis
hed or disseminated, unless it is established that the owners or employees had actual
knowledge by prior notification of the unauthorized use of the deceased performer's
digital replica or deceased personality's name, voice, signature, photograph, or likene
ss as prohibited by this section.
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b.
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Section 1. The civil rights law is amended by adding a new section 50—f to read as
follows:

§ 52—c. Private right of action for unlawful dissemination or publication of a sexuall
y explicit depiction of an individual. 1. For the purposes of this section:

a. "depicted individual" means an individual who appears, as a result of digitization,
to be giving a performance they did not actually perform or to be performing in a
performance that was actually performed by the depicted individual but was subsequ
ently altered to be in violation of this section.

b. "digitization" means to realistically depict the nude body parts of another human
being as the nude body parts of the depicted individual, computer—generated nude b
ody parts as the nude body parts of the depicted individual or the depicted individua
| engaging in sexual conduct, as defined in subdivision ten of section 130.00 of the p
enal law, in which the depicted individual did not engage.

()

e. "sexually explicit material" means any portion of an audio visual work that shows
the depicted individual performing in the nude, meaning with an unclothed or expose
d intimate part, as defined in section 245.15 of the penal law, or appearing to engag
e in, or being subjected to, sexual conduct, as defined in subdivision ten of section 1
30.00 of the penal law.

()
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Section 1. The civil rights law is amended by adding a new section 50—f to read as
follows:

§ 52—c. Private right of action for unlawful dissemination or publication of a sexuall
y explicit depiction of an individual. 1. For the purposes of this section:




3. a. A depicted individual may only consent to the creation, disclosure, disseminatio
n, or publication of sexually explicit material by knowingly and voluntarily signing an
agreement written in plain language that includes a general description of the sexual
ly explicit material and the audiovisual work in which it will be incorporated.
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Section 1. The civil rights law is amended by adding a new section 50—f to read as
follows:

§ 52—c. Private right of action for unlawful dissemination or publication of a sexuall
y explicit depiction of an individual. 1. For the purposes of this section:

4. a. A person is not liable under this section if:

1. the person discloses, disseminates or publishes the sexually explicit material in the
course of reporting unlawful activity, exercising the person's law enforcement duties,
or hearings, trials or other legal proceedings; or

ii. the sexually explicit material is a matter of legitimate public concern, a work of p
olitical or newsworthy value or similar work, or commentary, criticism or disclosure t
hat is otherwise protected by the constitution of this state or the United States; prov
ided that sexually explicit material shall not be considered of newsworthy value solel
y because the depicted individual is a public figure.

()
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Virginia Code Title 18.2 Crimes and Offenses Generally
§18.2—386.2.

A. Any person who, with the intent to coerce, harass, or intimidate, maliciously disse
minates or sells any videographic or still image created by any means whatsoever, in
cluding a falsely created videographic or still image, that depicts another person who
is totally nude, or in a state of undress so as to expose the genitals, pubic area, but
tocks, or female breast, where such person knows or has reason to know that he is
not licensed or authorized to disseminate or sell such videographic or still image is g
uilty of a Class 1 misdemeanor. For purposes of this subsection, “another person”
includes a person whose image was used in creating, adapting, or modifying a videog
raphic or still image with the intent to depict an actual person and who is recogniza
ble as an actual person by the person's face, likeness, or other distinguishing charac

teristic.
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B. If a person uses services of an Internet service provider, an electronic mail servi
ce provider, or any other information service, system, or access software provider th
at provides or enables computer access by multiple users to a computer server in co
mmitting acts prohibited under this section, such provider shall not be held responsib
le for violating this section for content provided by another person.
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ELECTION CODE

TITLE 15. REGULATING POLITICAL FUNDS AND CAMPAIGNS

CHAPTER 255. REGULATING POLITICAL ADVERTISING AND CAMPAIGN COMMUNIC
ATIONS

Sec. 255.004. TRUE SOURCE OF COMMUNICATION.

51) Texas Penal Code, Title 3., Chapterl2, Subchapter B, Section 12.21.

CLASS A MISDEMEANOR. An individual adjudged guilty of a Class A misdemeanor shall be
punished by:

(1) a fine not to exceed $4,000;

(2) confinement in jail for a term not to exceed one year; or

(3) both such fine and confinement.




(a) A person commits an offense if, with intent to injure a candidate or influence t
he result of an election, the person enters into a contract or other agreement to pri
nt, publish, or broadcast political advertising that purports to emanate from a source
other than its true source.

(b) A person commits an offense if, with intent to injure a candidate or influence th
e result of an election, the person knowingly represents in a campaign communicatio
n that the communication emanates from a source other than its true source.

(c) An offense under this section is a Class A misdemeanor.

(d) A person commits an offense if the person, with intent to injure a candidate or i
nfluence the result of an election:

(1) creates a deep fake video; and

(2) causes the deep fake video to be published or distributed within 30 days of an e
lection.

(e) In this section, "deep fake video" means a video, created with the intent to dece
ive, that appears to depict a real person performing an action that did not occur in

reality.
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SECTION 1. Chapter 266 of the General Laws is hereby amended by inserting after
section 37E the following section:—

Section 37E 1/2.

(a)As used in this section, the following words shall have the following meaning unle
ss the context clearly requires otherwise:

“Audiovisual record,” any audio or visual media in an electronic format and includ
es any photograph, motion—picture film, video recording, electronic image, or sound r
ecording.

“Deep fake”, an audiovisual record created or altered in a manner that the record
would falsely appear to a reasonable observer to be an authentic record of the actu
al speech or conduct of an individual.
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SECTION 1. Chapter 266 of the General Laws is hereby amended by inserting after
section 37E the following section:—




Section 37E 1/2.

(b) Whoever (1), creates, with the intent to distribute, a deep fake and with the inte
nt that the distribution of the deep fake would facilitate criminal or tortious conduct,
or (2) distributes an audiovisual record with actual knowledge that the audiovisual re
cord is a deep fake and with the intent that the distribution of the

audiovisual record would facilitate criminal or tortious conduct shall be guilty of the
crime of identity fraud and shall be punished by a fine of not more than $5,000 or i
mprisonment in a house of correction for not more than two and one—half years, or
by both such fine and imprisonment. No person shall be held liable under this sectio
n for any activity protected by the Massachusetts Constitution or by the First Amend
ment to the Constitution of the United States.
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(SECTION 1. 1708.86.(e))56).

SECTION 1. Section 1708.86 is added to the Civil Code, to read:

1708.86.

(e) (1) A prevailing plaintiff who suffers harm as a result of the violation of subdivis
ion (b) may recover any of the following:

(A) An amount equal to the monetary gain made by the defendant from the creatio
n, development, or disclosure of the sexually explicit material.

(B) One of the following:

(i) Economic and noneconomic damages proximately caused by the disclosure of the
sexually explicit material, including damages for emotional distress.

(ii) Upon request of the plaintiff at any time before the final judgment is rendered,
the plaintiff may instead recover an award of statutory damages for all unauthorized
acts involved in the action, with respect to any one work, as follows:

(I) A sum of not less than one thousand five hundred dollars ($1,500) but not more t
han thirty thousand dollars ($30,000).

(II) If the unlawful act was committed with malice, the award of statutory damages
may be increased to a maximum of one hundred fifty thousand dollars ($150,000).
(C) Punitive damages.

(D) Reasonable attorney’s fees and costs.

(E) Any other available relief, including injunctive relief.

(2) The remedies provided by this section are cumulative and shall not be construed
as restricting a remedy that is available under any other law.
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SEC. 4. Section 20010 is added to the Elections Code, to read:

20010. (a) Except as provided in subdivision (b), a person, committee, as defined in S
ection 82013 of the Government Code, or other entity shall not, within 60 days of a
n election at which a candidate for elective office will appear on the ballot, distribut
e, with actual malice, materially deceptive audio or visual media, as defined in subdi
vision (e), of the candidate with the intent to injure the candidate’s reputation or t
o deceive a voter into voting for or against the candidate.

(d)

(4) This section does not apply to an internet website, or a regularly published news
paper, magazine, or other periodical of general circulation, including an internet or e
lectronic publication, that routinely carries news and commentary of general interest,
and that publishes materially deceptive audio or visual media prohibited by this secti
on, if the publication clearly states that the materially deceptive audio or visual medi
a does not accurately represent the speech or conduct of the candidate

o] Wete 'EAZA o7 7|uAel or]e e AlZHE wyo](materially deceptive
audio or visual media)'EH= 8015 AM&3ld, FHA 9, A = PFo] o|u]x
e HYL 5024 IR AAY Hole5 sto], FejHQl Ao R stojg
& ofdf Ee S 2EE s, e or A AL udda Ak v

(SEC.4. 20010.(e)).

SEC. 4. Section 20010 is added to the Elections Code, to read:

20010.

(e) As used in this section, “materially deceptive audio or visual media’” means an
image or an audio or video recording of a candidate’s appearance, speech, or cond
uct that has been intentionally manipulated in a manner such that both of the follo
wing conditions are met:




(1) The image or audio or video recording would falsely appear to a reasonable pers
on to be authentic.

(2) The image or audio or video recording would cause a reasonable person to have
a fundamentally different understanding or impression of the expressive content of t
he image or audio or video recording than that person would have if the person we
re hearing or seeing the unaltered, original version of the image or audio or video r
ecording.

T4 FRAE A7 #bste "ol 2”2 AR Hge Ee] ol tH(This
picture is not an accurate representation of fact)."8F= A1 BEAIQlo] 'AA| ¢t F
(actual malice)' AA #A § #Ho|2E wiEs= 7HQ e DA thsto, i =
29 AA, wiE, BES AR 7HE B YA sAEES AFE AL, WAt

2 Ea T E & 4 HH(SEC.3. 20010.(b)).
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2020. 1. 16. WiZH= F= | so]aol] Bgh /A dAR -] A A5 -
o]z AF&-(Election Law — Online Campaign Material — Use of Deepfakes)'58)<
LG, 2020. 2. 6. FEI7F IFHN o, A V)ANRE H7]H I

o] Mgk HuolaY] AYE 'O AH Azl #g AolAY, @ HFH A &
ZEJo}(computer—generated software)oll 93] 73 T+ HAHAY, © 73 =+
HAHA ¥ 2 BAL 4, Be 9A4E BARK eUQ =I5 HHL H5Ab

Zloletar Astal AtH(13-401.1(A).(2)).

N

13-401.1.
INDICATED.
(2) “DEEPFAKE” MEANS AN AUDIO RECORDING, A VIDEO RECORDING, OR A P

58) https://www.billtrack50.com/BillDetail/1174065




HOTOGRAPH THAT:

(I) IS CAMPAIGN MATERIAL

(II) IS ENHANCED OR OTHERWISE ALTERED BY COMPUTER-GENERATED SOFTWA
RE AND

(II1) DEPICTS AN ACTION, A SOUND, OR A VOCALIZATION THAT DID NOT OCCUR
AS ENHANCED OR OTHERWISE ALTERED.

o] Hete AAYNZEE 90Y o] (Within 90 days before an election)dl] &&}<l

of Gujo]a2E AM, WiEZFo=N S 54 Fuo| tist Fishs Aol u
A2 JFE PAAY P HE AL FAE JTH13-401.1(C)(1)). tir 249 =
54 4
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(13-401.1(C)(2)).

13-401.1.

(C) (1) EXCEPT AS PROVIDED IN PARAGRAPH (2) OF THIS SUBSECTION, A PERSO
N SUBJECT TO THIS SECTION MAY NOT WILLFULLY OR KNOWINGLY INFLUENCE
OR ATTEMPT TO INFLUENCE A VOTER’'S DECISION TO GO TO THE POLLS OR
TO CAST A VOTE FOR A PARTICULAR CANDIDATE BY PUBLISHING, DISTRIBUTIN
G, OR DISSEMINATING A DEEPFAKE ONLINE WITHIN 90 DAYS BEFORE AN ELECT
ION.

(2) PARAGRAPH (1) OF THIS SUBSECTION DOES NOT APPLY TO A PERSON WHO
DISCLOSES, IN' A CLEAR AND CONSPICUOUS MANNER AT THE BEGINNING OF TH
E AUDIO RECORDING OR VIDEO RECORDING OR ON THE PHOTOGRAPH:

13-4011% S19slo] 83 FABAL e 49, 500089 olste] Wg Et 1

Wy olale] A Asd 4 Arh(13-602(b) (1) (ID).

59) gutdoz MdAY(election day)e] 552 ‘the day when people vote in an election’
o, AAYL FIEYF TYg n|E A Eh




13-602.

(b) A person who violates this section is guilty of a misdemeanor and on conviction i
S.

(1) (II) FOR A VIOLATION RELATED TO § 13-401.1 OF THIS SUBTITLE, SUBJECT
TO A FINE NOT EXCEEDING $5,000 OR IMPRISONMENT NOT EXCEEDING 1 YEAR
OR BOTH AND

227. OJAIZL F

AR = gulo]anks 93 Beks ot AL ofH 7]Ee] AW FAPE
AIHEEAY'S Fall Hullo|a2E qrAlstar Stk AlelWAEAHS wl= mAzt
Z &% (The Michigan Penal Code (Excerpt)Act 328 of 1931)60) Wol I+ A750.411s
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3 QTHAI750.411s% (1)), ol Aol &1 19] A A7 ETHEH (8)(1)).

o e

oll

THE MICHIGAN PENAL CODE (EXCERPT)
Act 328 of 1931

750.411s Posting message through electronic medium; prohibitions; penalty; exceptions;
definitions.
Sec. 411s.
(1) A person shall not post a message through the use of any medium of communica
tion, including the internet or a computer, computer program, computer system, or ¢
omputer network, or other electronic medium of communication, without the victim's
consent, if all of the following apply:
(a) The person knows or has reason to know that posting the message could cause 2
or more separate noncontinuous acts of unconsented contact with the victim.
(b) Posting the message is intended to cause conduct that would make the victim fe

60) A750.411s27} g W= wARE = Y-S 1931 AF= AT




el terrorized, frightened, intimidated, threatened, harassed, or molested.

(c) Conduct arising from posting the message would cause a reasonable person to su
ffer emotional distress and to feel terrorized, frightened, intimidated, threatened, har
assed, or molested.

(d) Conduct arising from posting the message causes the victim to suffer emotional d
istress and to feel terrorized, frightened, intimidated, threatened, harassed, or molest
ed.

(8) As used in this section:

(i) "Post a message" means transferring, sending, posting, publishing, disseminating, o
r otherwise communicating or attempting to transfer, send, post, publish, disseminate,
or otherwise communicate information, whether truthful or untruthful, about the victi
m.

A750.411s% A(1) A SR8t PAE 3 7eiaks 21 ofske] Ao = 5,000
g olate] HEFd AfAH (Y (1)), Hde 3H fve= st FaRES
Hko xlghof| Al F(state) T=E AWAR S (a local unit of governmnet)ol st &
Hevto g Qlate] LA WS AReles W 4 vk rAgstal ok(EH
(4)). 9, 9 He Q=2 == AXNE wARAY 54 SAS A Xk, AHE
Ato] R A% Aupske WA AlEshs Bl Be HAFH WELA Mulx

AedAel tstel= Ade =4 Fet(EH (3)).

THE MICHIGAN PENAL CODE (EXCERPT)
Act 328 of 1931

(2) A person who violates subsection (1) is guilty of a crime as follows:
(a) Except as provided in subdivision (b), the person is guilty of a felony punishable
by imprisonment for not more than 2 years or a fine of not more than $5,000.00, or
both.
(b) A¥=F
(3) This section does not apply to an internet or computer network service provider
who in good faith, and without knowledge of the specific nature of the message pos
ted, provides the medium for disseminating information or communication between p
ersons.




(4) The court may order a person convicted of violating this section to reimburse thi
s state or a local unit of government of this state for the expenses incurred in relat
ion to the violation in the same manner that expenses may be ordered to be reimbu
rsed under section 1f of chapter IX of the code of criminal procedure, 1927 PA 175,
MCL 769.1f..
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Zae ARz YA B3 2018, 12. 22, HE A2018-12025 FRHZZ YA
(LOI n°® 2018—-1202 du 22 decempre 2018 relative a la lutte contre la manipulation
de l'information)652 A A5} th.

e 9 ARZAYAYES Sl AAHA(Code électoral)66)S 7 sHAT A
717 b 2l FUE AR 33Ad ERY dEE JEIE =] FarH|o
e ARE 22 FHE o] &l A AFstedok ghk(Article L 163-1). ©]5 9wt

e A w1 19 = H3F 753 f2ol X3cHArticle L112).

Code électoral
Article L163—1.
Pendant les trois mois précédant le premier jour du mois d'élections générales et jus
qu'a la date du tour de scrutin ou celles—ci sont acquises, les opérateurs de platefor
me en ligne au sens de l'article L. 111—7 du code de la consommation dont 1'activité
dépasse un seuil déterminé de nombre de connexions sur le territoire frangais sont t
enus, au regard de l'intérét général attaché a l'information éclairée des citoyens en
période électorale et a la sincérité du scrutin :

1° De fournir a l'utilisateur une information loyale, claire et transparente sur l'ide
ntité de la personne physique ou sur la raison sociale, le siége social et I'objet social
de la personne morale et de celle pour le compte de laquelle, le cas échéant, elle a
déclaré agir, qui verse a la plateforme des rémunérations en contrepartie de la pro
motion de contenus d'information se rattachant & un débat d'intérét général ;

2° De fournir a l'utilisateur une information loyale, claire et transparente sur 1'utili
sation de ses données personnelles dans le cadre de la promotion d'un contenu d'inf
ormation se rattachant a un débat d'intérét général ;

3° De rendre public le montant des rémunérations recues en contrepartie de la pr
omotion de tels contenus d'information lorsque leur montant est supérieur a un seuil
déterminé.

Ces informations sont agrégées au sein d'un registre mis a la disposition du public
par voie électronique, dans un format ouvert, et réguliérement mis & jour au cours

65) https://www.legifrance.gouv.fr/download/pdf?id=6—-nJtAIQpD8 —Ugn4wumM7q3PzX

vh2U2x_naRfEud_Wg=
66) https://www.legifrance.gouv.fr/codes/texte_Ic/LEGITEXT000006070239/2020—09~17/




de la période mentionnée au premier alinéa du présent article.

Les modalités d'application du présent article sont définies par décret.

Article L112

Toute infraction aux dispositions de 'article L. 163—1 est punie d'un an d'emprisonne
ment et de 75 000 € d'amende.

Les personnes morales déclarées responsables pénalement, dans les conditions prévue
s a l'article 121—2 du code pénal, de l'infraction définie au premier alinéa du présen
t article encourent, outre 1'amende suivant les modalités prévues a l'article 13138 d
u méme code, les peines prévues aux 2° et 9° de l'article 131—39 dudit code. L'int
erdiction prévue au 2° du méme article 131—39 est prononcée pour une durée de ci
nq ans au plus et porte sur l'activité professionnelle dans l'exercice ou a l'occasion
de laquelle l'infraction a été commise.

Code électoral

Article L163-2

[.—Pendant les trois mois précédant le premier jour du mois d'élections générales et j
usqu'a la date du tour de scrutin ou celles—ci sont acquises, lorsque des allégations o
u imputations inexactes ou trompeuses confiance dans I'économie numérique ou, a d
éfaut, a toute personne mentionnée au 1 du méme I toutes mesures proportionnées
et nécessaires pour faire cesser cette diffusion.

II.—Le juge des référés se prononce dans un délai de quarante—huit heures a compt
er d'un fait de nature a altérer la sincérité du scrutin a venir sont diffusées de man
iére délibérée, artificielle ou automatisée et massive par le biais d'un service de co
mmunication au public en ligne, le juge des référés peut, a la demande du ministére
public, de tout candidat, de tout parti ou groupement politique ou de toute personne
ayant intérét a agir, et sans préjudice de la réparation du dommage subi, prescrire a
ux personnes physiques ou morales mentionnées au 2 du I de l'article 6 de la loi
n° 2004-575 du 21 juin 2004 pour la de la saisine.

En cas d'appel, la cour se prononce dans un délai de quarante—huit heures & compt




er de la saisine.
III.-Les actions fondées sur le présent article sont exclusivement portées devant un
tribunal de grande instance et une cour d'appel déterminés par décret.

HAERZANAH S HEFAA] &3 1986. 9. 30. WHE A86—1067=(LOI n°
86—1067 du 30 septembre 1986 relative a la liberte de communication)67)-& 7§33}
oh 9l ol w4 @ FUER A7 5 AAXAARA GEH B9, R4
591€3](Conseil superieur de l'audiovisuel) = £=2] SAE WAY )=o) g3z
atoll e Wl AR o dide]l He e Ee dyuld AHl2= fEE

Zoe = AoH(Article 33-1-1).

Loi n° 86—1067 du 30 septembre 1986 relative a la liberté de communication
Article 33—-1-1

Pendant les trois mois précédant le premier jour du mois de l'élection du Président d
e la République, des élections générales des députés, de I'élection des sénateurs, de
'élection des représentants au Parlement européen et des opérations référendaires,
et jusqu'a la date du tour de scrutin ol ces élections sont acquises, le Conseil supéri
eur de l'audiovisuel, s'il constate que le service ayant fait 1'objet d'une convention ¢
onclue avec une personne morale controlée, au sens de l'article L. 233—3 du code de
commerce, par un Etat étranger ou placée sous l'influence de cet Etat diffuse, de f
acon délibérée, de fausses informations de nature a altérer la sincérité du scrutin, p
eut, pour prévenir ou faire cesser ce trouble, ordonner la suspension de la diffusion
de ce service par tout procédé de communication électronique jusqu'a la fin des opé
rations de vote.

HA Article L 16310l 749 2191 ZHE SGAZ 1o
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LOI n° 2018—-1202 du 22 décembre 2018 relative a la lutte contre la manipulation d
e l'information

Article 11

I. — Les opérateurs de plateforme en ligne mentionnés au premier alinéa de l'article
L. 163—1 du code électoral mettent en ceuvre des mesures en vue de lutter contre |
a diffusion de fausses informations susceptibles de troubler 1'ordre public ou d'altérer
la sincérité d'un des scrutins mentionnés au premier alinéa de l'article 33—1—1 de la
loi n° 86—1067 du 30 septembre 1986 relative a la liberté de communication.

Ils mettent en place un dispositif facilement accessible et visible permettant a leurs
utilisateurs de signaler de telles informations, notamment lorsque celles—ci sont issues
de contenus promus pour le compte d'un tiers.

Ils mettent également en ceuvre des mesures complémentaires pouvant notamment p
orter sur -

1° La transparence de leurs algorithmes ;

2° La promotion des contenus issus d'entreprises et d'agences de presse et de servi
ces de communication audiovisuelle ;

3° La lutte contre les comptes propageant massivement de fausses informations ;
4° L'information des utilisateurs sur l'identité de la personne physique ou la raison
sociale, le siége social et 1'objet social des personnes morales leur versant des rémun
érations en contrepartie de la promotion de contenus d'information se rattachant a u
n débat d'intérét général ;

5° L'information des utilisateurs sur la nature, l'origine et les modalités de diffusion
des contenus ;

6° L'éducation aux médias et a l'information.

Ces mesures, ainsi que les moyens qu'ils y consacrent, sont rendus publics. Chaque o
pérateur adresse chaque année au Conseil supérieur de l'audiovisuel une déclaration




dans laquelle sont précisées les modalités de mise en ceuvre desdites mesures.
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Loi n° 86—1067 du 30 septembre 1986 relative a la liberté de communication
Article 17-2

Créé par LOI n°2018—1202 du 22 décembre 2018 — art. 12

Le Conseil supérieur de 'audiovisuel contribue & la lutte contre la diffusion de fauss
es informations susceptibles de troubler 1'ordre public ou de porter atteinte a la sinc
érité d'un des scrutins mentionnés au premier alinéa de l'article 33—1—1 de la présen
te loi. En cas de nécessité, il adresse, a ce titre, aux opérateurs de plateforme en li
gne mentionnés au premier alinéa de l'article L. 163—1 du code électoral des recom
mandations visant 4 améliorer la lutte contre la diffusion de telles informations. Il s'a
ssure du suivi de 1l'obligation pour les opérateurs de plateforme en ligne de prendre
les mesures prévues a l'article 11 de la loi n° 2018—1202 du 22 décembre 2018 rela
tive a la lutte contre la manipulation de l'information. Il publie un bilan périodique d
e leur application et de leur effectivité. A cette fin, il recueille auprés de ces opéra
teurs, dans les conditions fixées a l'article 19 de la présente loi, toutes les informati
ons nécessaires a 1'élaboration de ce bilan.

ok g Ae AR Aol #ek 1881, 7. 29. §E (Lol du 29 juillet 1881 sur la
liberte de la presse)68) &3] 772~ (fausses nouvelles) S &3, ¥, EA|slo] &
o Y35 AAY F 27 de BF EF 45,000 fr2ol Astar ik wEg
2Rl SHE o]9] sty WAIE ot M RAYS Gk S, HlE, BAst
T3 BIE AMAAY HF 7t e A ¥F 135000 FE] AHskar vk
(Article 27).

rlo

Loi du 29 juillet 1881 sur la liberte de la presse
Article 27

68) https://www.legifrance.gouv.fr/loda/id/LEGITEXT000006070722/2020—09~17/




La publication, la diffusion ou la reproduction, par quelque moyen que ce soit, de no
uvelles fausses, de piéces fabriquées, falsifiées ou mensongérement attribuées a des
tiers lorsque, faite de mauvaise foi, elle aura troublé la paix publique, ou aura été s
usceptible de la troubler, sera punie d'une amende de 45 000 euros.

Les mémes faits seront punis de 135 000 euros d'amende, lorsque la publication, la d
iffusion ou la reproduction faite de mauvaise foi sera de nature & ébranler la discipli
ne ou le moral des armées ou a entraver l'effort de guerre de la Nation.

59 2017. 9. 1. 2AMEYIGY] HAY sjde &t HE(Gesetz zur
Verbesserung der Rechtsdurchestzung in sozialen Netzwerken, W E = H3 8 )69)
S AAsk] 2017, 10. 1.5€ Agsta ok

S 3457t 20k W o]l ABUEA G A HEHTHE 1).

§ 1 Anwendungsbereich

(1) Dieses Gesetz gilt fiir Telemediendiensteanbieter, die mit Gewinnerzielungsabsicht
Plattformen im Internet betreiben, die dazu bestimmt sind, dass Nutzer beliebige Inha
lte mit anderen Nutzern teilen oder der Offentlichkeit zuginglich machen (soziale Ne
tzwerke). Plattformen mit journalistisch—redaktionell gestalteten Angeboten, die vom D
lensteanbieter selbst verantwortet werden, gelten nicht als soziale Netzwerke im Sinn
e dieses Gesetzes. Das Gleiche gilt fiir Plattformen, die zur Individualkommunikation
oder zur Verbreitung spezifischer Inhalte bestimmt sind.

(2) Der Anbieter eines sozialen Netzwerks ist von den Pflichten nach den §§ 2 un
d 3 befreit, wenn das soziale Netzwerk im Inland weniger als zwei Millionen registrie
rte Nutzer hat.

69) https://www.gesetze—im—internet.de/netzdg/BINR335210017.html
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§ 3 Umgang mit Beschwerden {iber rechtswidrige Inhalte

(1) Der Anbieter eines sozialen Netzwerks muss ein wirksames und transparentes Ver
fahren nach Absatz 2 und 3 fiir den Umgang mit Beschwerden {iber rechtswidrige In
halte vorhalten. Der Anbieter muss Nutzern ein leicht erkennbares, unmittelbar errei
chbares und stindig verfiighares Verfahren zur Ubermittlung von Beschwerden iiber
rechtswidrige Inhalte zur Verfiigung stellen.

(2) Das Verfahren muss gewahrleisten, dass der Anbieter des sozialen Netzwerks
1.unverziiglich von der Beschwerde Kenntnis nimmt und priift, ob der in der Beschw
erde gemeldete Inhalt rechtswidrig und zu entfernen oder der Zugang zu ihm zu spe
rren ist,

2.einen offensichtlich rechtswidrigen Inhalt innerhalb von 24 Stunden nach Eingang d
er Beschwerde entfernt oder den Zugang zu ihm sperrt; dies gilt nicht, wenn das soz
lale Netzwerk mit der zustindigen Strafverfolgungsbehorde einen lingeren Zeitraum f
fir die Loschung oder Sperrung des offensichtlich rechtswidrigen Inhalts vereinbart ha
t,

3.jeden rechtswidrigen Inhalt unverziiglich, in der Regel innerhalb von sieben Tagen
nach Eingang der Beschwerde entfernt oder den Zugang zu thm sperrt; die Frist von
sieben Tagen kann {iberschritten werden, wenn

a) die Entscheidung iiber die Rechtswidrigkeit des Inhalts von der Unwahrheit einer
Tatsachenbehauptung oder erkennbar von anderen tatsichlichen Umstinden abhingt;
das soziale Netzwerk kann in diesen Fillen dem Nutzer vor der Entscheidung Gelege
nheit zur Stellungnahme zu der Beschwerde geben,

b) das soziale Netzwerk die Entscheidung {iber die Rechtswidrigkeit innerhalb von sie
ben Tagen nach Eingang der Beschwerde einer nach den Absétzen 6 bis 8 anerkann
ten Einrichtung der Regulierten Selbstregulierung iibertragt und sich deren Entscheid




ung unterwirft,

4. 1m Falle der Entfernung den Inhalt zu Beweiszwecken sichert und zu diesem Zwec
k fir die Dauer von zehn Wochen innerhalb des Geltungsbereichs der Richtlinien 20
00/31/EG und 2010/13/EU speichert,

5. den Beschwerdefiihrer und den Nutzer iiber jede Entscheidung unverziiglich infor
miert und seine Entscheidung ihnen gegeniiber begriindet.
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9B Intimate image
(1) This section sets out the circumstances in which material is an intimate image of
a person for the purposes of this Act.

Depiction of private parts

(2) Material is an intimate image of a person if:

(a) the material consists of a still visual image or moving visual images; and

(b) the material depicts, or appears to depict:

(i) the person’s genital area or anal area (whether bare or covered by underwear);
(i) if the person is female or a transgender or intersex person identifying as female
—either or both of the person’s breasts;

in circumstances in which an ordinary reasonable person would reasonably expect to
be afforded privacy.

Depiction of private activity

(3) Material is an intimate image of a person if:

(a) the material consists of a still visual image or moving visual images; and
(b) the material depicts, or appears to depict, the person:

(i) in a state of undress; or

(ii) using the toilet; or

(iii) showering; or

(iv) having a bath; or

(v) engaged in a sexual act of a kind not ordinarily done in public; or

(vi) engaged in any other like activity;

in circumstances in which an ordinary reasonable person would reasonably expect to




be afforded privacy.

9 W& 7HA olwA(intimate image) & AW tle], MA7)7], JHU T5 AME

atod 7HQ19] &9 flo] AXstE A 5008F @795 FAFTH(SEC. 44B).

Division 2—Intimate images must not be posted without consent etc.
44B Posting an intimate image

(1) A person (the first person) must not post, or make a threat to post, an intimate
image of another person (the second person) on:

(a) a social media service; or

(b) a relevant electronic service; or

(c) a designated internet service;

if:

(d) the first person is ordinarily resident in Australia; or

(e) the second person is ordinarily resident in Australia.

Civil penalty: 500 penalty units.
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9IN  Definitions

(1) In this Division—

distribute includes—

(a) send, supply, exhibit, transmit or communicate to another person, or

(b) make available for viewing or access by another person,

whether in person or by electronic, digital or any other means.

engaged In a private act means—

(a) in a state of undress, or

(b) using the toilet, showering or bathing, or

(c) engaged in a sexual act of a kind not ordinarily done in public, or

(d) engaged in any other like activity.

image means a still or moving image, whether or not altered.

intimate image means—

(a) an image of a person’s private parts, or of a person engaged in a private act,
in circumstances in which a reasonable person would reasonably expect to be afford
ed privacy, or

(b) an image that has been altered to appear to show a person’s private parts, or
a person engaged in a private act, in circumstances in which a reasonable person w

73) Legal Guide to Image—Based Abuse Legislation in NSW, , Australia's NGO Expert
on Technology and Violence Against Women A (F=2
https://techsafety.org.au/blog/legal_articles/legal —guide—to—image—based—abuse—legislation—i
n—nsw/?__cf_chl_jschl_tk_=94{279d7eb7d3cfed0023e61964dac842068c97e—1596106608—0—A
YbOs3spC1PYqTcDKVP8wrmuZOJR62LsSc7a_uLvngbsEn7HWNVUSGIR3rBvuXjKoxNDK 226
xFG7wvvyuM6sdpCujVHUMLNNvZudQLIqYwpZ75n9g Wnmyj 3hf4JoyumZdjYwk—DrhvzbyJwln
elduGHbENXMXrN_lepY1610MbwAALE3mcbFabylCvlctl3CSNBK QuvWrcZgop9WIfEF TsnGhoB
3glXoq9wNtxe YX6IX8QzTB8IaQwdXQfgS9ZbPIF A3irt 20 Al_mVyKiGIsUO48Q9v0z_gLNxwN
_KkrORGhGWb89VhGG7nzYhiAC_MwoJ —tNWsgol_RqtZhDo YmvVxiEV9uwVtnDbHQvSGAIQk
mbvIRhZ2kAehQ_0mZAQGhOVNtjYAODoti2VtqGsM3D8ZYg Wql3KzEyp1fxQOseWwcAhAblz
kbYY8uNv0Od70LIQ)




ould reasonably expect to be afforded privacy.

private parts means—

(a) a person’s genital area or anal area, whether bare or covered by underwear,
or

(b) the breasts of a female person, or transgender or intersex person identifying as
female, whether or not the breasts are sexually developed.

91P  Record intimate image without consent

(1) A person who intentionally records an intimate image of another person—
(a) without the consent of the person, and

(b) knowing the person did not consent to the recording or being reckless as to wh
ether the person consented to the recording,

1s guilty of an offence.

Maximum penalty—100 penalty units or imprisonment for 3 years, or both.

91Q Distribute intimate image without consent

(1) A person who intentionally distributes an intimate image of another person—
(a) without the consent of the person, and

(b) knowing the person did not consent to the distribution or being reckless as to w
hether the person consented to the distribution,

1s guilty of an offence.

Maximum penalty—100 penalty units or imprisonment for 3 years, or both.

3 MU 9 7 AFE N ek A BARRRIA W] AR 71z Wl
PR 2GAAY FE2D AQE o= AA, A3, B, A Ee 9|E]
A A 2AE AL AS BHE 5 9o (91S-(1)), Fe)H ol flo] 9] HE

7

T 50 &9 &2 213 ojste] Aol AL 4 UH(91S-(2)).

91S  Court may order rectification

(1) A court that finds a person guilty of an offence against section 91P or 91Q ma
y order the person to take reasonable actions to remove, retract, recover, delete or
destroy any intimate image recorded or distributed by the person in contravention of
the section within a period specified by the court.

(2) A person who, without reasonable excuse, contravenes an order made under this




section is guilty of an offence.
Maximum penalty—50 penalty units or imprisonment for 2 years, or both.

T 2019 12, GefoAst 2L 9% 2l A A 2F& IR HE
HEAZ o0 g HYe HR NulA FRTP (NGRS BIRSHEAE,

Regulations on the Administration of Network Audio and Video Information Services)'
S Akl 2020, 1. 158 A3stich
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