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SUMMARY

1. Title

This research is intended to study with focusing at the self regulation from

the method of securing the reliability and stability in information network.

2. Objective and Importance of Research

The range of action in the information network has become the most
important and usual part in the modern society. Furthermore, there are endless
disputes because the activities in the information network make influence on
the total area of the society and it is more influential. The methods to reduce
the negative factors arise as the adverse functions are necessary through
securing the reliability and stability in the information network to reduce the
negative effect, while there are many positive effect brought by the information
network, namely internet. This subject has to be reviewed and discussed in
reality.

The legal restriction and its limitations and measures to activate self
regulation will be the key factors of this study and shall be investigated
intensively. Also the methods to secure the reliability and stability in
information network will be considered deeply. Many regulating regimes come
into effect because the actions in the information network, which is represented
by internet, are evidently influential to the real world. The proper regulating
has an effect of suggesting guidelines to users and is also effective for
suggesting the structure and frame of the business direction for businessmen.
However in the long term, the regulations which are prepared without the

recognition on the specialty of the information network space may cause other
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problems such as reduction of the industry, restriction on the freedom of
expression and abusion of regulation etc.

There must be a consistent standard in the regulation in order to lift up the
industry and social culture together without diminishing the variety of industry
and culture in information network due to the regulation to the information
network. The viewpoints of market, industry and users shall be taken into
consideration simultaneously. The discussion on the domestic situation and the
status of regulation in advanced countries shall be surveyed to find out the
appropriate type of regulation. Also, the review of the patterns of reasonable
and proper regulation is necessary.

The target of regulating in advanced countries is focused at the viewpoint of
market and industry and mostly self regulation is preferred. The policy and
status of the self regulation in advanced countries are identified and the

indications from such regulation will be surveyed.

3. Contents and Scope of the Research

Firstly, the concept and characteristics of information network in the modern
society 1s Investigated, and especially the background of self regulation is
identified. The patterns of self regulation will be categorized by the degree of
government engagement and influence from the choice of users and internet
service providers.

Also, the part to be converted to the service providers’ responsibilities from
the administrative enforcement will be reviewed. The merits and demerits of
the self regulation, fundamental meaning, function and role of the institutions
of self regulating will be surveyed. The theoretical basis and subject for the
self regulation in the internet and the task of legislation for self regulation in
the IT field will be reviewed as a content for the introduction of self

regulation according to the information network characteristics. In addition, the
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self regulatory status and the limitation of government regulations in Korea,
USA, Australia, Japan, Germany and EU countries will be introduced.

Finally, the activations of self regulation for the wuser protection and
improvement of right, through conflict adjustment system among the concerned
entities and the restriction area for privates will be reviewed as a target of
self regulation in Korea for the method of self regulative activation of the
information network. In addition, the efforts from the industry, the role and
direction of government policy and the users’ self disciplined activities for the

activation of self regulation will be surveyed.

4. Research Results

USA has established and executed the various laws and regimes for the
information protection in order to take the initiative at the information era of
21st century in the field of government regulating and paying attention to the
technology development for information protection such as the cutting edge
code algorism and protocol development.

The self regulation in USA adopts the model based on the control on the
information sharing, risk and trust. The user education is supported intensively
to general users through the many partner companies by determining the
National Cyber Security Awareness Month., StaySafeOnline.org share the
information which protects the computers in the users’ home. The company
users decide the priority of threats through the risk management method when
they are the users establishing the important infrastructure such as electric
power company, hospital and communication company etc. They invest the
time and capital on the most important issue intensively after finding the
issue.

There are few cases that the forced control for insuring the security through

the government’s involvement in the self regulation of information network in



Japan. The government tries to establish the joint cooperative system through
declaring the various plans and policies. The government, local government,
main infrastructure, companies and individuals take part in the 1lst and 2nd
security basic decoder, promotional program for making safenet voluntarily.
The government manages it only to the level for providing the guideline for
them. Now, the Security Center of Cabinet Official Information is in charge of
the regulation on the information network in Japan. The Japanese government
evaluated that the enlightenment of all subjects which constitute the IT
community and the proper sharing of the roles are necessary through
maintaining and developing the security system as the 2nd plan of Secure
Japan. They make the policy evolve through the maintaining and developing of
the 'new civil-government alliance model.’

EU supports the regulating system such as the hotline establishment and
budget allocation for each country to participate into the self regulation
aggressively. INHOPE(Internet Hotline Providers in Europe) and PEGI(Pan
European Game Information) are the typical institutions for self regulation.

Germany has a self regulation institution named as Multimedia Self
Regulation Association (FSM). The Multimedia Self Regulation Association
(FSM) in Germany was approved as the internet self regulating institution
from the 'Teenager Media Protection Committee (KJM)’ based on Article 19 of
"The subject protocol on the protection of human dignity and protection of
teenager from the broadcasting and telemedia’ on October, 2005. The reality of
the self regulation in online is focused at the protection for the teenager in
Germany. The teenager protective laws restrict the recorded media such as the
book, magazine, photo, video cassette, music disc and DVD. On the other hand,
the agreement among the states mainly restrict the broadcast and
telemedia(internet). In addition, the self regulation on the search engine

provider and chatting provider is being performed as a self control of the
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company to reinforce the protection of teenager from media in various fields in
Germany.

The status of self regulation can be classified into the institutional provision
and company self regulation in Korea. According to the survey to the self
regulation method of internet company, they have performed the user protection
policy through the internal monitoring, the partial restriction on the information
placement and induction of ombudsman system. In addition, main portal
companies have been performing the role of self regulation such as the task
committee constituted by the users, specialist. The individual information
protection marking system, internet site safety marking system from the Korea
Internet Self Policy Organization and Korea Information and Communication
Industry Association are effective as the self regulation devices from the
business provider’s group. The government regulation, pre-restriction, and legal
regulation have to be abandoned because it may shrink the market function
and the self regulation can be emphasized but to the direction to control the
conflicts in consideration of the area of the concerned entities’ action and
conflicts such as the government policy, economy of businessmen, technological
competence, company ethics and the freedom of users etc.

It is necessary to discuss what is proper and reasonable in the activation of
private sector and public sector in self regulation model. It was intensified in
the government regulation in Korea in past time, the preference of the private
self regulation must be the method of reasonable regulation as it was shown
in the cases of foreign countries.

The regulating policy in uniformity (based on the self regulation activation)
shall be carried out with the strict regulating philosophy in order to secure the
reliability and stability in information network. Furthermore, the inconsistency
among the regulation shall be dissolved by reviewing the co-relations among

individual regulations and the countermeasure has to be provided to minimize

= Xii -



the side effect due to the regulation. In addition, the activation of the self
regulation can secure the appropriateness and reasonability in the regulation.
It can be a foothold to secure the reliability and stability in information

network.

5. Policy Suggestions for Practical Use

According to the comparison between the government regulation and self
regulation in information network of foreign countries and the status in Korea,
the regulating policy in uniformity (based on the self regulation activation)
shall be carried out with the strict regulating philosophy in order to secure the
reliability and stability in information network. Furthermore, the inconsistency
among the regulation shall be dissolved by reviewing the co-relations among
individual regulations and the countermeasure has to be provided to minimize
the side effect due to the regulation. And the protective idea, realistic and
executable countermeasures for the reduction and diminishing of the industry

and market function shall be provided.

6. Expectations

The study of self regulation will help secure the appropriateness and
reasonability in the area of information network self regulation. It can be a

cornerstone to secure the reliability and stability in information network.
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il

et A AFACASD

AHYl Bok ARE ¢t A (Industry Consortium for the Advancement
of Security on the Internet: ICASD2 A AAIHoE A&H3 = oH AFE
o] @tz Heb el tiAstr] g Hgey dAR AAHew HEAQ IT
ZIFEe] Frtsta vk o] AFdAE sUALEC] A e Ve dFE
AukAREAE, E]al IT 7]9kAl A (infra)-& 2E38FE dl o] upx] gk} 56)

ICASI & "= =& "= 99 IT7|HEx #Fosta vk S48 23|
At 2ALE )-8 A ZF(The Unified Security Incident Response Plan: USIRP)3 # oF
Aol Zxe gigel o ¥E  ZTH Y9 (Common  Frameworks  for

Vulnerahility Disclosure and Response: CVRF)7} ti£4 ¢ Z g A E o[t}

USIRP2 ICASIZF A MAdo=® Qe Heg Zgstr] fd 7 Fast
A AZsHE Yol USIRPE SIHMY ®Hot s 93 Wys =9sis BEE
o] A d&gs s}, 2u FAA o2 USIRPE= Bl 2ok 42 g&4d0= 3
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56) http://www.icasi.org (]} W-&-2 ICASI S¥o]#]2] W&S A)
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A, FSFAY FHTo SAs e Bk AR ICAST 3 9AF F Al
olfol WIS WA= wAl, 2l AFgHoR thRojol & Ar|H HAEE
ot

USIRPE EalA 3914} ob & Aba dleAlHe dl-gAAe Bt g
Aol FEAoR Ageord A2 dg AAE eI, Bt P g A

gttt USIRPYl = th&3t e 750 £3H o 9l
o BetAs At mAbd A7 A A (Incident Handling Collaboration Manual) #+&7]:
USIRP HEet3lafiAtazabadle] Bar, of g2 9], B aiAbaiabal A A
2ol gk A Vs ¥ T Azl Bt ofg AFE Alfa EAE
Aste 2ZpAIGE AxE 7] o] Ao
o ICASI Unified Security Incident Response Team(USIRT)¢ +4-& =3 7zt
sl k] gkt Al e
o 3 YAtso] Yo #As ARE W
o B ajAbaAbel e ™ Aladle] fAr Beb iAokl A el AlAel= 2
g¥ X" A (Incident Handling
F4 7] =(Incident Tracking

e
]_

Log)¢t 22 AgEo] xEH o] vk &% aFor 7 RersiAaAdE
t}

USIRP =2 &AL A (incident) &= ICASI & 947t sl $JAte] AR5 53
Bk sabaAbeEl 24 A T B QA AL ol dd BEd W&ol Ak
ICASI® ERbsiAtaiatdlE Ha ARtk ICASI 3 9AS S USIRP 5x5 93l
AouApE 2 R FA AR 7L 7] wel b s Ake] A A A kA Aol o
sk -2 flo] F83% Ve ARES UE AdAEd Tfet = o vk
USIRP= 20095 2€ A HA wdo] vskow A&Hdow Aix i g

Hekd AR 2 I gge st FE  AA(Common Frameworks for
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Vulnerability Disclosure and Response: CVRF)+&= o8 7|FHo| F
#st7l e wE AAed. 28 AAdE FF HASA A (Common
Vulnerabilities and Exposure Dictionary)593# F%# 445 A A2 (Common
Vulnerability Scoring System: CVSS)8) 52 293t FHeofd ARE #Aelsist

Ak v AR AR Bal, st B0k Aok 7 A dE e
A

FAE A3 g, FE Al AEUeh BF 47] 2 FAL AEHN ¥
X A A5 9
o et FAIHE A7) $I8A ICASEE CVRF AQe Adstgltt, %7b7]

At AHE g 2] 3] (National Infrastructure Advisory Council: NIAC)S} 22 dA 5
o] A4g& Edl® ICASI® CVRF A g oAl= oY 7|dE3 dAZE 242 48
stal e AAERYGE EFdA A8"H ¢ de 3EY AAE A2 AGHE
Basted S M xRS st $d3td r4Ee s itk CVRE

© XML Z#dH2E olgs) A Haol td V& #4S wEL 3

ul

. I 7bARO I H o s W (NCSA) 2] STAYSAFEONLINE &-560)

NCSASD= 2001 o] wHEo R W Fx dAREA AREAEY bdsr Qe
AbEE ERES BEFLAEE BEsty] f& wrEolHvh o] @Ald= m1] FEQd
A F-(Department of Homeland Security)®} Microsoft, Cisco, Symantec, SAIC,
EMC, McAfee 5 AAAQ IT 7Ids vl9ge] @Al Fefsta ok NCSA
o] A9 AL A8 AR T4 PR ANYA, el 2F%uet S

st SAES WP OR SH Abolw ek oidk 912 Fogolu,

57) http://cve.mitre.org

58) http://nvd.nist.gov/cvss.cfm

59) CVRF WA http://www.icasi.org/docs/CVRF-1.2.pdf

60) http://www.staysafeonline.info/ (¢]3} NCSA2] E#|o]x]¢] &S Ad])
61) National Cyber Security Alliance
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NCSA+= DHS®F th=r2 4 H w2 A8 (Multi-State Information Sharing and
Analysis Center: MS-ISAC)7} FE7F Ho] =r7lalo]lw] RS2l Aol o
(National Cyber Security Awareness Month)olgl= ALE &4 6345 oL
Art. Aare] &2 1082 AalA slew o] 3k Fotol ARgaket b bk
gutt @A T xS AR uFI YAolE, 24duTo] AQds FaiA
Hete] #3t vAaIx| e} AHE ALl 2008 d o dolwt of 2 99 vk AL&=x}
ANA wole} WS Fal Eobe diek vlA A9 wEE AYe AoR YA

of @AVl HF HxRE AL e AL Apolw] Hete] thgk WA AT A7 4

g, £, 4 £ F3 gol AR A4 BHD VA A Aow
A, WE AGAEC] WS AFH Agel BFHA 84 LARES

3= Aolth. NCSAY AFEAIE 93 SIALo]EE= www.staysafeonline.org ©] .
NCSAY e #HE #H29 5o 2009 = 7FAFO] W HECE - Alo] W H Qb7 2

4-(National Cyberethics, Cybersceurity Baseline Study) < %o|t}. o]7]4 NCSA

Zeon, ST Stulo e Abolw &, AbolH kA, Atelw] HobE JlEAH AL

ol wHg AT WAHES FHAAAT. 293 stulel A Aboln] Eotel] ol g

b

WEES ATY F A=EE AFH B AE7tEd A BAE 9% s 5ol

o). b 2sto] 9] o] § B (ASC)®)

ASCE)E= 2stolgofo A e AZE oY o ogatr] fs) <t =
oldlol & == A SxbE, g LA dAEo] A vbE TAoth
ASCol= A mlolaRAMEE obdp A4 AOL, CNET Networks, Dell, HP,
Google, Internet Education Foundation, McAfee, National Center for Victims of

Crime, National Cyber Security Alliance, Symantec, National Network to End
Domestic Violence 5 404 7I7F W= 3|Akef dAlso] sl o= &5sta )

62) http://www.antispywarecoalition.org/ (¢]&} W& ASC E¥o]x]9] &S A7)
63) Anti-Spyware Coalition
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of dAE EFetdl FURES st GAlg e avoldolE wEE HAER
g ool Fol ] Wi §19 F RFel &3 B At AL HAOE Wo

oA & o 4 Tl dFE F= 2R &% T2 AF A g Vs

-

g Ws dAA7 =Y P A
ozt 2stoldole] AeE W= Aeleta A4St Sl= o] WA= 2ukold)
ole] AoJ& Hged B2 =¥ FgFst dv A 23 w2d AnAE
L oojd Zmagio] AutolgofQlA] A4g & Fata YA 4lAoj= tE Au
oldlo] AN EAE FLe 7eS Fi 2FolgoldAd g Ao T4
o] o] FolAA & A7l wWEddl ASCF FFstar U= 2ol ole] Aoyt A
|25 BEostal SrEavtoldo] &

ASC= “&sfolglolre] AeolE et o], oA F AR AFsta Sith
oo "agtolgol = TAREAA A AAT FH, T, e AolE ATEA &
31 AARA EYH) AT EY o (tracking software)’#}al A slaL Fe)e] “/ulo]9
o' rastolglolsl HAM R AskA @t 7% e AT Fo flo]

aYI/EE G AFE ASFE, B, 185 Asg wokd 9L 1

g Adeted Be £88 AFa 9

aho]l ApgAte] AHFHA AAHAEAE EIet] AREAY Aa® 2lisE
AHSEE V1, TEla/Ee ARS AR JIRIAE Ee vE R AR £, A
&, EE sk 7lerola Aejsta ¢l

Tk ASCE) "adtelglefrel i AelE REW afop AvfolgojE wE:
Apgol zvfolgofe] Ao Hlojubs] ARSARe] HFE e AREAIE f18kA]
e ZRade AXEte Zrads wEESs eHA & 8] skl Hfg-
EARYA “Aels]ol”e] AeE A glow e5d EAshs A bl

THe FiARE UEH o AR G ARE Al stFo] ALt dnh

=)
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ASCE ol “Chain of Trust’gtE &%& =7tAlolW Hets Wyt 7 Al <s}
At H=e wrEy d3o] digk RHANEE dAgste] sk, StaySafeOnline
o] A Psh= =7} Aboln] B QA Alae] @& QAS= T Eotd #AHH As
TASAEI T2 star v

2k Apo] ¥ 1 ¢t F W (CSIA)

CSIAGY:= 7HAR B, Het, aeja Ar Axge Ae4d3 HEde 5o
2 3 ZAAATF @A o)) 65 CSIAd = IBM, Symantec, RSA (EMC¢ B¢k
@A), Lavasoft & AAAQ Bt Y[dge] o WMz Fofsta flow, o
A EZetd g =39 9 EFs S ete As FEAOR s 1 54
< o3 2o
o "I YoM ALgx AEE BBy Y3 Heotyl AEE AW =7
o 2Ttolgo]ZRE ALEAE BIsE AL A3Ets 9 =4
o EU9 AR fZo g T4 oFst Aa 4959 HAghe Helb g
A dME et 2

a3k =z oo ik AR HAEA AE

Z
)
o AW AY AR Azl dF A F5

al
A 9, sstelglol A Ha wsh A Al WAL v
S} AHEAES] AR e A8 g, ela stolslol sk Ag e ATE
AAE Qe gt Zeade AAss Ae dadts ofm Ay 23zt
e ge es 9o 9ue ¥ A4S 498 H78a gl

o oln m=o FEE HFH AHEAEol Adoldolr A7 AR )

64) Cyber Security Industry Alliance
65) http://www.csialliance.org/ (¢]3} W& CSIAQ] S#o]#]2 &S AT)

_46_



449 €l B Qow, old dgste] oln o 207 FolA 2ol
ool dgs7l Ae el wAHAAY AW Eask AGHL QAW olel @
F e 9N gEe Foig ve Pre) Asd BE /)2 ATHER
3 4y Ade) BUY 9 BF0] Bastrhy Heha glow,

o WAE AA=I] 99 AvtelglolE AssE Aol G FAA AU

o StEj2dtolgo] Yo diafA = “Fg Abvhe]oh WS A Eshal

o ALAHS Y3 (Federal Trade Commission)] & et =X} A5 &85,
o 54 7l A¥SA 2 i g AEY e 45k

o QrEjxTolsold g FAAQ &R bR AETAY} AREA WSE

Z3ke AL @5t gt
ah g 2RSS AZES ] F21S L (SAFECODE)S)

SAFECodefT= E&4< AZEY o F4H S (software assurance)s 3 A

el Ve AEI ARjzd g AEE 35sr] 98 wEoll B e aAlol
SAFECode= QA=Y A4 3525 &
ZESJo] st=go], 2elal Mu|AaE g A E Pestal S8
A o] ¢Jt}. SAFECodeo| = Microsoft, EMC, Juniper Networks, Nokia, SAP, =%
2] 31 Symantec Corp.©] o=z &F3sl3 v}t www.safecode.org= 9 HA
So] ¥x=2 AZTE9 o FAA=(software assurance)d] W =3 AH 4 F
5 AF3HE Ape]Eolt,

SAFECodeo]| tigh #4lo] ZobA Al | olf= Au7tAe 4HE 2ZESol=
g oA JiEHo] ghov Ao HAl AR dE 87 AAGA LS
| AZE o] /MEAtEol A A AAY AHEAE tIFdoR AZE S TN
skl Qlar EE AMY S sk oY dHeke dAYolsE gl AZEYlE

el gel wE & o BWAS A2 wol 2ashl 9r) wEol,

dol F o AT WS 5 AE &

M

Iz
=

66) http://www.safecode.org/ (¢]3} W& SAFECode?] 309 &S 4]
67) Software Assurance Forum for Excellent in Code
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EAHAZ (Software Assurance)E AZE o] FdA} AME] A HE £34A AR

Zb aelar ARgREZE B2 A HoM(security), A1 E] A (authenticity),

=3

o Bk Hoto] it P AZES ol A, i, A dAAREEH A 9
st vpofof gt

0 A AFERTE ARG EHE R Eo]VE BAlEe] obd zlEolofof il AbE
Ap7F olE FEHAAA & F Slojof g

o T84 AzES O A dACNA AFe Fa MHEFH eEal, HEst
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oje] 7lgo] WAL dEFE W2 AR AEHE s o)
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68) http://www.safecode.org/news.php#press_release_supply_chain. ©]3} SAFECoded] w3k &
oF Aw2 SAFECode AFolEQ] ARE A3 Holth. The Software Supply Chain Integrity
Frameworkol] et A& Hze zF9 &30 9l
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22 SAFECode’} &35k 23] @ oko|r}

69) http://www.safecode.org/publications/SAFECode_Supply_Chain0709.pdf

70) “Mission Impact of Foreign Influence on DoD Software," U.S. Defence Science Board,
September 2007.  "Foreign Influence on Software:Risk and Recourse," Center for
Strategic and International Studies, march 2007. "Framework for Lifecycle Risk
Mitigation for National Security Systems in the Era of Globalization," U.S. Committee on
national Security Systems, November 2006
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2. 359 A&A A%

7}, Australian Internet Security Initiative (AISD7D

T2 AISI= 2000 d &9 E4lu)g)o]H-(Australian Communications and

Media Authority: ACMA)S} 6712 ISPE°] 2o wHE 73 geolAo|t}, AISI9]

A BAe Lbo0s Fol7] GItelth Relg AW AFow 54 QT
Fasts AU S8 Zzade ondd, 2o 2 uge B oud Fa
4 5 ool SRR 2ol @k Re TMARH(AIAA 49e 5
S sAY ATE Ek sAY e FdE AnA AFAN FEfuz,

AISIE o] &R HFEH &5 Fo|7] Y& x=#du AISIE 2006 d%E SHb7hA] Al
HAAE 67719 ISPAFE o] 3] YA}
otk 20099 A 3 Y ISPEL T3 Ul ISP 74 90% oS Awsta Q)

g NE AAM AAoR FEE AL R

=3

Hio] Qe R Eo] o ofed Peg FHIst=d A4ls
= 7H& PCH at® A AlEo] &3
& A GstA F7] 91 A SHE FaUTh
AISI= Xl(A48 Zse d)e =o7] fl& &2
g =ol7] fgk 7eAQ J2Ete BUls So)7] fg AAd 24E 9
ATt oo o]y AlFAe} ACMA, Le]ir ISP 7o g&& Fa 4349 A&
A REE AT o= 37 Zled Falelwt oEsigd FA e I
= & Aot
ACMAE = A8 7] 7 (International Telecommunications Union: ITU)<} &7
Bl o] T H(Botnet Mitigation Toolkit)-8 o]&3] th-gstir ot Fr e A&

71) AAIEE W82 ACMA's AISIO] th3t General Information ZZ3hc} ofgfe] W82 AISIe|
3 &S AISIZHE] A&W-S AISI General Information, AISI Information for Governments
and Industry®] WS QoFo|t},
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RA4e vher 2,

1}, AISI9) AH % %4 (Information Flow)

Information Flow+

“

4 Data Feed+| |Data Parser| | DB Storage: ISP« Customer+ Customer's Customer*®
.l L i L -

+

¢ (*if the customer is a web host for

* example)+

o

<29Y3> AISI AE §% 34
o] AR FEd v dye oS3 2
1) AXAF (Data Feed)

AISIF= &9]9 € pCol o3l

A%
EdogHy ARE det) AgENS

r

7F AISI) 5 98t w2l o w2 FolA e AT oYy, AISIE £F ARE &
Azl Ab&s7| = s
AISTE= 7% T2 gA=2A 22 ARE ACMAY 4 AFTstm g, 93 A

B ABAEES AAE] AT AR} TAAOE FEHE AL AA A

tlo

(non-attribution of their data), AISI®}e] F& #AA 7} GHA = AS A &+
of aHA g st AEAE Yske] AISIe @8 #Ald = JA

A A sl

T
=
r O
o
W
=5
ol

2) "dlol¥ I (Data Parser)

ACMA= AISI®] ol stME Ao Aastadt. doly s o &7
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o] AR E UESZ e A=gd WolA 7 &A7 siddE w7k ofy-2 L
Fale WY A4 A=

ACMAE #d Abazt A, ISP7E A RS A s Aths AbdS B2
% ZAst Aok olf e w=¥g A ISP FUF A¥E &k =
Hekel gtk A BY ISPES o e AMEAL U1 w=Hd Sojrte v &S
Aeoksltr] e BetAlFolvh Hebu s g A AbH Y AFs7]E gt
T ISPe F7F vlg Fedlx: EARebar, 2009 o] Al Al wE
39 ISPEC] AISIVF ISPE WIES A Sl 2449 PCE Zed Zgo]
I lvka oigskivh o welrk AISIZE (D) ISPeF 7o) A% #A19 A4, (2)
Asxdolets B3 e 4AE v (3) ISP A4 ol e e PC HEird
o B T ERo] Avka SHekad

2850 A ofEt AMEAIER R4l PCOF FE AME BEE S

gattha Azsac.

o

)

:10

o} AbERke} ISPele] 3

fef o]l Aol deolgd gt £ FAe] 2y Y ISPE e d PC
o] Ap& At A 7 Abale ErEth AISIY 27 YA F Fuel EF9
Westnetd] Ato]lEA A A Fdt= AHEAF BHE 3 & 249 vS3 2ok

“Aat= FAste]l PCrF obd =2 g d 49, Westnet25H o|lvd T3
= ozl 4 )t} Australian Internet Security Initiativeo] thdh A& o] <f
49l dstoZ Westnet Zd® ZE PCY A&AA FrsE A Bz
A3 dFyY v AS 7 Westneto 27 E olwld g wrowl mEkA] WAL o}
B AAE 2P, aela FA7F ALEEHE Westnet?] A YEoR As
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L AREAE Akl este] FAste] HFEIL Aol HAAW HAGHl = A5
Westnete FAstAA AFEHE A5 F A= 708 798 =44
717k E]bell ZAE ARHA Gowl Mu|zd Aol & ey v &

A7l AzZbEubE A As AEo s AwE 4 syl

283 GAE Internet Industry Spam Code of Practice (ACMAGY| %525 0]
J)E WEAA TAE PCY AFEA Oisk =X E FHI = ISPES RIE3a
Aok ISP7F HE 7 A= A d = ARl Agh MR S, a8 A7 7

i)

o

o= Mula Ads 2E9d. a8y ISP stlw 28d 2AE A A

[N]
<
<o
O
T
D
i
2
fol
N
r (o]
i
ML
[

¥ 3] (Australian Internet Industry Association:
A= A&A 9 eyl Hot 3 JF3 (e-security code of practice)= A ASHA
ool AR grHAA Fa A2 ISPrF d@Aela FAsta A £AE

= g Aolu, 1Elal o] A2 ISP7E AISI®F oWl HaLE A A

g2 @ A OF WEE Ba ek o] FHE 20009 wo] $HE AL
¥ AISIS) &gl did 23l A2

1) AHgA SR

ACMAE ISPY 2253} AR J5& 3h4 gtk 299 PCo a7t
ISPe] $RE e & ACMAZ A4 2284 9t o4 Hdd PCe) At
FRAAE & 57b Gk e @ AAE Fohe A4S AL A AARR

ISPE°] A& Aty WEdd ACMAE 4 W&o oigh zpAe dus o
7l devh Ade Bud A webd m2s AREAE ofW ofd ZrIOds

72) AHAIE WE-2 www.iianetaus FZEH}
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AFEAELS ACMAY 9o FAA BG5S 2 =54 FA- 2 F(false
positive)2 3] HAAZ AR ¢S HFHY AFEAIE JIEHY AFE-S Avkk

= A9 QIE AR oleld ASE ASAES Bt B4 F JuE

200569 A Z2 oo W AISIE & FuY 43 A" AA §
(Department of Broadband Communications and the Digital Economy)olA #f 4
A Ag W A A 2HERE W st=dolet T A AREE W&
oF 5%k &) 1g3 91" njgo= o 109 B AEAT 28y 27 o|Fd & <l

AISIE 9] Al2=jlE Unix®t fFAHS 2944 283 0 &Zns £XES S
Abgsled FEsdY. AAlE Linux/PostgreSQL/Python  Z#iE3 SUN
Niagara24-Core A®¥E £ebe]zolA Abgsta vk 22u = Aol uhat
Windows/SQL Server/NET Z#H Y25 As5d 5 9o,

ACMAE ¢o=zn JAZRH ¢ B =g 9] 939 ISP dAE

9 Zaetaal @k ACMASH Az Alsxiebe] Azte 34 7|e A- 5o
wdsla 15, AISIOl Aed 3¥e 7jeAde T2

5 ISPe) Aol g9t glow, PdEEY ABYL AN 2% A2 Hm

B
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3) ISPE 9% Ax

71 AISTOl e ek o] 4t

) ISP7} AISIe] #oIstr) ¢ste] AlFslolot st AR

oIP 4 W% (CIDR format A=)
o AISIZI vid BUF+= 2 g XEE WS ¢ e F4 (o] 4% 99 o]
vl o] WAL A k=

o 1elal V=AY WeI 2

o ISP 2] Autonomous System Number (¢] HZ 7} glowl ACMAZ} A|F% IP

g AT

o2

HAARE A7t glve A &9 F dS)

0 ACMA T 2~Ed 7|25 102 = 3ALY o2

ACMAE o8] ARE 2498 PCY IPF4AZS Wil glo o] Ars 993
N2 §X7F Ha, 2 A27F F7HE7|E sk aga gXE & gox 3
Ale] WS- o] &gy,

AISI9) de gxEJ FEHE AEE dF 59 ‘Trojan: Beagle/Bagel,

= =

‘Trojan: Blaster’, ‘Trojan: Generic’, ‘Trojan: Nachi’, ‘Trojan: Slammer’, ‘Trojan:

L=

Stormworm’, “Trojan: Toxbot’ and ‘Spam/Misconf Mailer & ¢J8] e EZ o]
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o Spam/Misconf Mailer: ©] A%+
NP 2A ERo] Hul Wd Flxte] dgg = 4
o fastflux: H2E 2= P F425 WIHSHA vieE Z[gelr £9 s2-H
AWML o] 71W-E o] &3HH, QIEYl Hel VAELS o] EY AME TEAY|7VI

oft = By WA Ao|Ey ofF w2 Ao|Er} o JWe ogd

A Bty #HeAS %4, open resolver= DNS 5Z(DNS amplification) o] &
e 342 38T 4 vk DNS 7A] Zo]AY(DNS cash poisoning) 7]
H 7]

g =5 W Geol 2t At oExow
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b

= e HFEE Conficker Al&F#9] 7 FE (Conficker sinkhole)® <174 gt
thoolFHA 29 vaixte] AFHE Emo] EHwl upolZla AlAxtEo]l £
& 4 o ol Wz dAEL ConfickerE 7] $18 oo AbEH = kvl
g THEAT " MM EL AEskE IPE ACMAY Raskg]

Trojan'MEBRoot: MEBRoot= %% Torpig =5 Sinowal E&o| Erlel 17
HErd . MEBRoot® =8kl 272 AXREE 7M2A5, vfA2H Y EAHHE (MBR:

ofi

master boot record) g =7]& Aoz A Ud# A v} o] ERo] EHul= HE
B FFstnm, WA F& FIl olE MEstaat & W e $77
Al AAlsor gttt B4t CD 58 B8 3o 1 oot

Trojan: Grum: Grum-= 29 WdE F3 HI “Hot Pictures of Britney
Speers(BE EY Auoje] e AR)IE 4l 29 vde AE S o
tolrt o] HWdel= Exgte] v2E Hie a7t £3EH v Grum
Windows®] # °F4-& o}-83te] WINLOGON.EXE 78 7HdA 7t}
Trojan:Clampi: Clampis =359 (dropper)o]t}. ol AAz <tojdel 2Eg
o ohE ofd ZERIAS AR PCol thRbE

Trojan:Delf HPT: Clampii= =% (dropper)e]t}. o] AAZ otojx o] &F23
d g oA Zzrads Z9E PCo vet o] ERo] Bwprl HES
A Z3HE FA4T "hitp://74.208.64.191/hklxx/getconf.php” ©| o,

Trojan:Delf FZ: Delf FZ+= 7€ PCol %L EXE Y& ¢t e
TEL 94 URLE H&& AEgH DelfFZ 9A] =25 ot
Trojan:Goldun: Goldun v}x] HTTPY SOCKS Z=A]AH & HolA =HE3hol,
o] ERZE AAA A T PCE EWHACLRE 2FTd F JEF WE
(backdoor)& 7H¢lt}, Z&EA] ZE 7+ PCY 7bs AlZH 249 PC7F PayPal,
eBay &9 AF AERE /AR A=A 5o GET LA (GET request)2 F 3
ASEch

Trojan:Zeus: Zeust™ 712 A(keylogger; ZAE PCe AMEAF 7| 2= A&

WEe oy EEad AR AEsE o Zzadelh ot u

£ QEu WA Aus s o o)gud. o] ERde A% W] A4
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) rholmEamEALe] oby EEad A AFs Bgm

Hpolgjx, ERo| Hwh i thE o aZESOed Adteolde], i
dotA] = RZEE2 IT AErtadldAs Bdele 39 thidolvh. e
aosAe] I fjdol HA B Es= A w7 M (social engineering; At
&

A2 7t AERE wjd= 7)ol SUtetal s ee] Alads AT E

H&st7] AdM s, MESD - AEYe] - $xL2I - 2GAA 5&
2E FE A9 5ot Azt dash aHA vo]aRiZEqAE /9]
1B

He B39 HIAAE

o2

I dukan|zt REE e Hol £F4E siEet
w3 vk vlolaR A ES] by xmady WX £RHAL 943 Ve A9
aglm A yE 4dzx 58 T FEHI vk 53] Microsoft Malware
Protection Engine®} Microsoft Malware Protection Center= &3 vhel},

Microsoft Malware Protection Engines ¢}A 22 1gle] A oo uwhe) oA 2y
23S gA55 e E duste Za2adolr, o]9k g4 Microsoft Malware
Protection Center= A &2L otA T2 @) flst A9 248 O)1¢S Zd A}

42 e 859 s1S 732 v
1}, Microsoft Malware Protection Center

Microsoft Malware Protection Center= AFERAIE Al wpo]ei2 ulo|go] 1

glal 7] oA Zradst EA FrhEE oty 2RO I AR
Ao Bots AFet=d 2 S Fi vk o] AEHE Forefront Client E.¢F

73) Understanding Anti-Malware Research and Response at Microsoft, 2007, Microsoft ©|3}
Azt 9o AnE Wel4e sk
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Forefront Server X.QF, Windows Live OneCare, Windows DefenderE ¢ 3t

ko

=
el WX 7l 2 9 7] rlolarAXES] Hel £RHN U
A&k},

o
ok

Microsoft Malware Protection Centeroll A+ <44 Z=afe] tidh EUgle <
5 Tl Bt el dE T8 Ed=et AZTEY o] FHokdd g AARRIE
A Al gkTl, Microsoft Malware Protection Center7} A+ tAdz=9] {32 o
=3 3ol Xztal gt
o AAA eo]eds d7] & 5HA dlde] dAdFZE=E wE(Targeted Malware
Distribution): ¢t Zz ¥ wjEe] Azo] Zelx i vt 342 Blasterth

Sasser¢t £ HE& A3 wE SE2 A AA HAHARL 259 o=

2

4 ERIQEE A7) BAE A gt 2mo) Zwieh o] AgA} we
GAZe] AT oYL % WEol Ak o F Fof by Tz AGAEL
AFH BeHAL VEND AT S0 22 Ade) U dgo] v
B SE% U4

o BAT AW Tk opY TEOWS WEE )

o)
A

Rl

o

ol m2y ARAEe

i
e
B>
[
m
do,

o]
WRAAAGA, oA e g 744 MY oby EZRadg Ade wE
of Fil Hoke W] A@ FE v 8 Fovh o EZEogs B

Lojrh =7 (packers)E °]-&sto] 5714 §xF shar vk Zgla
E

ofeldt e WAy A=, BdflE dioly $M 3% 2APE Fasith B
ol mlgt Aol 92 AR 3t Sokstan, BEAE, AAA oles e



Gather =\ | Analyze : 5y < est Publish

Information Malware def s Definitions Updates

Microsoft Malware Protection Center= UHHA #IA-2 Edle] AREA}e} HokY

A

0]

E3 45 A8¢ 3 Qe 1 33 q¥e e 2,

dAskel Fel: mote A AAHQ FAOlW A8AI oW Mok ZRIYS
AesteA s gRglel AFRHES AR AdHe] o] FaH AFHI A
A% ARHT FAA S 29 A58 DDoSTAL st AFHE
AgE # 9E AuA el Qrk avuE AT oldd AHUS AXdm
AuE FReke] moto] o wA GO olsEF shelop k. @A He
& FAAANY A% wHom wolARisEEL  uho]e AgR %W (Virus

Information Alliance: VIA)S THEIY. oFE|-23o] g o] g 8] (Anti-Spyware
Coalition)ol = A B3Pz Frista v}, ot -3 45 15 (Anti-Phishing
Working Group)®] $-4d #HEZE &%F Folt}

A AARTE AR a3 2499 A @A g Z2Iad g ey

of AN o] AE= Awstd a4 =, AL, i A dE ¥
ok 22 oY AdERE P9 a9y P 583 Adre d AA AL
G2 Alwshs AR ot

obd Z=ad Ay 24 d7E2 =AY 2 (obfuscation)oF o] by



Zaadd ol AgHE 71&d A BAT dEss ofy Zeo
WomHE ot B AR5 uY
o Abg e

oot ZrIad U HIE2 AREA Ald o EFAS AEsH Alw

1o
s
r [
=)
o
=
4
r
4
oo
o
ol
ot
=
rir

o Al2YA A (Signature Definitions): &4 ZT R 1e| By & Y= FHF
AEL ok xZ=m ] Al X (malware definition)o] v}, o] g1
He grobr AASH=H AMEH= dHolH™olt, o] Aol HAAZE AREA §
Pl FAsN Ao T8 ofolRl 58 T3St

o A¥: o Zr O AHort wEofl Foll= o Zr W ALY A (malware
signiture)7 7 PE AAH 2HEsh= Ao oig A gAEZ wEv v

de| eVl wh=ar, WA

e
i)
i
o
M
=
2
o
o
lo

(misclassification) 7} 27 =4

i

7F REEOIAAL HIZEE AX AL ol AoE A r] fla] L "k o

|t oY Zrade AHoE Ropxd 1Y (definition file)ol A

Az vEbes 98 gk EtxAE HE ¢ vk ofd 22ad sy A

Al(definition update)dli= S& Stdzm= WA Al st PAE FIs
o B} % (Publishing): &4 Z =

HouAE ARE ARM AR BEE e ERE S

—)

o
N
i
X
ol

lo
k%)

do] gAFF: JFHUY= AS HFes, WEE 97 A(distribution
package)= EFECIUEE {3 Ay FFH FE L AA JUHEE H&
o} debuy ZE FefoldEVE HHolE H =X uhe) b ZRad Ay

H
2 & dFwte] WARE F£x Qv npolaARAZELE ofi xZw M AU H

i

9] ) o] E(definition updates)E dFFolx oz H @xdY. Zgd ‘A=

Windows Software Update Service == Group Policy 5o W ¢do]Ed

% 9
o MG W% 99 o] FAm BAYe Bag JuE oby Ezoy W
AR deistel AgadA 9@ AA% PAE, a3 oW £ Be

74) Ao, AR E= AIIUAE B
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A et JEE FIIR Aestr|E

AbgARe] dEW L At SR el A

2229 A o)dli(definitions) A AZEYOE

SAEE 4 2=

;
o
ol
ko
e
o2
N
E

et A FE AR
(telemetry information)®} &S Microsoft Malware Protection Center® X ¥
T Atk AREAPE A=A o o zr o] AR g ARE &S
Al AFst2 2 Microsoft Malware Protection Centerdll A= QUlo|EE Fdlo] 4l
E5HA ti&E o A

olgl ¥+ Microsoft Malware Protection Center$} AA|A o2 ohid =z 7 o

T AagE gofsto] RojEr

Global Advanced Rapid
Organization Telemetry | Response

Figure 2: Key charocteristics of the Microsoft Malware Protection Center

<OAYEE> nfolmag2 ATE QxR I BHF AHE AFAAH

Microsoft Malware Protection Center= %, 1=, ofA|ololl X o W 3664, 3}

O

= U7 B B ARE BAGI Ak o] B wolamsmes] we
A U@ AQS AAA5L Q7] AT A AAL S g AFHE A9

IowHekE T A= AE &

S Wi e, Product Support Services

i)
Sl
=
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Security®} Microsoft Security Response Center$}9 AR FH AAEES &
sto] et RO FAE @A sdsta

D 775 Ee] 3k g4 A E(Advanced Telemetry)

Microsoft Malware Protection Centert= o2 ZAZ2E E3] FHFIE= =W
AL T dAdzEY F38d dvt 22 FXo] JlFslth wpo]lARAZEA}

)
)

Feo] ZA=E Microsoft Forefront Client Security, Microsoft Forefront
Server Security, the Malicious Software Removal Tool (MSRT), Windows Live
OneCare, Hotmail, Microsoft Exchange Hosted Services ¢ Tt Microsoft H.¢F
7l #Zo] oln EAlE AFES T3 AH T Product Support Services

Security A/ 9# th& dolH £ & o] &3 nlo|maRAZE YHeo AH F&

obd ZEogle] IR WA uwE wid, Teln wiA dFmEe dES
A5 AL 0$- Fasit olgd EAS B8 dAIEe] $Hes Foid
o aEa g AR oy 425 56 M zsd o Agdd ads o
g A Ha AR S E AgE et d S 9l

|2 HAFHAA Fr wdsts 54 o m=E AASH] Hs ALEHA
Windows Ab&AFel A= FH5= Al vk 20069 1€ A& 2xE o]F=
APEARE 20060 7] E o2 oln| 39 1HRUle] PCell A& oF 54 59 3 A
E AL¥Art MSRTE Microsoft Malware Protection Centerdl]l A AF&3t= 9
P-4 (threat telemetry) & 2] shvbel® A MA 9] Abgzte] HFE A oA

A2 ESJO) S AASE= W ZIA QD ol

d SpyNetolgtiz B Windows Defender Voting Network (91=-$ %%
YERA) B3 Microsofte] Aol AEo] Hehts e st s o9
A FRsta = AE & 2Ho F5 deolvy. Windows Defender®] AH§2H= Al

2% $19S ¢dshd Microsoftell deFa1, AEol 2 6hs s AER
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gAHE gdes Ao g AFET 20066 7]l 9k oF 33 89 2 A7}
N

AFHAA 2Ad dAHFTEES MicrosoftAldl  A&stn dol4  Windows

Defender®} Windows Live OneCare? AFSAEZEH wE 2449 AHRES 539

o} vlolaRAZES] Hetol wigld ush A} v A

D @714 d=F

o ot 229 Alayxe F4 2 FAW A (Definition Quality and Coverage):

AY BAES AHEA R dAS

o 94 @E ek -2 A 7HAnti-malware Response Time): W24 R 3lsl3

= 9@ Ustel e Atud whE o duolES ATHES

2) mee] miAd

o 98 ol ek AFYH thu](Coverage of the Threat Event): & A o]&
Zhedt e AREAEY FASFH AgE fdd 2o o] oz
e HE: A FHE T AN

E el ol2/7k49) A B4l Ulg 2AE BaA v gme %

i
nj
rkg
_I_/
réd
Hm
s
3;
T
[U 0
£
%
2

A Agsrgh, v BAZ vee) A A
2% 9¥Ee /&9 BA% B A% 54T Aolw vtoldlel, 94, el

3 9E 444 B4 AR 2A50 A% @ Aol 1A vo|aRaxE
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1) Secure by Design, Secure by Default, Secure by Deployment

npol AR AZES] HRE HA¥E Al7ko] Ay A SD3, & "Secure by Design,

H

Secure by Default, Secure by Deployment’#t= Xt} A Aol F3 22 4
WS JAE Y, s EElA AZEQ o7l F oy oHAETHA AA 2 Jgoe] o

aL, Al EAHERNE W F 9 ke AR EAHAE ] VRes B

N
¢
f

TES AR AATA FA =E2HE FES Fo3, AHEA A4S 7
Bron #ezt me g2l AMgA Reg AR e AL T2, A7|8 o
2 AdsHA dadel=s & 5 A Al oie w2 whgo] v AgAke]

HFE AR S48 £ 9 hdad Aeofrh of2fd SD3 32 7do] A A=

a8y SD3o = FE2AQ AV sl oFF-E]l Secure by Design, & A<
Mg GAANMFY bASA F3E dA Aol grjHdoer ol FAadra
St Al o = e B A48 /bR BE AEEY FAsa 9l
= HgAe wE AY o 25 AAE & $lY Secure by DefaultE =3l
g &5 E HAY Fie FWHS £U T AT o] I YIS 5 A
A = QY B2 AHEE dstE vkR2 O 750l 43 FHolof dr] uf

(o3 ]

AN

o FA0 Ugd Be XSS AR PR A

ol Hol Qlofofst ZEg st A9t Byl Wi “dwAbgA” Vo
d& stle we Hete] P wol Aastiy
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Secure by Deployment= 53] 2t A 2] ¥ (manageability)dl {%5& L
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Yo} 2 AE M SD3L A E #Hol(Defense-in-Depth) & R &0o] H v
Defense-in-Depthi= HSF 7|&Ee] Audd % dvtes A3 ga& S 9
Heto]l FAAQ BHebg AT Fx A= AE AL 2Add a2 A ol
AriZEZL (D) R=AME s ZFaATaL (2) HEER oY 7|5E A

ZA)315L, (3) Windows XP A 8] 22929} Windows Vistadll
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o AbgALAl A5 REs sz dig s Rule 49

fé Reported Unsafe Website: Navigation Blocked - Windows Internet Explarer E‘EI&J

G- e AR eninde v v Unfe W

EXI |A." Live Search P v!

¢ Favorites W m Microsoft Corporation £ Windows Vista

~ »
{E& Reported Unsafe Website: Navigation Blocked Fﬁ ~ B - & o= - Page~ Safety~ Tools~ @'

I@ This website has been reported as unsafe

207.68.169.170

We recommend that you do not continue to this website.

@ Go to my homepage instead

@ Disregard and continue (not recommended)

This website has been reported to Microsoft for containing threats to your
computer that might reveal personal or financial information.
Report that this is not an unsafe website.

@ More information

Done & Intemet | Protected Mode: On #100% -

<AH> ARGAR Rdl= EAHE € 5 e 2= tiE Aol

Internet Explorer Security L X

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

MName:; Skype. Take a deep breath
Fublisher;  Skype Technologies SA

[] Do not show me the warning for this program again

v Details l Allow H Don't allow ]

<E10> AFEAMAAl Bl 245 4 5 e 2= dig

_74_

7

al

2



Unsafe Download - Security Warning

This download has been reported as unsafe

The file you are downloading has been reported to be unsafe. The download
webste contains links to viruses or other software that can ham your computer o
revveal your personal information

For your safety, we recommend you cancal this fila download.

Disreqard and download unszafe file (not recommended)
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Yifindows Vista @ Windows TAHERIZHH
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Windows Live?] HMN HIES AE3 M 8.
Firefox AFEAND FirefoxS AMSGOH 2 A
I2ME HUE| YT EY NE & #E || Windows Live HEIS S0 Haks MEY HEH
BHE. HTEE AE6l 24 &, Windows LiveE B2 2

2O MEE O L2 322 EN 24

2. Windaws Live HEH 2HEI|

2E ¢SS ZASHHTE 8H AH A ZAE
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EANEZZINE NS 2N
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v} Security Development Lifecycle v. 5.0 (SDL)76)

ntolAR AT E AN E BHetd AARARRE S g LA ES AF G AH s
£ A8 AZE oI E et DA RE A& U

SDLE 2ZEdole AdarAd oAl e F83 Aa LAES Frlshs
o072 FAFS Aquk 24 (Requirements), 27 (Design), & (Implementation),
Q1 (Verification), ¥ (Release)e] vhAl A7} Z13lelt}, o€ dto] Z+ Q1 A
Arvity a3 AP B9 Bt a4d e AAAE A Zgafof
Atgro g o]l #eElstal low oldl WS FEfA ARE whAlAlA Etdt
golHA] HI1E £Y F AT

5

el

et

1l

H, vho] S A EEALS] Bek /&) o

ool miolARAZTEALY] HoMTeE AvieteE AAE Bk #dAS oA
AbgRLE ARAY, 2Ea AR REY FHe "ol Fgsite AL wilas
Zlojty, wiolARAZEANE U ZAAQl HVes Efstal e dh
Windows %A Al Internet Explorer?] ol 2] A|AHF&-8 e £ o,
SHe AbER WSS B B AREREC] P Heov|es AR ALE
A Hd AZbEv 2 mok EAldl AAsA ulAE 4 de Bl

F A= vEdL ddE Al AFEA wSS e 1WeE At

76) ©]3} Microsoft Security Development Lifecycle v. 5.09] W& 218

77) ey SDLE oo F/E 4 e ulgo] o] o Qlﬂﬂi SDLE 2h8-3te] wHeof
71 SAFECODE®] W68 3=,

78) http://www.microsoft.com/security/default.aspx P}O]|TAZAXE security homepage &%, ©]
3} olg] 3}HEL ¥ Microsoft Vista?l W= Internet Explore 7 & 89 HOFE=T
Microsoft Office#l|#2] HOYET, Windows Live?] Het=72o] 3lHS w gt}
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1) Windows VistaollA ¢ Bt 7]

o Windows Defender (~¥o]gloj2H e H3Z2 1) Windows Vistao] *3g+
® Windows Defendergh= Zufo]go]d#|7]& 2 Auoldolu; tg JAda=
o A= Qe HFE/F =dqAAY, AJAFEE wriAY, 98kA] &= # Y

D1E H= AL LA, o] 7|&=L Internet Explorer7 AFE Ao ¢

A g opgmert sstolsol sk MAHo] AgAte] ot AL FAT
PEE S5, ASR AL Yuepsge & 5 Qs wFo A 5w

_82_



Windows Defender (Beta 2) |:||§||X‘

ﬁ-, Home :' Scan | "" Windowg

. Defender

All 5ettings and Tools

Settings

T General Seftings - Microsoft Spyhlet
'\‘( &’S Chooge how pou want Join the online
'\-W “windows Defender to run community that helps

identify and ztop
spyware infections

Tools

T = Quaantined items

Wiew or restore software
programs that have been
removed from your PC

Software Explorer

&
s

&

Wiew and modify
settings that are
normaly hidden or
difficult to change

Allowed items ‘windows Defender website

“iew or change software Get mare tools and the
programs that you allowed latest zecurity

informatian online

<Z1H14> Window Defender
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<23¥15> Window Defenderdll A& #st A
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o Windows Security Center: ©] 7|&2 AF&A}Y] HetAZEYolr) Hilom
delExo] QA kA Bk Aol A A| e uf AHEAE 2AE A
T AEF AFER A g8 FE 7]%e th Windows Vistadl A& o] 7] o]
= 4 A o] AFEAEe FarE ol AAHo] = QbE|Autolgo] AZE o],
Internet Explorer 24, 28]31 AFEAAAAES A g AR T E3}sl3

o)
A

¥ Windows Security Center |‘_ |E §|

& Security Center
Help protect your PC

& Firewall @ON & Z

»

@) Resources

Windows Firewall is ON, Windows Firewall helps pratect your computer against viruses and
other security threats, How does a Firewall help proteck my computer?
= Gek the latest security and virus
information from Microsoft
= Check For the latest updates from :
Windows Update © OFF =&
* Get suppart for security-related e e ) :
ilat o E Automnatic Updates is turned off, Your computer is more vulnerable to viruses and other
security threats, Click Turn on Automatic Updates to have Windows automatically kesp your
+ Get help about Security Canter computer current with impartant updates. How does Automatic Updates help pratect my
computer?
= Change the way Security Center Turn on Automatic Updates
alerks me
{4 Virus Protection O ON | 2

ANG 7.5.524 reports that it is up to date and virus scanning is on, Antivins software helps
protect vour computer against viruses and ather security threats. How does antivirus
software help protect my computer?

Manage security settings for:

@ Internet Options % Windows Firewall
f& Automatic Updates =
= aur VA ent,

<Z1H16> Window Security Center
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o BHYAKRE AL ek A3 Windows Vistas UZEEVF “ebrar="g 44
o] Hof r} SE&ZZ I
=

SRR AL

A AHERre) HEEA FAgeR AT £ 9
% aFsY w g 1 ZRaWe 97 A

o 1 ZRaYS DoIE HiA AgAe BIE T

User Account Control stops unauthorized changes to your computer.

The source and purpose of this program are unknown. Den't run the program
unless you have used it before or kmow where it's from,

‘E Downloaded Program.exe
Unidentified Publisher

Provide the password for an administrator account below to continue.

m Insert a smart card

(¥ Details | submit || Cancel |

<AYT> BEYARE AFLo] tlE A

i
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o YAAIE A AF: Windows Vistaol ©A ¥ Internet Explorer7<
AbgAre] REA R S wlurte = Al Ed gl AR R Algsta v o]
e & AR o] W ddolEFH I Qe HAYAE HiE FRE
& AATEA dH R A Aol E] Wk H s AREAO A AlE-staL, of3

diejg o] 2ol EgsA &2 A Ate]E e dag g

QO - [@= SN [ S
ﬂ Reparted Frishing Webste: Mswgation Mocked i
Fie Edt Yew Faontes Toos Heb

@ Phishing Filter has determined that this is a reported phishing website.

We recommend that you close this webpage and do not continue to this website,

Click here to close this webpage.
Continue to this website (not recommended),

a Wehat is Phishing Filter?
Report that this is not a phishing website, <19

B internat

<YI8> WA Al E dE 4

i
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o Windows Vista M =7 Windows Vistadl A= o] w e ¥3gtd ¥ =
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Q& ¥l FEX (Ministry of Internal Affairs and Communications), 7 #| A4+
d (Ministry of Economy, Trade and Industry), Telecom-ISAC Japan, JPCERT
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o Al 7/He] A% 1 (working group)e] Lt}

Cyber Clean Center Steering Committee

Ministry of Internal Affairs and Communications/
Ministry of Economy, Trade and Industry

Vs FIRARKS
% A . Ministry of Econormy,
MIC SRErasna ™ METI Trade and Industry

BOT countermeasure system BOT program analysis group BOT infection prevention
opcratlon group JPCERT Coordination Center promotion group
Telecom-ISAC Japan Information-Technology
Promaotion Agency, Japan
. » v ] 7
3 Tdecom-(5acjepan | JPCERTA®® IPA
Project participating ISPs Disinfestation tool developing Project participating
\Internat service providers) business bodies security vendors
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@ Notification of infection
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\\\ Support function nisystem

Alert promotion phase =
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“Anti-BOT Countermeasures "Project *_ '
[ —
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nfaction log by "honeypots" and
— Catches BOT | S

Decoy machine BOT infectad computar

: m | |',| Deﬁ .infect.i-:on

"Honeypots"
and captures BOT

El Identifies infected loggers

BOT program from the infection log. 1
analygisogmup ey

W_l__..-_____-;"._ \ A
Preparing BOT lll'l_'_‘_'-""'_,_'-:-:"_r’ b

diginfastation toals

El Sends an attention rousing mail.

Infected user
https: /ftaisaku.coc.go.jp/ {User-specific character string) | I A

Bl Accesses the BOT disinfestation website.

&

Bl Downloads disinfestation tools and takes
measures to protect against BOTs.
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86) THAE : http://www.fsm.de/de/Regulierte_Selbstregulierung
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106) CYBERSPACE POLICY REVIEW : Assuring a Trusted and Resilient Information and
Communications Infrastructure. & HAZFHA = 2008, 129 vl= CSIS(HAIAZFATA)7) 2
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o] &g &3t HAS EZFAHAHTI9 o] 1986 d ol & A3t HFH T
HHE dB3dow A "HFH A7l 2 o84 #3t WHE(Computer Fraud
and Abuse Act : CFAA)& AAst HFH AEAE A digk Hx4 P&

Astar o, & WM AFYH WEHIF o] A - Bust e wep 1w
Qb 72k & ANANOE G b lrh 1l

AFH A7l 2 & @A HE, Yok ZA "HxF4AE 5 (Electronic
Communications Privacy Act: ECPA), 231 8= Aua BolE o A A
18 A 18US.CE2701(A A FA4lol gk =¥ H), 18US.CEHB1 (A=
), 18U.S.C. §250 (Pen Register) s olA AAAFAe] BHao gk F4& s

Rl

2 AR oL $-g) 9] Elilees EZ3] WAl g,
http://imnews.imbc.com/news/forum/2379104_5492.html, AHA|3F W&& F&3ic)

107) 2009. 4. 1¥ A1) Alo] =#:z{(Jay Rockefeller), E%UJO} 25-9)(Olympia Snowe), 2
Y(Bill Nelson) o] 802 Ael Wt A&t AAE Y&e Tasin)

108) wl= AMHH(U. S. Federal Law)s FAlo 2 Awn 1z} 0}‘11 ‘3]% Z+0] AFEHAE W3

Wl teides dARESAE, TS AHESHH HAE A%}, 1996. 12. pp. 81-85

2z,

109) 3% WA EA9 : Comprehensive Crime Control Act of 1984

110) 1988, 1989, 1990, 1994, 1996, 2001, 2002, 2008

111) http://www.usdoj.gov/criminal/cybercrime/ccmanual/Olccma.html
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112) http://www.usdoj.gov/criminal/cybercrime/ccmanual/03ccma.html

113) 18U.S.C.§1030. & T14& HFE 1 T HHE dFA o AL glo] rls A ol
A SEluEhe] THRFAY o857 2 AHES T # HE T /P fARSE
g 4 i) e I HEEe HE Hid BES dxdn

114) A Adals deg &4 B E Y2 Al EHIA] st TAPY RAH &
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‘HEEE HFE o s e Al fd| 19969 W MAE elHedl= F
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HiE 495 TEAROEN o5 BEW otk 1 o)Fo n= U FAAL
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A O =571l 15U.S.C1602(m)AA s t= dgate] g57]5dd £
A48 1 319 (Fair Credit Reporting Act) 11904 A o)5 &o]d
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4. 718 AFH MEQZ BE B APRA AL
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AAgAot LMY S wEsed P Tk B 2B A4/ 294
3 gz AN AR WAH AGEAN2ATAA A5 AFE A9
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7k FAA oot k)Mol v W &Y mi
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=
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2 g9t BYG9NE A5 99 Aol 549 o5ty A

toolg Wi g o len AMAdE 109 olate] Aol WE EE o Y
B} 5 oglem, @ o AsdE 19 ojste) Adel} Wa, E: oF Wiy
% glow AEAGE 59 olste] geolu W, Ei ol WHE 5 vk &K
A4 mE ALEAN S AT Aol 22, 1 Ao FaI B
WAL S mE AH 2 AbgA] Sl HbRe P91 B ThE 252703,
§2704, §2518)91 4 Q17kel 91 ol Aol algj Mo A g¥H] vt
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FAY F QAL ATHE LTS uEiy 2E AFEHY AW dn)z

131) http://www.usdoj.gov/criminal/cybercrime/ccmanual/03ccma.html

132) 7124 (confidentiality), FZ2X(integrity), 74 (availability)< FFE Heke] 3t X WX
Aol 71Ul Ag gl Aoyt AlxElRke] BT EE AR(HEFH dH ARbo A
o] 7Fsdlof "tk Aola, FAdold a8d A5s A = AR siATt Azl 4
Aol W} W7ol etk Holn, Mg Aol Teig Ast A Ak AAelA o
u) Z Al Al&Eojol dtfi= AC R AMH]2 AX-(denial of service)®] Wl 7l olt). Charles
P. Pfleeger and Shari Lawrence Pfleeger, 'Security in Computing(3rd edition); ,
Pearson Education, Inc., 2003, pp9-12.

133) 18U.S.C.§2701(a), (b), ()
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134) United States v. Steiger, 318 F.2d 1039, 1049 (11th Cir. 2003)

135) State Wide Photocpy Corp. v. Tokai Fin. Services, Inc., 909 F. Supp. 137, 145
(S.D.N.Y. 1995), Dryer v. Northwest Airlines Corp., 334 F. Supp. 2d 1196, 1999 (D.N.D.
2004)
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u) 5

1. <¥-Z6> "#HAFH A7l 92 289 A3 HE(CFAA : Computer
Fraud and Abuse Act),

Computer Fraud and Abuse Act : CFAA

§ 1030. Fraud and related activity in connection with computers

(a) Whoever—

(1) having knowingly accessed a computer without authorization or
exceeding authorized access, and by means of such conduct having obtained
information that has been determined by the United States Government
pursuant to an Executive order or statute to require protection against
unauthorized disclosure for reasons of national defense or foreign relations, or
any restricted data, as defined in paragraph y. of section 11 of the Atomic
Energy Act of 1954, with reason to believe that such information so obtained
could be used to the injury of the United States, or to the advantage of any
foreign nation willfully communicates, delivers, transmits, or causes to be
communicated, delivered, or transmitted, or attempts to communicate, deliver,
transmit or cause to be communicated, delivered, or transmitted the same to
any person not entitled to receive it, or willfully retains the same and fails to

deliver it to the officer or employee of the United States entitled to receive it;

(2) intentionally accesses a computer without authorization or exceeds

authorized access, and thereby obtains—

(A) information contained in a financial record of a financial institution, or
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of a card issuer as defined in section 1602 (n) of title 15, or contained in a file
of a consumer reporting agency on a consumer, as such terms are defined in

the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.);

(B) information from any department or agency of the United States; or

(C) information from any protected computer if the conduct involved an

interstate or foreign communication;

(3) intentionally, without authorization to access any nonpublic computer of
a department or agency of the United States, accesses such a computer of that
department or agency that is exclusively for the use of the Government of the
United States or, in the case of a computer not exclusively for such use, is
used by or for the Government of the United States and such conduct affects

that use by or for the Government of the United States;

(4) knowingly and with intent to defraud, accesses a protected computer
without authorization, or exceeds authorized access, and by means of such
conduct furthers the intended fraud and obtains anything of value, unless the
object of the fraud and the thing obtained consists only of the use of the
computer and the value of such use is not more than $5,000 in any l-year

period;

(5)

(A)

(1) knowingly causes the transmission of a program, information, code,
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or command, and as a result of such conduct, intentionally causes damage

without authorization, to a protected computer;

(i1) intentionally accesses a protected computer without authorization,

and as a result of such conduct, recklessly causes damage; or

(iii) intentionally accesses a protected computer without authorization,

and as a result of such conduct, causes damage; and

(B) by conduct described in clause (i), (i), or (iii) of subparagraph (A),
caused (or, in the case of an attempted offense, would, if completed, have

caused)—

(1) loss to 1 or more persons during any l-year period (and, for
purposes of an investigation, prosecution, or other proceeding brought by the
United States only, loss resulting from a related course of conduct affecting 1
or more other protected computers) aggregating at least $5,000 in value;

(i) the modification or impairment, or potential modification or
impairment, of the medical examination, diagnosis, treatment, or care of 1 or
more individuals;

(iii) physical injury to any person;

(iv) a threat to public health or safety; or

(v) damage affecting a computer system used by or for a government

entity in furtherance of the administration of justice, national defense, or
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national security;

(6) knowingly and with intent to defraud traffics (as defined in section
1029) in any password or similar information through which a computer may
be accessed without authorization, if—

(A) such trafficking affects interstate or foreign commerce; or

(B) such computer is used by or for the Government of the United

States; [1]

(7) with intent to extort from any person any money or other thing of
value, transmits 1In interstate or foreign commerce any communication
containing any threat to cause damage to a protected computer;

shall be punished as provided in subsection (c) of this section.

(b) Whoever attempts to commit an offense under subsection (a) of this

section shall be punished as provided in subsection (c) of this section.

(¢) The punishment for an offense under subsection (a) or (b) of this section

15—

(D

(A) a fine under this title or imprisonment for not more than ten years,

or both, in the case of an offense under subsection (a)(1) of this section which

does not occur after a conviction for another offense under this section, or an
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attempt to commit an offense punishable under this subparagraph; and

(B) a fine under this title or imprisonment for not more than twenty
years, or both, in the case of an offense under subsection (a)(1) of this section
which occurs after a conviction for another offense under this section, or an

attempt to commit an offense punishable under this subparagraph;

(2)

(A) except as provided in subparagraph (B), a fine under this title or
imprisonment for not more than one year, or both, in the case of an offense
under subsection (2)(2), (a)(3), (@)B)(A)Gi), or (a)6) of this section which
does not occur after a conviction for another offense under this section, or an

attempt to commit an offense punishable under this subparagraph;
(B) a fine under this title or imprisonment for not more than 5 years, or
both, in the case of an offense under subsection (a)(2), or an attempt to

commit an offense punishable under this subparagraph, if—

(1) the offense was committed for purposes of commercial advantage or

private financial gain;
(i1) the offense was committed in furtherance of any criminal or tortious
act in violation of the Constitution or laws of the United States or of any

State; or

(iii) the value of the information obtained exceeds $5,000; and
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(C) a fine under this title or imprisonment for not more than ten years,
or both, in the case of an offense under subsection (a)(2), (a)(3) or (a)(6) of
this section which occurs after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this

subparagraph;

3)

(A) a fine under this title or imprisonment for not more than five years,
or both, in the case of an offense under subsection (a)(4) or (a)(7) of this
section which does not occur after a conviction for another offense under this
section, or an attempt to commit an offense punishable under this

subparagraph; and

(B) a fine under this title or imprisonment for not more than ten years,
or both, in the case of an offense under subsection (a)(4), (a)(5)(A)(iil), or
(a)(7) of this section which occurs after a conviction for another offense under
this section, or an attempt to commit an offense punishable under this

subparagraph;
4
(A) except as provided in paragraph (5), a fine under this title,
imprisonment for not more than 10 vyears, or both, in the case of an offense
under subsection (a)(5)(A)({1), or an attempt to commit an offense punishable

under that subsection;

(B) a fine under this title, imprisonment for not more than 5 years, or
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both, in the case of an offense under subsection (a)(5)(A)(ii), or an attempt to

commit an offense punishable under that subsection;

(C) except as provided in paragraph (5), a fine under this title,
imprisonment for not more than 20 vears, or both, in the case of an offense
under subsection (@)(5)(A)({1) or (a)(B)(A)(l), or an attempt to commit an
offense punishable under either subsection, that occurs after a conviction for

another offense under this section; and

(5)

(A) if the offender knowingly or recklessly causes or attempts to cause
serious bodily injury from conduct in violation of subsection (a)(5)(A)(i), a fine

under this title or imprisonment for not more than 20 years, or both; and

(B) if the offender knowingly or recklessly causes or attempts to cause
death from conduct in violation of subsection (2)(5)(A)(i), a fine under this

title or imprisonment for any term of years or for life, or both.

(d)

(1) The United States Secret Service shall, in addition to any other agency
having such authority, have the authority to investigate offenses under this

section.
(2) The Federal Bureau of Investigation shall have primary authority to

investigate offenses under subsection (a)(1) for any cases involving espionage,

foreign counterintelligence, information protected against unauthorized disclosure

- 280 -



for reasons of national defense or foreign relations, or Restricted Data (as that
term is defined in section 1ly of the Atomic Energy Act of 1954 (42 US.C.
2014 (y)), except for offenses affecting the duties of the United States Secret

Service pursuant to section 3056 (a) of this title.

(3) Such authority shall be exercised in accordance with an agreement
which shall be entered into by the Secretary of the Treasury and the Attorney

General.

(e) As used in this section—

(1) the term “computer” means an electronic, magnetic, optical,
electrochemical, or other high speed data processing device performing logical,
arithmetic, or storage functions, and includes any data storage facility or
communications facility directly related to or operating in conjunction with
such device, but such term does not include an automated typewriter or

typesetter, a portable hand held calculator, or other similar device;

(2) the term “protected computer’” means a computer—

(A) exclusively for the use of a financial institution or the United States
Government, or, in the case of a computer not exclusively for such use, used
by or for a financial institution or the United States Government and the
conduct constituting the offense affects that use by or for the financial

institution or the Government; or

(B) which is used in interstate or foreign commerce or communication,

including a computer located outside the United States that is used in a
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manner that affects interstate or foreign commerce or communication of the

United States;

(3) the term “State” includes the District of Columbia, the Commonwealth of

Puerto Rico, and any other commonwealth, possession or territory of the

United States;

(4) the term “financial institution” means—

(A) an institution, with deposits insured by the Federal Deposit Insurance

Corporation,

(B) the Federal Reserve or a member of the Federal Reserve including

any Federal Reserve Bank;

(C) a credit union with accounts insured by the National Credit Union

Administration;

(D) a member of the Federal home loan bank system and any home loan

bank;

(E) any institution of the Farm Credit System under the Farm Credit Act
of 1971;

(F) a broker—dealer registered with the Securities and Exchange

Commission pursuant to section 15 of the Securities Exchange Act of 1934;

() the Securities Investor Protection Corporation;
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(H) a branch or agency of a foreign bank (as such terms are defined in
paragraphs (1) and (3) of section 1(b) of the International Banking Act of
1978); and

(I) an organization operating under section 25 or section 25(a) [2] of the

Federal Reserve Act;

(5) the term “financial record” means information derived from any record
held by a financial institution pertaining to a customer’s relationship with the

financial institution,

(6) the term “exceeds authorized access” means to access a computer with
authorization and to use such access to obtain or alter information in the

computer that the accesser is not entitled so to obtain or alter;

(7) the term “department of the United States” means the legislative or
judicial branch of the Government or one of the executive departments

enumerated in section 101 of title 5;

(8) the term “damage” means any impairment to the integrity or availability

of data, a program, a system, or information;

(9) the term “government entity” includes the Government of the United
States, any State or political subdivision of the United States, any foreign
country, and any state, province, municipality, or other political subdivision of a

foreign country,
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(10) the term “conviction” shall include a conviction under the law of any
State for a crime punishable by imprisonment for more than 1 vyear, an
element of which is unauthorized access, or exceeding authorized access, to a

computer;

(11) the term “loss” means any reasonable cost to any victim, including the
cost of responding to an offense, conducting a damage assessment, and
restoring the data, program, system, or information to its condition prior to the
offense, and any revenue lost, cost incurred, or other consequential damages

incurred because of interruption of service;, and

(12) the term “person” means any individual, firm, corporation, educational

institution, financial institution, governmental entity, or legal or other entity.

(f) This section does not prohibit any lawfully authorized investigative,
protective, or intelligence activity of a law enforcement agency of the United
States, a State, or a political subdivision of a State, or of an intelligence

agency of the United States.

(g) Any person who suffers damage or loss by reason of a violation of this
section may maintain a civil action against the violator to obtain compensatory
damages and injunctive relief or other equitable relief. A civil action for a
violation of this section may be brought only if the conduct involves 1 of the
factors set forth in clause (i), (i), (i), (iv), or (v) of subsection (a)(5)(B).
Damages for a violation involving only conduct described in subsection
(a)(5)(B)(1) are limited to economic damages. No action may he brought under
this subsection unless such action is begun within 2 years of the date of the

act complained of or the date of the discovery of the damage. No action may
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be brought under this subsection for the negligent design or manufacture of

computer hardware, computer software, or firmware.

(h) The Attorney General and the Secretary of the Treasury shall report to
the Congress annually, during the first 3 years following the date of the
enactment of this subsection, concerning investigations and prosecutions under

subsection (a)(5).
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