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File Edit View Go Capture Analyze Statistics Telephony

Anm mERE QA==

[tcp.stream eq 0 Ed=3 -] + beacon | tim.bitmap beacon | gosnull | E4:CC | 1B:06 | 96:FB

Interface | mon0 Channel | 36 - 5.180 802.11 Preferences
Protocol Lengt Info
TcP

» Frame 12: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) -
» Ethernet II, Src: Giga-Byt ea:97:de (bd:2e:99:ea:97:de), Dst: BeijingX_c7:1b:05 (88:c3:97:c7:1b:65)
» Internet Protocol Version 4, Src: 10.2.2.3, Dst: 99.79.105.69
» Transmission Control Protocol, Src Port: 50686, Dst Port: 443, Seq: 1, Ack: 1, Len: 517
~ Transport Layer Security
~ TLSv1 Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)

Version: TLS 1.0 (9x0301)

Length: 512

~ Handshake Protocol: Client Hello

Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x0303)
Random: d21 7
Session ID Length: 32
Session ID: ebdde: 7eaf3a1654d 13,
Cipher Suites Length: 32
Cipher Suites (16 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 463
Extension: Reserved (GREASE) (len=0)

ion: server_name (len=12)
Type: server_name (0)

18457a;

4.
m
S
5
g
A
5
s

~ Server Name Indication extension
Server Name List length: i
Server Name Type: host_name (0)
Server Name length: 7

1 Server Name: sex.com

» Extension: extended master_secret (le

» Extension: renegotiation info (len=1)

~ Extension: supported groups (len=10)
Type: supported groups (16)
Length: 10

©1 01 08 0a 74 95 bb 4e 11 79
00 01 00 01 fc 02 03 d2 1a 4b
3 db ee 4c ca 2c 68 91 84 57 a3
85 e5 a8 3a T1 cc d7 20 eb 4d
af 3a 16 54 di de 05 dc 82 24
ec 98 75 al 64 cf 27 50 00 20
13 @3 cO 2b cO 2f c@ 2c cO 30
c@ 14 00 9c @0 9d @9 2f 00 35
00 00 00 66 86 Gc 00 Oa 08 06

00ce 07 ENCNEECENGEEL 00 17 00 00 Tf 01 00 01

() 7 server Name (tls.handshake extensions_server name), 7 bytes Packets: 171 - Displayed: 10 (5.8%) Profile; Default
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Legislation, Statutory Instruments) 2.2 Ut} 13} HEL thr] UKY 3o A Extd
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Apple CA Inc BAE Systems | Networks Ltd | Allot
Aspiegel Ltd (Symantec) Applied Sandvine BlackBerry
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» 19504 SEEEE (Ooscene Publications Act 1959)0fl 2} S{E=|X| Bb= Afd| A0 =
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- D A4 Report)= A 24, ST, 2T, 394T 5o A=z ofFoAH,
IWFS] 2] dalo] A A9 Ank o] s 24A|(194 71, 56.62%)(IWE, 2020)

(38! 3-1] IWF SHI=I= A1 351H

IWF
ntemet /
Fotation DO the right thing

e S
categorss you could vist s
Iink= section Website

Where did you see the content

What do you want to report? Span el

Child sexual abuse picture or video

Usenet | Newsgroup

Non-photographic child sexual abuse image
(e.g. cartoons or computer-generated)
None of the abave

Want to remain anonymous? Warning! Reparting anything ather than child sexual abuse imagery wastes valuable charity
resources and prevents our analysts from finding and removing more child sexual abuse
content enline. If you'd like fo report a child at risk or something ather than an oniine image or
video of child sexual abuse piease click here

Ask for help Together we can make a difference

=X IWF =5 0[X].
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NEeR B

it
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W9 A T Heh Agae 293
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Police Force)oll SXI — ) SAEUM (ISPl SHEED 2HANH X — @ =8 -5=
siA|Z=X{2| = o|o|X|Z CAID(Child Abuse Image Database)oll F7H— (4) Em|o|X[of =&
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N7 JAY 715 A A (Forum des Droit sur L'internet, FDI)o] 213140 E
(Point de Contactnet)E &3 EHARE WOz AlustH Adshe FH 52
AETAE st (A3, 2017)
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(1) FSM(Freiwillige Selbstkontrolle Multimedia-Diensteanbieter)
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